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> | HKEY CURRENT USER o
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> HARDWARE

> | SAM
| SECURITY

> | SOFTWARE
> | SYSTEM
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.. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ 2021/06/14 17:35:55
. HKEY_LOCAL_MACHINE\SOFTWARE\Microsofty 2021/06/14 17:35:55
.. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ 2021/06/14 17:35:55
.. HKEY_LOCAL_MACHINE\SOFTWARE\Microsofty 2021/06/14 17:35:55
.. HKEY_LOCAL_MACHINE\SOF TWARE\Microsofty 2021/06/14 17:35:55
.. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ 2021/06/14 17:35:55
... HKEY_LOCAL_MACHINE\SOFTWARE\Microsofty 2021/06/14 17:35:55
.. HKEY_LOCAL MACHINE\SOFTWARE\Microsofty 2021/06/14 17:35:55
. HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ 2021/06/14 17:35:55
. HKEY_LOCAL_MACHINE\SOFTWARE\Microsofty 2021/06/14 17:35:55
... HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ 2021/06/14 17:35:55
.. HKEY_LOCAL_MACHINE\SOFTWARE\Microsofty 2021/06/14 17:35:55
.. HKEY_LOCAL_MACHINE\SOF TWARE\Microsofty 2021/06/14 17:35:55
. HKEY_LOCAL_MACHINE\SOFTWARE\Microsofty 2021/06/14 17:35:55
.. HKEY_LOCAL_MACHINE\SOFTWARE\Microsofty 2021/06/14 17:35:55
.. HKEY_LOCAL MACHINE\SOFTWARE\Microsofty 2021/06/14 17:35:55
.. HKEY_LOCAL_MACHINE\SOFTWARE\Microsofty 2021/06/14 17:35:55
. HKEY_LOCAL_MACHINE\SOFTWARE\Microsofty 2021/06/14 17:35:55
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052781... HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ 2021/06/14 17:35:55

335196... HKEY LOCAL MACHINE\SOFTWARE\Microsoft, 2021/06/14 17:35:55
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def find_all indexes(input_str, search_str):
11 []
length (input_str)

index (%]

while index < length:

i input_str.find(search_str, index)
if i 1:
return 11
11.append(i)
index i 1

return 11

find_all indexes(f,

iin s:

fl.write(f[i+4:i+6])
print( )
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f[i*4:1*4+4],16
f[i*4:1*4+4],16
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in os.listdir(path

os.rename(os.path.join(path

os.path.join(path
num+=1
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for j in s:

1 ( (3),"rb").read()
f.write(f1)
print( )

FLAG{Dir3ctOry_jYa_ n41}

ExtremelySlow
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Atshark.exe -r \ExtremelySlow.pcapng -T fields -e ip.src -e ip.dst -e data.data -e http.request.method -e http.response.line -Y http
>fflag.txt

Mg et - - o ®
| FPHF) WNE) IO} WO RN
1127.000.1 127.0.0.1 HEAD o
127.0.0.1 127.0.0.1 content-length: 19870 last-maodified: Tue, 01 Jun 20271 08:21:56
GMT\r\naccept-ranges: bytes\r\n content-type: application/octet-streami,r\n etag:
"387991:Tc3:60b5ee2d4:237baT 8"\ content-disposition: attachment; filename="latest™,r\n, date: Tue, 01
Jun 2027 14:43:45 GMT\rA\n
127.00.1 127.000 __ GET
127.0.0.1 127.0.0.1 |&6f content-length: 1yr\n last-modified: Tue, 01 Jun 2021 08:21:56
GMT\rn,accept-ranges bytes\r\n content-type: application/octet-streamirin,content-range: bytes 0-
0/ 1987 y\n etag: “387991:7c3:60bSee24:23TbaTco"\r\n cantent-disposition: attachment; filename="latest™\r
Ywn,date: Tue, 01 Jun 2031 14:43:45 GMT\r\n
127.0.0.1 127.0.01 GET
127.0.0.1 127.0.0.1 [00 content-length: T\Ain, last-modified: Tue, 01 Jun 2027 08:21:56
GMT\r\n.accept-ranges bytes\rin,content-type: application/foctet-streamirin,content-range: bytes 19-
19/1987\r\n,etag: "387891:7c3:60b5ee24:23Tba cd"\r\n, content - disposition: attachment;
filenarme="latest™\ rih, dite: Tue, 07 Jun 2027 14:43:45 GMTAA
127.0.0.1 127.0.0.1 GET
127.001 127.00.1 j0d content-length: 1yr\n, last-modified: Tue, 01 Jun 2021 08:21:56
GMT\fm,auep!-rangTs: bytes\rn content-type: applizat actet-streamiiyn, oo tcl-nt vamoe hutes
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f (
filel = f.split(
s =[]
for i in (1987):
s.append(0)
for filel in filel:
content_range_posision filel.find(
if (content_range_posision 9):
filel[20:22]
(tmp, 16)

filel[content_range posision+21:content_range posision+31]
num.split( )[o]
(num)
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How can | understand a .pyc file content - Stack Overflow

1 MEHE

2015595 14H — pyc files contain some metadata and a marshal ed code object; to load the
code object and disassemble that use: import dis, marshal, sys

Is It possible to decompile a compiled .pyc file intoa ... 7-E1E 201

Given a python _pyc file, is there a tool that let me ... 34MEIE 2017

How does the python interpreter know when to .. 24 2014 |
When are pyc files refreshed? - Stack Overflow 2-M4EIE 201355108148
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https://stackoverflow.com/questions/32562163/how-can-i-understand-a-pyc-file-content

.pyc files contain some metadata and a marshal 2d code object; to load the code object and
disassemble that use:

import dis, marshal, sys

header_sizes = [
# (size, first version this applies to)
# pyc files were introduced i 8.9.2 way, a ck in June 1991
(8, (@, 9, 2)), # 2 bytes magic number, \r\n, 4 bytes UNIX timestamp
(12, (3, 8)), # added 4 bytes file size
# bytes 4-8 are flags, meaning of 9- at flags are set
# bit ® not set: 9-12 tis Eam 1
# bit P set: 9-16 file (S n-2-4, k& = 4 bytes of the file, k1 = @)
(16, 13 ) # erted 4 bytes bit flag field at 4-8
# future version may add more by sti which point can exten
# this table. It is correct fo N Versions up 3
1
header_size = next(s for s, v in rev
with open(pycfile, "rb") as f:

metadata = f.read(header_size)
code = marshal.load(f)

dis.dis(code)

BATZE, SEB—RKBEFTE, XEBERBubuntu pastebin T
https://pastebin.ubuntu.com/p/wJ6wv8b6r2/
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import sys
from hashlib import sha256

def KSA(key):

keylength (key)

S ( (256))

j=20

for i in (256):
Jj (3 S[i] key[i%keylength])
S[i], s[3j] = s[3l, s[il]

return S

def PRGA(S):

while (1):
i (i +1) 256
j=(J+ S[i]) % 256
S[i], s[3] = s[3l, s[i]



https://stackoverflow.com/questions/32562163/how-can-i-understand-a-pyc-file-content
https://pastebin.ubuntu.com/p/wJ6wv8b6r2/

yield K

def RC4(key):
S KSA(key)
return PRGA(S)

def xor(p, stream):

return ( (lambda x:x stream.  next_ (), p))

def bit count(i):

return (i) .count(

if _ _name__

{2:115, 8:97, 11:117, 10:114}

{3:119, 7:116, 9:124, 12:127}
{x:x n[x] for x in n}
((bit_count(i), i) for i in b)

stream RC4( ( (lambda x:x[1], (m.items()))))
print(sha256(w).digest())
print(xor(w, stream))

p
e xor(e, stream)

C xor(p, stream)
print(sha256(c).digest())

if (sha256(c).digest() s):
print(xor(t, stream))
print(c)

else:
print(e)
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File "C:\Users\mimuzi\Des
code = marshal. load (f)
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Hyper-VEERIEE B vhadx)
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= MSR(1)

v Data(Dj

it == WINRE_DRV(4)
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= Windows-S50(C)
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} == WINRE_DRV2)

]

assport25F3(054G8)

Fome My PaispartiH)
| VDOEMFT(0.50ME)

es_ M
fif
frca
fr_FR
frma
fr_xm
hu_HU
T
s SE

OO00000000000000000a0
2
T
x

Sy-smrn Walume Informa

*

~ 1OO00OO00O00 000000000000

&
%"E

&+ =

Systerm Wolume infarma
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| H14-02-11-632350jpeg
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=] 20140305 637075 jpeg
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5] 2014-05-12-6489 28 jpeg
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| 3014-06-13-655041 jipeg
| 2014-08-02-664343 jpeg
| H014-08-23-HB87 26 jpeg
| #014-08-23 568727 jpeq
5] 2014-09-11-5T2409 jpeg
5] 2014-11-08-685151 jpeg
| 3014-12-31-658382 jpeg
| H014-12-31 658383 jpeg
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=] editmode create-test-s

ST Ol - - TE5 18, D

SESE BT

{‘_I'Q’bﬂ'lp]

Feh

562,558
B12.5KB
1-2ME
B SRE
ET5,TKE
1.2ME
B37.GKE
TT0.6EE
907 3KB
B38.56B
EO3.1KE
1.2ME
1.0KE
554, TKE
537.26B
1.3MB
EFT
49ME

[ s R

o [ Eser C Eson (e | ds BEe-

Ty
iEE

Jpeg B
Jpeg E@
Ipeqg B
Ipeg B
Jpeyg
ey B
Jpey
Ipeg B
Ipeg E#
Ipeg M
Ipeg B
g
ey B
Jpey
Ipeq B
Ipeg &
PNG BH
Ipeg B
PG B E
PNG @5

H

|TE

RS EEE R RS RN |

FEREiE]

2021-05-23 02506
2015-01-26 19:43:40
2015-01-26 19:43:34
2005-01-26 19:43:26
20015-01-26 19:4212
2015-01-26 194206
2015-01-26 19:42:00
2015-01-26 19:41:54
2015-01-26 19:41:06
201 5-0n -26 19:40:54
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2008-02-20 17:24:53
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