55 P #£2021——wp

EmOs_Er1t F 2021-11-30 18:03:29 K Fi 2948 e
SARER: CTF-MISC XERFE: & TR &3
RS 7S B < $Iﬁﬁ$ﬁ@l$,@ﬁQQiMﬂ§Aﬁﬂwwy%ﬁm%tﬁiﬁi%%ﬂ$F%

A HEE: https://blog.csdn.net/m0_46296905/article/details/121639142
AL

CTF-MISC EU AL

4RXEOQITH
LR

XEHRZR

—. MISC

(—) ISO1995
(=) BlueTeaming
(=) EZTime
(4> Cipherman
(F) threebody

MISC
(—) ISO1995

H H#iid: We follow ISO1995. ISO1995 has many problems though. One known problem is a time. E45 @ E%5: fantasicqwb2021

KFE XL FENA A A, filedr2F — T K ZLinux Debianf i 4 S04
binwalk$2HUH — NSO 4, A ultraisoT FF RILEANF R F 2 — N0, BEAS RISk S S pythonflil 4 Hf

name (1).rjust(5,

with ¢ . (name), ) as fr:

flag+=fr.readline()
print(flag)
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) ) as fr:
fr.seek(0x16043)
s=fr.read()

for i in (s)):

try:
if s[i:i+4]
time.append( .from_bytes(s[i+4:i+6], byteorder , signed=False))
name (time[-1]).rjust(5, )

with ( . (name), ) as fr:
flag+=fr.readline()
except:

break
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(=) BlueTeaming

L H #iid: Powershell scripts were executed by malicious programs. What is the registry key that contained the power shellscript
content?

CEBREFHAT T —/ Powershell 7. & power shellf{iZ A & KEM R4 )

R—IBNAIUES, ESARZpowershellfiAiz1T, ImikpowershellH & (windowsH Hpowershell H & 44—k
N WindowsPowerShell.evtx ) , filescan®#iih— F & BFEE

.dmp --profile=Win7SP1x64 filescan fi

.dmp --profile=Win7SP1x64 dumpfiles -Q ©x000000013d9a7

JE8 AT evix JEEWindows B4 EF 8 B, B L — A 4Fet % 7T LAE Bl#E powershellh 04T [ 67 & K F powershell -
noprofile , /& IHI R/ RLIZEE 2 &R A



B S4/Et - =4 403, PowerShell (PowerShell)
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HostVersion=5.1.14409.1005
Hostld=34¢23137-ce70-41da-b0b4-20c45baBb4e1

HostApplication3powershell -noprofile *l ( $SveRBOsepReFErEncE.tOstrINg()[1,3]+'x'-JOin")( nEW-
ObjEcT sySTEm.iO.sTreaMReAdER( ( nEW-ObjEcT SystEm.iO.CompreSsiOn.DEfLATEstREam
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AEJYQvflsgmAjw/mJXTPLssxsg3US9VTvyrT7JjvDS8bwNBNvbPYt81amMeltpi1 TI3omaErK0fOSbNr7LQVKWjYkal
Ztk VIRUK8xxAQxxqylGVwM3dFX6jtwb TgbnrPRCMFIM75i3xAPhg2aqUnNKFyWqhNiuObC4wVek XHDshbyFSk8Xg %
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213 4 4~ ‘powershell -noprofile’.

5C7650ACh powershell -noprofile
5C765177h powershell -noprofile
powershell -noprofile

powershell -no ile

dows\Commu

(=) EzTime

B H#&: Forensic.Find a file that a time attribute has been modified by a program.
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BB #iid: The attacker malicously accessed the user’'s PC and encrypted specific volumes. How to decrypto the volume? (Bi&E &=
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volatility -f memory --profile=Win7SP1x86_23418 filescan

K IBitLockerk & %4H

B 11 DilsBHES=0
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ystem32\catroot\ {F750E6C3-38EE-11D1-85E5—00C04FC295EE}
dows 32\msacm32. d11

lindowe\Svatem22\midiman dl11

ckAndRo11\Desktop\BitLocker (/% F1291-82C1-4BF2

dump ik CREniE AMEwindows FvolatilityfR 4, mi#flinux T )

vol.py -f memory --profile=Win7SP1x86_23418 dumpfiles -Q ©x000000007e02af80 --dump-dir=./
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Wow, you have a great ability. How did you solve this? Are you a hacker? Please give me a lesson later.
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from PIL import Image

image=Image.new(mode ,Size=(580,435))

with ( ) as f:
f.read()
index=0
for i in (434,-1,-1):
for j in (0,580):
s=[]
for t in (0,4):
s.append( [index])
index+=1
image.putpixel((j,i),(s[2],s[1],s[@],s[3]))
image.show()
image.save(
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REEANLRBME—R/RAR, BRRGIEEERRAKFS =ZARRARE-RXE
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import numpy as np
from PIL import Image

from hilbertcurve.hilbertcurve import HilbertCurve

with Image. ( ) as img:
arr np.asarray(img)
arr np.vectorize(lambda x: x&1)(arr[:,:,2])

for x1 in (np.size(arr,0)):
if (arr[x1])>0:
break
X2 in ( (np.size(arr,0))):
if (arr[x2])>0:
break
yl in (np.size(arr,1)):
if (arr[:,yl])>0:
break
y2 in ( (np.size(arr,1))):
if (arr[:,y2])>0:
break

arr[x1:x2+1, yl:y2+1]

HilbertCurve(7, 2)

(np.size(arr)):
hilbert_curve.point_from_distance(i)
(arr[127-y][x])

5 ) as f:

f.write( (s,2).to_bytes(2048,

B RS B —ANCIRSAF, MBS — T iEEIRSE (mallocHT T Bn(char *))


https://new.qq.com/omn/20210420/20210420A0C3GH00.html

char* a(char* s);
char t[65536];
void b()

{
printf(

int main()

{
strcpy(t,

b();

return 0;

}

char* a(char* s)

{
int 1l=strlen(s);

char* n=(char *)malloc(l*2+1);
char* p=n;
for(int i=0; i<1; i++)
switch(s[i])
; break;
; break;
; break;
; break;
default
p s[i]; break;

p=0;

return n;




[aw) [ES YRt [N} [ MK == =92 I Jx e ()| ' >
11 t}\n\t\t*p=0;\n\n\treturn n;\n}\n", t, a(t))|;

13
14
15
16 '; rpr+='t'; break; \\n\\t\\t\\tcase "NV AR EANNENNENN E*p++=" AN *p++=" NN T - break; \Min\ e\ e\ tcase "N s\ D\

tabXtRi1, ZEHENT R0

(0,1en(c),8):
(m[i:i+8],2))

5 Zlflag
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