51h2:-Hot Patch(#h T I FF 5 R

dalerkd F 2018-01-04 15:08:47 K A7 15683 W 9

FRTE: BEZIR FlR-1 5 Weg-R o — W

FRALE B ASCRE ERAQICE, #IE.CC 4.0 BY-SA WRAIMY, 85 _EJFE T s M A=,
ACEERE: https://blog.csdn.net/dalerkd/article/details/78971171

FERAL

| a
1 ’
e e I N 5 y
VIR vt 2 =

i

103 F3CE 0 5y
W £

I!!!ﬁﬂﬂﬁ%

54 JE3CE 0 T
TR EE

-~

L TR - RS — [N
2 RWE 0T
BT



https://blog.csdn.net/dalerkd
https://blog.csdn.net/dalerkd/category_2645369.html
https://blog.csdn.net/dalerkd/category_2837977.html
https://blog.csdn.net/dalerkd/category_7381260.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/dalerkd/article/details/78971171
https://blog.csdn.net/dalerkd/category_2645369.html
https://blog.csdn.net/dalerkd/category_2837977.html
https://blog.csdn.net/dalerkd/category_7381260.html

Z Ehot patch#4h T, BRIREZRMAR? B2 Ruriiidt,

TR S, LI ERIENLAHEOAT ST, EOR AL

IERNAEREIT AT .
REXHE:
- IBFREE sz $(OutDir)$(TargetName) $(TargetExt)
i BEEE BTHE HRigE
sl [z
i ERESEE £ (/INCREMENTAL)
VC++ B bt G = 1 Y £ (/NOLOGO)
» CfC++ AREENE =
« SRS =
= EEREES =
A mmEER
;iﬂt SRR =
g"% (R ERTE =
ot SEEIAS
- BBk DIl 4852
Windows JTEﬁ'}E ﬁ%@%ﬁ%“%ﬂﬁ%&
= BT
TR CRETTRSHNRE [~]
P EETEE E/ER (/FUNCTIONPADMIN)
EmTa 1% X86 BR{E (/FUNCTIONPADMIN:S)
. XML SrRSERESE X X64 BE (/FUNCTIONPADMIN:G)
o (o 1! {¥ Ttanium BR{E (/FUNCTIONPADMIN:16)
. EERRERIE
. BN AR E
, BT
BEEATAEMIS
SRS TSN,
BABH SR K IR ARAE R
At T Hook £ 2872 T InlineHook fift g 75 13:-30 2246 35 1 i
BRI HEE
J& 3
R Iy

T & R HATAN T IER S A SIS, BTP8R B L8 5] inline hookif) 1 -
B H R B T+ A

o BB mov edi,edi NJEHFLIEIL.
o MRIGIEHMAR T push ebp mov ebp,esp Bl BEEE T 2 HIEB MK EE
o FEMIBHF RPN EI AN: E9 + XX/IBhEE K —# 4










“Hth T ”Hook, % ZEF& T InlineHookfi# tt J5 ¥ -3C =4 3 1 vk :

https://www.cnblogs.com/Toring/p/6664481 .html
Tt +E A

% [X 38, N CreateProcessWHI K #ihik

THEE1038
THEE1039
THEE103A
THEE1038
THEE103C
THEE103D
THEE105F
TH2G1040
ThEG1042
Th2G1044
THEG1047
THEG104A
TH26104D
THEE1060
THEE1053
THEE106E6
THEE1069
THEE106C

a0
a0
a0
a0
90
gB
55
gB
BA
FF
FF
FF
FF
FF
FF
FF
FF
FF

JFTIET

EC
oo
75
75
75
75
75
75
75
75
75

2C
28
24
20
1C
18
14
10
oc

nop
nop
nop
nop
nop
mov
push
mov
push
push
push
push
push
push
push
push
push
push

edi, edl

ehp

ehp, esp

0

dword
dword
dword
dword
dword
dword
dword
dword
dword

ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr
ptr

[ebp+2Ch]
[ebp+28h]
[ebp+24h]
[ebp+20h]
[ebp+1Ch]
[ebp+18h]
[ebpt+14h]
[ebp+10h]
[ebp+0Ch]


https://www.cnblogs.com/Toring/p/6664481.html

Sefn BT sh 2 H b i Bk 7E BB B2 X 35:0x75861038
E9 XX XX XX XX Br#tJF 3R NoP NOP NOP NOP NOP

-*'“'5175861038 F9 53 01 79 8B Jmp NewCreateProcessW (OFF1190R)
FESBIOBD 2B FF mov edi, edi
THEE105F &5 push ebp
TREE1040 8B EC mov ebp, esp
ThE61042 6A 00 push ]
Theel0dd4 FF 75 2C push dword ptr [ebp+2Ch]
TREE1047 FF 75 28 push dword ptr [ebp+2sh]
Theel04dA FF 75 24 push dword ptr [ebp+Z24h]
TREe104D FF 75 20 push dword ptr [ebp+20h]
THE61050 FF 75 1C push dword ptr [ebp+1Ch]
ThE861053 FF 75 18 push dword ptr [ebp+18h]
TREE1056 FF 75 14 push dword ptr [ebp+ldh]
ThE61059 FF 75 10 push dword ptr [ebp+10h]
Theel05C FF Fh aC push dword ptr [ebptiOCh]
Theel05F FF Th 08 push dword ptr [ebptg]
ThEGl062 6A 0O push o
ThgE1064 EE 52 2B 01 00 call TH273BEE
Theeloes 5D pop ebp
THEG106A C2 28 00 ret 28h
THEG106D0 20 nop
TRERTORR 4N non

BN mov edi,edi 8% EB Fo, HI—ANIEIEER.

patchjg :
t?hf5861038 E9 53 01 79 2B jmp NewCreateProcessW (OFF1190h)
(:p7586103D ER Fa Jjmp Theel0ss
THE6103F G5 push ehp
THEE1040 8B EC mov ebp, esp
THEE1042 BA 0O push 0
THE61044 FF 75 20 push dword ptr [ebpt2Ch]
THEE104T7 FF 75 28 push dword ptr [ebpt28h]
THEEE1044 FF 75 24 push dword ptr [ebpt24h]
THEE104D FF 75 20 push dword ptr [ebpt20h]
THE61050 FF 75 1C push dword ptr [ebpt1Ch]
The61053 FF 7H 12 push dword ptr [ebpt18h]
THEEE1066 FF 75 14 push dword ptr [ebpt14h]
ThE61059 FF 75 10 push dword ptr [ebpt10h]
TH86105C FF 7H 0OC push dword ptr [ebpt0Ch]
THE6105F FF Th 02 push dword ptr [ebptg]
THe61062 6A 00 push 0
THEE1064 EE 52 2B 01 00 call The73BER
ThHE61069 5D pop ehp
ThaclieA C2 238 00 ret 28h
TH26106D 90 nop
THE6106E 90 nop
THE6106F Q0 nop
THE61070 90 nop

RE SR hREI AT, X ANCPUR PIAE B 24 7] LURAE .
BT R
JRX:



“BANT” Chot patch) R HR H B —Fh & AsHook KL, AN T 7 EIT K E M FELEAPIR AT T8 T . XMTEART
i@ Inline hook B XU E MK AT, MREREHKENF. AtAREANFTR? TURINRKIH—TFEAHFEE.

BAITAT LAFE B CreateProcessWER I B ¥ 8 mov edi,edi (88 FF) , XA 4= Bt 2 Kredi BB Nedi, S2hr_bIFE
Bt BATEEREXNMAPLEAE RBEILTHAMEN . XHE T HRAI—FF K Hook Bk, ENERTBANF WSOV E BT 4
(EBE9) , MHBARH LUHAFHL, RAEEEXENFHEAKBERES (E9xo000000 o X, BIfEHookKM, WA
5T R B0 4k SR AT .

B T oRBATA ARG R LPIX — T BE:










FEIRMRMERAX - EHEREEH %4 (NOP*5E4+MOV ESIESD , HAMRE—EERICHE — T BIrRBREWH L
FAFo

PR 23 BT

PR s RERREIXEIH N, #EET RN TFHRIERKEZEN.
W77 REH T PRZERIE, TR —MTREMEH T —KiZRE,
REHERE MR, HW.



	必知必会-Hot Patch(热补丁)的两种方案
	我想出来的办法+代码是：
	“热补丁”Hook，多线程下InlineHook解决方法-文章作者的做法:
	我的分析+截图
	原文：

	优缺点分析


