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Not long ago, | started a youtube channel,
AAHT, BIFHR T —4YouTubediiiE

So after a month of making videos on basics of web security attacks, | started another series on the channel
namely, the bug bounty series. Here, | am going to talk about the 7 stages of bug bounty and how to go
about it. Since, | had started making videos on bug bounty so | thought to brush up my bug bounty skills and
automation tools.

Rk, #EHE T — 1 XKWebz £ X dr B HTRI A G » BRAEZHIE LIFET A— 1 R51, BRERER
5 . EXE, BETRFRAEEK7IEERURmA#ER. WBLLE, BITEHIER RRFEESOAS, FHik
RAER BB E S IGMEML TR,
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https://blog.csdn.net/weixin_26722031
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
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https://www.youtube.com/channel/UCARsgS1stRbRgh99E63Q3ng
https://www.youtube.com/channel/UCARsgS1stRbRgh99E63Q3ng

The last time | had browsed through hackerone to do some bug bounty was some time back in Jan 2019. But
in the past one month | had been reading a lot of reports, and these reports kindled my interest again. | started
looking at the hackerone program directory and my private invites too for a program that satisfied all the
conditions | mentioned in my last video : “Scope Review and Bug Hunting Using Github Dorks -Bug Bounty -Ep
-02” which are :

& b vk % hackeronei# 47 IR TH B & I E) R AE20194E1 H . HEESEN—MAd, R—EEMRBLZRE,
XER A FREOR T RN, BRITtAEFhackeronef2F B, FHRUATEEFE -MER, ZEFHER
7 E— MR B BT &4 “ 18 F Github Dorks -Bug Bounty -Ep -023#47 16 Bl i & Fl45 R A3k 7, Bl

2

1. No. of reports resolved

EL R TR R R 5 B
2. Assets

¥
3. Payout

375

4. Response efficiency

I R

5. Time to triage and Time to bounty ( personal choice )

G2 IR A0 B e 1 (S N $E)

This program happened to have all the stars aligned :)

RAEFPRE TS BT B B X 55)

1. No. of reports resolved — Above 550
S TR AR 5 B8 -550LL b

2. Assets — All subdomains

BB Tk

3. Payout — Crtical was $1000-$4000 and lowest was from $50-$200


https://youtu.be/2cTG3vzP50M
https://youtu.be/2cTG3vzP50M

X H-CrticalZ$ 1000- $ 4000, Hf&~=2$ 50- $ 200

4. Response Efficiency — 90%
M 2 2 — 90 %

5. Time to triage — 2days and Time to bounty — 10days
IR E-2R, Bt E-10R

Since recently | had made a video on template injection so that was my main area of focus. | entered
{ {7*7} yand other payload, which was relevant to the templating engine being used on almost every input
field. This didn’t work though.

MEETF46E, BHIE THREBRIEARS , FHIXRBREFEERFTE. REAT ({7+7) ) MEARH 5
B, REARSPFESMIATR EERRERSIEEX. AEREEH.

Then | tried looking for IDORs and improper access control check using autorize, didn’t have much luck there
either.

WG, REREHautorize FRIDORMA L5 HEHIME, HEAEKRLHEZES.

| started looking at JS files for other endpoints and some secrets getting leaked. Downloaded all the JS files
first and then started grepping into it for secrets and url endpoints.

BRIFHER H b M IS K — B E R . BHATERIBEISKH, G FFaax Hk 17 n % DUIREUH % F1
url¥mg 4 o

To download all JS files :

BRI IS

1. Ifyou've BURP Suite pro you could straightaway extract all scripts to one file : But this extracts all file into one file with the js
url in it, which might be good in most use cases but | also wanted them in their individual files.

ARG RABURP Suite %Mk, AT B EEHK BT A SRR — A3 (BIX 2K Bra SCHF RG] — 4
BEjs uliIXXfF A, XAERZHEL TR HERILERE, ERMA BN RIS

2. So, Ifirst extracted all JS urls and then wrote a small bash script to get all those files with their respective names :

Bk, WELRRTAEIS URL, REHT T —A/HbashARIREUTH BA & B L4 RIS

cat urls.txt | xargs -I{} wget "{}"# Assuming urls are clean i.e. they don't have any extra parameters in t
# if the url is like this : https://storage.googleapis.com/workbox-cdn/releases/5.1.2/workbox-cacheable-res
# Then you need to cut the part after '?' like the followingcat urls.txt | cut -d"?" -f1 | xargs -I{} wget

Tomnomnom's g f tool came handy here.Using gf urls to get url endpoints, | found private IP getting leaked
“http://172.x.x.x . |tried looking near the place this was getting leaked and found there a NPM_TOKEN
value. Immediately started looking for ways to use that. | hadn’t used npm much, only knew that it was node
package manager . Had used it once, earlier while developing a vueJs application.

Tomnomnomitigf TEEXBRGME, FHgr urlsIKEBURLS H, BREANAEIPHIIET -
http://172.xxx 1 http://172.xxx o RIAERELXOMIEIIHLTT, KIIEE —INPM TOKENH. L
B SRERER FE. BREHAEnpn, RHMEERnode package manager . fEHF KvVuedSMNARRF
B 2 — K.

After researching for sometime | learnt the following :1. Cl i.e. Continuous Integration systems such as Jenkins
pipelines or Travis Cl etc use these tokens to build and deploy a webapp in an automated fashion. This token
helps them to get access to npm private repository.


https://youtu.be/6cn58pb4vlY
https://youtu.be/6cn58pb4vlY
https://storage.googleapis.com/workbox-cdn/releases/5.1.2/workbox-cacheable-response.prod.js?v=123122
https://docs.npmjs.com/about-authentication-tokens

Zot — B AR, REITLULTHESE: 1. Cl, BlJenkins® & Travis CIES BN A%, [ fix i 4 i
PLEF T R EBEWebN FHEF . %2 AT 3 B A15 | npmFh B TR0 FE .

2. Different types of tokens such as —Read and publish only, Readonly, CIDR whitelisted i.e. tokens which
can be used from a specified IP address range only

2. NAIRBIM LR, fltn-RiEfgs, Rk, CIDRIIANEAE, BIRAE7ETE € i IPHbhk v B Py 4 iR 4
3. How to use npm tokens : So your npm tokens should be in the following format in . npmrc file —

3. A fE FHnpm& kL« npmrc3CHEH FInpmA kg R SR A P % aR-

registry=https://registry_link_here
//registry_link_here/:_authToken=auth_token_here

And a few more...
EH—%. .
| tried accessing the npm registry using this token in my . npmrc file like this :

HIABERK . npmr c 3O A B RV FInpmiE MR, T Bros:

registry=https://registry.npmjs.org
//registry.npmjs.org/:_authToken=auth_token_here

But in vain. | couldn’t get reply of npm whoami, which | should’ve if the token was valid. Some articles also
suggested that you could also keep the NPM TOKEN value in encrypted formin . npmrc . So, | concluded that
this must be an encrypted token. This was Wednesday — Day 1 of hacking on this target.

EHRMEY . REEWEInpn whoamiBIE, WIRLSHAR, WMZELE. HEXEERZY, REATUER
FfnpM TOKENEPAMNZE MERTE . npmre « FEL, WEULER, XLARMELM. XREH=-WHZBR
HIZE— R

On the next day after office work, in the evening around 8pm | started looking into the program again. Earlier in
January this year | was reading about CSWH i.e. Cross Site Websocket Hijacking ( however this might be
unexploitable in sometime now, see this ) and this program was using websockets. So, | started looking into it.

EHPAETHENE-R, B E8EESR, REKRFEMAZET. SFE AW, RiLd 7HXCSWHE L E, A
5 uh fi\Websocket# 77 (H2IIET BELEFIAH, BSRILGEE ), B ZERF IEEFEHwebsockets. FH ik, &
T AT .

Conditions for CSWH is that the websockets should be only communicating using cookies, like any other
CSREF attack.

CSWHHIj AR, MEEET R B HhCSRFHE —# 8 A cookie#tAT 1@ 1F -

| practiced onto BURP suite labs to refresh what | had learnt 6 months back. This website also had similar
conditions and only cookie was required to get the websocket communication up and running.

F4 TBURPEMLE =, PARIF6NA I3 AR. XM WE R %&E, RFZEcookiemt®] LA E3h
Fiz 7websocketi@ [ .


https://docs.npmjs.com/about-authentication-tokens
https://docs.npmjs.com/about-authentication-tokens
https://docs.npmjs.com/creating-and-viewing-authentication-tokens
https://docs.npmjs.com/creating-and-viewing-authentication-tokens
http://blog.shippable.com/using-npm-private-modules-in-your-ci-workflow
http://blog.shippable.com/using-npm-private-modules-in-your-ci-workflow
http://registry.npmjs.org/
http://registry.npmjs.org/
https://www.christian-schneider.net/CrossSiteWebSocketHijacking.html
https://blog.reconless.com/samesite-by-default/
https://www.christian-schneider.net/CrossSiteWebSocketHijacking.html
https://blog.reconless.com/samesite-by-default/
https://portswigger.net/web-security/websockets/cross-site-websocket-hijacking/lab
https://portswigger.net/web-security/websockets/cross-site-websocket-hijacking/lab
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Cross-site WebSocket hijacking
YOERsM

In this section, we'll explain cross-site WebSocket hijacking (CSWSH), describe the impact of a compromise, and spell
out how to perform a cross-site WebSocket hijacking attack.

What is cross-site WebSocket hijacking?

Cross-site WebSocket hijacking (also known as cross-origin WebSocket hijacking) involves a cross-site request
forgery (CSRF) vulnerability on a WebSocket handshake. It arises when the WebSocket handshake request relies
solely on HTTP cookies for session handling and does not contain any CSRF tokens or other unpredictable values.

An attacker can create a malicious web page on their own domain which establishes a cross-site WebSocket
connection to the vulnerable application. The application will handle the connection in the context of the victim user's
session with the application.

The attacker's page can then send arbitrary messages to the server via the connection and read the contents of
messages that are received back from the server. This means that, unlike regular CSRF, the attacker gains two-way
interaction with the compromised application.

CSRF but on weboscket requests
CSRF, {HiR#Eweboscketid sk
So | tried leaking the websocket messages but couldn’t get that. On closer inspection | found that it was also
using a nonce and that nonce was given by the server to the client in a different request. So basically that
acted as a CSRF token, which is usually used to thwart CSRF attacks. However | found some other bugs in
their CSRF usage while looking for CSWH. Reported these on the same day. More on that in another post.

Bk, EEittRwebsocketi B, ELEIRR . HEFHAKRER, REAIMEMEME Anoncef HixBEHIER K
FHREF—MERPEE P mRMER. Bk, EALE, ERHCSRFSM, @A THIECSRFL®. HE,
WAL FHRCSWHIS KB T CSRFEA I H AR, R —RKETXE., AREZHNE, BSAA—RX

=z
=,

Friday — Day 3 — After spending around two hours and not finding anything | thought of looking back at the
NPM TOKEN again. | found the JS file and un-uglified it in the browser in the :

B R-HEIR-EHR T RAWANIS 2 )G, BAERBMEMARE, WAED) T HKEBNPM TOKEN » KBTS
SO, FRED SR H AT AL E B T A



Style sheet could not be loaded.

W 13 Inspector [ Console [© Debugger

Sources Outline

+ 3 Main Thread
v @& www.google.com
O (index)
v £ xjs/_fis/k=xjs.s.en_GB.u5LkmSw_VW4.0/ck=
[ am=AkAAAADAEoBZNwCA_yAAgAtKHAA
» £ m=Fkg7bdfHcFEGb,IviUe,MC8mtf,0F 7gz
» @ apis.google.co
» @ ogs.google.co
» & resource://gr

» & www.gstatic.fom

Step - 2

+ Breakpoints

M Network {} Style Editor >» D 0 - X

[

m=RgxLvf,aa,a..., xz7cCd?xjs=s1 X

try{
s_N("rHjpxd");
s_Ib(s_Hj);

5 s\f().ka();
ep - 1
7 }catch(e){_DumpException(e)}
try{
9 var s_Onb=function(a){var b=s_va();if (b&&b.metadata){var c=b.
10 s_ra(a.wud)?a.wud:void @},s_Rnb=function(a){var b=s_va().stat
11 var s_Tnb=function(a){s_P.call(this,a.Ka);this.ka=new Map};s_
12 s_.WV=function(a,b,c){a=void @===a?s_va().url:a;b=void 0===b?
13 s_.addListener=function(a){var b=this;if(!this.ka.has(a)){var
14 N1:1>k+1})}f.ZG=g}a(s_vt(d),s_vt{e),f)}};this.ka.set(a,c);s_i
16 s_f().ka();
18 }catch(e){_DumpException(e)}
try{
20 s_N("RgxLvf");
22 s_f().ka();
24 }catch(e){_DumpException(e)}
try{
26 s_N("aa");
28 s_f().ka(); Step - 3
30 }catch(e){_Dum
try{
32 var s =function(al{for(var b="".c=21.d=0:d<a.lenath:d++)3!=
® {} an =
Pretty print source [Z> .n-
» Watch expressions +

Firefox pretty print
FirefoxiZ %I4T EP



[x ﬂ Elements Console Sources etwork Performance Memory Application Security
Page Filesystem » :  [[{] m=NpD4ec,wkrYee?xjs=s P

vOtop © Pretty-print this minified file? Step -1
v www.google.com Learn more X
. M CavEJihid | Don't show again
> images
v [0 xjs/_/js/k=xjs.s.en_GB.u5L} tr%-(["
s_|

v am=AkAAAADAEoBdd4(
v exm=Fkg7bd,HcFEGDb,
> exm=Fkg7bd,HcFEGDb,

> m=FKg7bd,HcFEGD,IvIU¢

}catch(e){_
try{

s N("wkrYee");
var s_hr=functi
10 this.wa)};s_k(s_|

mpException(e)}

WoOoNNOU L WN =

(a){s_P.call(this,a.Ka);var b=this;this.ka=a.
,5_P);s_hr.Ga=function(){return{service:{win

. (index) 11 s_hr.prototype.desYroy=function(){this.ka.removeEventListener(
> is. le. 12
& apis.google.com 13| s jeb=to;
r Ih3.googleusercontent.com 14
» O www.gstgitic.com ig s_f0.ka();
» [ app 17 }catch(e){_DumpException(e
18| // Google Inc.
19
: Step -2
Step -3
Press either of the
' ‘
place to 'pretty pr
{} Line1, Column 1 Coverage: n/a

Chromium based browsers Pretty Print
# T Chromiumiy ¥ % #5 Pretty Print

You could do it online as well : https://unminify.com/
B AELRBEIT: https :  //unminify.com/

There were around 17k lines but since | had some experience looking at these so | knew most of these were
webpack generated code. So | skimmed through the code to find something interesting, mostly near where |
found the NPM TOKEN value.

RHF17,0001T, EHEBHTHRAE —LER, FRMEH PR HEHRwebpackE BRI, FHik, HMET
—TREBUER-LEFBORE, FERERIINPM TOKENE KA E i,

NPM TOKEN:

Hpi pdUnRdt

npm package

NPM_TOKEN
NPM_TOKEN

There | found a private registry link, then | realized, why didn’t | think of this (.


https://unminify.com/
https://unminify.com/
https://unminify.com/
https://webpack.js.org/
https://webpack.js.org/

FEMRE, WK T —MRNEMRERE, RERERI], At AREAEBREZA .

auel v} 1 uyLin prup

Private Repo Link
AN [ 4

O ¥ N @D e =i

- npm set registry https://npm-regis
V Verdaccio npm adduser --registry https:/npr:

--registry https:

Private Registry’s Frontpage
ANEMRRE R

I quickly replace the value of registry in the . npmrc file to this :

BT Swifths . npmrc XA EMRIEESHRA:

registry=https://private_registry link_here
//private_registry_link_here/: authToken=auth_token_here

And now to my command of npm whoami lgotareply : srv-npm-registry-ci
ARSI npm whoamifi@B2| TEIE: srv-npm-registry-ci

Then | tried fetching a list of all the packages in the private npm registry but that’s not possible i.e. you can’t
just list all the packages on the private registy. Atleast | couldn’t find a way, let me know if it's possible. So, |
tried retrieving the private code of the company using the following command :

WG, REVRBAEnpmiE MR F A REEKFIE, HXRATRER, BEARER 5] A B8 E S
. ELBWARINEG, BEERBRERBETRE. FH, REEXMEH TSR A7 KA ANRE:

npm view private_repo
npm get private_repo



Output of npm view command

npm viewsr 4% H
Now, you might ask as to how | got to know the names of private repos. Well the repos were compiled into one
js file which if the source map is available then any browser can easily decouple them in the sources tab in
inspect element like this :

BE, EBATRES MBI AERAE FEERN IR R, BEIGPUHRIER—AN s d, R IEBE AT A,
IR 2ATART 30 YE A% R v] LR AA i ZEinspect T & B sourcetn B K B A, W TR

[(x ﬂ Elements Console Sources Network Performance Memory Application Security
Page Filesystem » ¢ [[4] tdv2-wafer-head...op.025¢c7¢c35.js desktop_1.2.234.js X > O
v O top o Source Map detected. Don't show again Learn more X
v in.yahoo.com
B 20-us © Pretty-print this minified file?

Learn more X
‘ I px.gif?ch=1&rn=7.3305214¢ Don't show again

>
Qgeo.yahoo.com 1| Ifunction(){"use strict";var e="undefined"!=typeof globalThis

vO s.yimg.com 2 //# sourceMappingURL=desktop_1.2.234.js.map
| v aaq 3

> ©
| > cmp/version/3.0.3
i > M p
I v hp-viewer
‘
notifications/js
i scp/css
| vzm
‘ wf
yc/js
| > bt/api/res/1.2/9.5Xeph8IKn4

> ~r

vy v v v Vv

If source map available — Then breakdown into separate components is possible
W ERA VR T, AT B A D B 2R
So from there | got some unminified source code of the private js files and in those were some other included
which got me access to those and so on, | could’ve downloaded almost all of their source code.

Bk, AHRBEEIRE T RNjsXA 8 — LR B RIEANE, JFEEPaFE SIS, XA BR AT LT
RSO, RIEIEHE, BILFAT PR RE T AR

I didn’t check whether the key had publish access or not as it would require me to publish a package on their
private registry, which | thought wouldn’t be wise. Moreover it shouldn’t have publish rights as it was a Cl key
but you never know, people don’t generally follow the practice of least privilege.

REAMEFEARTREARMUANR, AR ERRERXDTEMRTRAEFE, BIANZHEGAH
. WH, EAMZAEERGNR, FEANERCHEN, HEKZARIE, AIEEADLENER/NFIME.



The report was triaged in 17 hours and rewarded in another 7 days. The company handled it very
professionally. 've asked them as to how these got leaked in the js file, still waiting on their reply.

ZIREENTIT AT T 3K, FEASINTRABE T ER. ZAFREEEWMAEE., A bIIRT e
P e kR 2 js ST R R, A FESERHARATIE R .

liackerone

~ewarded you with a bounty of
$8,000 for Hard coded NPM token in app.js
leads to access private npm registry. If you're
as excited as we are, go ahead and tweet
about it!

Highest bounty was $4000 but they awarded a bonus for this
R E X e H4000E 5T, EAAIAIERE) T %4

HEES: (Key Takeaways :)

1. Look for secrets in JS files — Try building automation around it

FEISI M F A F-Z X E S E W E B 3

2. Learn using your browser’s dev tools : They alone will help in a lot of ways

S ERNEARHTT R TR EATA SRR 2 07 iR 4L B

3. Stay updated with the tools — Even if you aren’t doing bug bounties, might help in some of your other work.

BERY T fRiX e T H-AMEREAREH e, MR EREb TSR,
4. Persistence is the key :)

D50 PS5 )
P.S.
R IF

There’s a video writeup which talks about this writeup alongwith some BURP automation to find these secret
tokens too here : https://youtu.be/SLBI-uFiYUE

A—MCE, Wi XEUE—SBURPEZN, WA IR BRBIX L% S hitps
/lyoutu.be/9LBI-uFiYUE

| started to find something else, template injection, and ended up finding 6 other bugs out of which 3 have been
duplicate. All in all it had been a wonderful learning experience regarding websockets, will soon post a writeup
of that too.

BITRFRIMART, BWHREAN, BERKITONHMhEEIR, HP3NMBLER. BMEZ, X4 TFwebsockets
KR —IRREREIZT, RRBESRAERENLE.,


https://youtu.be/9LBl-uFiYUE
https://youtu.be/9LBl-uFiYUE
https://youtu.be/9LBl-uFiYUE

Hope this was worth your time, do checkout my youtube channel : HackingSimplified , | post videos every
weekend.

FEXEEEIER ], FEFEREAYouTubesiiE: HackingSimplified, # FANEARE K47 WM .
YouTube channel : HackingSimplified
YouTube#fii&: HackingSimplified

Join the community, share, discuss, learn and grow. | post 3—4 article related to bug bounty and general
cybersecurity daily here.

MAMK, 2%, Wik, ZIMEK. RERERXBRAMA3-4%H KR E SN —RNERZERLE.
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HackingSimplified Subreddit
HackingSimplified Subreddit

Join the subreddit here : HackingSimplified
7E AL I A subreddit: - HackingSimplified
Telegram here : HackingSimplified
XER#EHR: HackingSimplified

Twitter : @AseemShrey

4  @AseemShrey

Thanks for reading :)

WA - )
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HH: (Update :)

| got a nice suggestion from @darthvader_htb about downloading js files.You could use another of
tomnomnom'’s tool to do this: https://github.com/tomnomnornvfff

BN @darthvader_htbB 2] T —ANRTF T EjsSHMREFRIE N &7 LA#E FHtomnomnomif 573 — A~ T B kAT
W#{E:  htips : //github.com/tomnomnonvfff

cat urls.txt | fff

| don’t suggest installing a plethora of tools and not using the built in tools. However, usage may vary.

REWEAEZELSZH TR, UARMHANETR, HE, HETRSAFTAR.

1% 8 https:/medium.com/bugbountywriteup/one-token-to-leak-them-all-the-story-of-a-8000-npm-token-79b13af182a3
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https://twitter.com/darthvader_htb
https://github.com/tomnomnom/fff
https://twitter.com/darthvader_htb
https://twitter.com/darthvader_htb
https://github.com/tomnomnom/fff
https://github.com/tomnomnom/fff
https://medium.com/bugbountywriteup/one-token-to-leak-them-all-the-story-of-a-8000-npm-token-79b13af182a3

	所代币代币_一个代币将其全部泄露：$ 8000 NPM_TOKEN的故事
	重要要点： (Key Takeaways :)
	更新： (Update :)

