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MessageDigest md=MessageDigest.getinstance("MD5");
2) T+ Emd5E

md.update(byte str);Eimd.update(byte[] str);

3) KUK B ELER

md.digest()

R T -

String pwd="AjiaoNivl3";

MessageDigest md5=MessageDigest.getInstance("MD5");

try {
mdS.update(pwd.getBytes( charsetName: "utf-8"));
byte[] bytes=mdS.digest();
BASE64Encoder baseé4en = new BASEé4Encoder();
String newPwd=baseé4en.encode(bytes);
System.ouvt.println(newPwd);

} catch (UnsupportedEncodingException e) {
e.printStackTrace();

2. javaH W HIMacEEINE, SLIPERWMTF:
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algorithm& s, Ebin: HmacMD5. HmacSHA1

SecretKey secretKey =KeyGenerator.getinstance(algorithm).generateKey();
2) 25IMAC

Mac mac = Mac.getlnstance(secretKey.getAlgorithm());

3) AT E

mac.doFinal(pwd.getBytes());
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private static String encryptHMAC(String pwd) throws Exception {

/

SecretKey secretKey = KeyGenerator.getInstance("HmacMD5") .generateKey();

byte[] key = secretKey.getEncoded();
F&: key SecretKey secretKeyl=new SecretKeySpec(key,algorithm);
r/ i FiMac

Mac mac = Mac.getInstance(secretKey.getAlgorithm());
/S s fEMAC

mac.init(secretKey);
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byte[] bytes=mac.doFinal(pwd.getBytes());
BASE&4Encoder baseé4den = new BASEé&4Encoder();

return baseé4den.encode(bytes);
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S A S DES

public static final String KEY_ALGORITHM = "DES"™;
V. =3
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*/
public static final String CIPHER_ALGORITHM ="DES/ECB/PHKCSSPadding";

private static bytel] initKevy() throws NoSuchAlgorithmException {
KeyGenerator keyGenerator=KevyvGenerator.getInstance(KEY_ALGORITHM) ;
kKeyGenerator.init( i 56);
SecretKey secretKey=keyGenerator.generateKey();
return secretHey .getEncoded() ;
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+ @param Key

* @return

# @throws InvalidKeyException

# @throws NoSuchAlgorithmException

* @throws InvalidKeySpecException

&/
private static Key tokey(bytel[] key) throws InvalidKeyException, NoSuchAlgorithmException,
Ff SEA{EDES #F 81# #
DESKeySpec desKeySpec= new DESKeySpec(key):
S A
SecretKeyFactory keyFactory= SecretKeyFactory.getInstance(KEY_ALGORITHM);
7/ R i )

return keyFactory.generateSecret(desKeySpec);
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private static bytel[] encrypt(bytel[] data,bytel] key) throws

/ /T liKey
Key k= DESCoder.tokey(key);
I/ SEit
Cipher cipher =Cipher.getInstance(CIPHER_ALGORITHM);

@ [/ It AR
cipher.init(Cipher.ENCRYPT_MODE,Kk);
return cipher.doFinal(data);
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public static bytel] decrypt(bytel] data,bytel] key) tr
'y key
Key k= DESCoder.tokey(key);
Cipher cipher =Cipher.getInstance(CIPHER_ALGORITHM);
cipher.init(Cipher.DECRYPT_MODE,K);
return cipher.doFinal(data);
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[/ W2 DES

public static fimal String ALGORITHM = "RSA";

public static final String PUBLIC_KEY = "PUSHIAI";
public static final String PRIVATEC_KEY = "1gaz2wsx";

[/ E#icE 512~63336
public static final int KEY_SIZE = 1024;
j}'rr{'
* [@return
+ [@throws NoSuchAlgorithmException
*/
private static Map<String,0Object> initKey() throws NoSuchAlgorithmException {
1 e S ol 3%
KeyPairGenerator keyPairGenerator = KeyPairGenerator.getInstance(ALGORITHM);
/] B T ik 2
keyPairGenerator.initialize(KEY_SIZE);
YT A
KeyPair keyPair = keyPairGenerator.generateKeyPair();
/148
RSAPublicKey rsaPublicKey = (RSAPublicKey) keyPair.getPublic();
VEA:

RSAPrivateKey rsaPrivateKey = (RSAPrivateKey) keyPair.getPrivate();
Map<String,Object> keyMap =new HashMap<>();
keyMap.put(PUBLIC_KEY,rsaPublicKey);

keyMap.put (PRIVATEC_KEY,rsaPrivateKey);

return KkeyMap;
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private static bytel[] encryptByPrivateKey(byte[] date,byte[] key ) throws NoSuchAlg:
/S

PKCS8EncodedKeySpec pkcs8EncodedKeySpec= new PKCS8EncodedKeySpec(key);
KeyFactory keyFactory =KeyFactory.getInstance(ALGORITHM);

ES 8]

PrivateKey privateKey = keyFactory.generatePrivate(pkcs8EncodedKeySpec);
/R8RS
ﬁ;pher cipher =Cipher.getInstance(keyFactory.getAlgorithm());

1p

her.init(Cipher.ENCRYPT_MODE,privateKey);
return cipher.doFinal(date);
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private static bytel[] decryptByPrivateKey(bytel[] date,bytel[] key ) throws No$S
! PHCSBEHCOI‘]E[‘(E‘ISDEC pkcs8EncodedKeySpec= new PKCS8EncodedKeySpec(key);
KeyFactory keyFactory =KeyFactory.getInstance(ALGORITHM);

LA T4
PrivateKey privateKey = keyFactory.generatePrivate(pkcs8EncodedKeySpec);
Y FE e ¢ 4
Cipher cipher =Cipher.getInstance(keyFactory.getAlgorithm());
ipher.1inl ipher. s privatekey);

return cipher.doFinal(date);
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private static bytel] encryptByPublicKey(bytel[] date,bytel] key ) throws Nc
VL T ]
X589EncodedKeySpec x509EncodedKeySpec= new X589EncodedKeySpec(key);
KeyFactory keyFactory =KeyFactory.getInstance(ALGORITHM) ;

f k28
PublicKey publicKey =keyFactory.generatePublic(x589EncodedKeySpec);
def,".-'r\-;...'

getAlgorithm());

cipher.init(Cipher.ENCRYPT_MODE, publicKey);
return c1pher.an1na1(date);
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private static bytel] decryptByPublicKey(bytel[] date,bytel[] key ) throws NoSuc
L RGE

X589EncodedKeySpec x589EncodedKeySpec= new X589EncodedKeySpec(key);
KeyFactory keyFactory =KeyFactory.getInstance(ALGORITHM);

/2

PublicKey publicKey =keyFactory.generatePublic(x589EncodedKeySpec);
/e

Cipher cipher =Cipher.getInstance(keyFactory.getAlgorithm());
r:;pher.init(Cipher.DECRYPT_HGDE,publicKev);

return cipher.doFinal(date);
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