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MAFE) mElE)  BEH(V) BEsl) TEER(L) SETA) BRIT(S) HOE(Y) FoEE(W)  1s(1) REHIH)
Am1® RO Qe=sZEz3 8 Eaqail
(M EAEFTEeE -~ Ctrl-/> = -]+
No. Time Source Destination Protocel Length Info ~
1 0.000000 115.231.236.116 192.168.1.102 TCP 54 8@ -» 22429 [FIN, ACK] Seq=1 Ack=1 Win=45 Len=0 —
2 0.000162 192.168.1.182 115.231.236.116 TCP 54 22429 -+ 80 [ACK] Seq=1 Ack=2 Win=16558 Len=0 —
3 0.000424 192.168.1.102 115.231.236.116 TCP 54 22429 » 80 [FIN, ACK] Seq=1 Ack=2 Win=16558 Len=@
4 0.006591 115.231.236.116 192.168.1.182 TCP 54 8@ » 22429 [ACK] Seq=2 Ack=2 Win=45 Len=0
5 2.621551 192.168.1.102 115.239.211.92 TCP 66 22493 > 80 [SYN] Seq=0 Win=8192 Len=@ MSS5=1460 WS=4 S:::
6 2.623880 192.168.1.182 202.101.172.47 DNS 77 Standard query @xb29c A nsclick.baidu.com
7 2.628351 202.101.172.47 192.168.1.102 DNS 293 Standard query response 8xb29c A nsclick.baidu.com =
8 2.629393 115.239.211.92 192.168.1.182 TCP 66 80 » 22493 [SYN, ACK] Seq=0 Ack=1 Win=8192 Len=0 MSS=
9 2.629463 192.168.1.102 115.239.211.92 TCP 54 22493 » 80 [ACK] Seq=1 Ack=1 Win=6624@ Len=0
19 2.6299@@ 192.168.1.102 115.239.211.92 HTTP 644 OPTIONS /v.gif?pid=307&type=3075&1=47365&t=085=473658
11 2.638601 115.239,211.92 192.168.1.102 TCP 54 89 » 22493 [ACK] Seq=1 Ack=591 Win=15872 Len=0 =
12 2.638713 115.239,211.92 192.168.1.102 HTTP 304 HTTP/1.1 200 OK —
13 2.671867 192.168.1.102 115.231.236.116 TCP 66 22494 - 80 [SYN] Seq=0 Win=8192 Len=@ MS55-=1460 WS=4 &—
- 14 2.674622 192.168.1.102 2092.101.172.47 DNS 72 standard auerv exdbbc A hm.baidu.com — e

Frame 1: 54 bytes on wire (432 bits), 54 bytes captured (432 bits)
Ethernet II, Src: Tp-LinkT_a6:82:df (80:89:17:a6:82:df), Dst: LiteonTe_8d:1f:98 (74:de:2b:8d:1f:98)
Internet Protocol Version 4, Src: 115.231.236.116, Dst: 192.168.1.102
Transmission Control Protocol, Src Port: 8@, Dst Port: 22429, Seq: 1, Ack: 1, Len: @

81 66 8@ 5@ 57 9d b4 dc
00 2d da f2 ee ee

74 de 2b 8d 1f 98 88 89 17 a6 82 df 68 @e 45 08
@0 28 2e 9 40 00 38 @6 f1 9c 73 e7 ec 74 @ a3
ca 62 fa4 c9 ec 52 50

@ 7 dianli_jbetf_WISC_T10075_20150707_wireshark. peap

WHEBEH, EROLEZMEHTITEREERER.
FrLRATE &K ProtoolF HTTP.

| #4A: 356 - BEBT: 356 (100, 08) | BB pefault

M dianli_jbctf MISC_T10075_20150707_wireshark.pcap - m} X
R SEE) WE(N) BESG) HEER(C) SFA) Sits) miEy) M) TET BEH)
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(W [tcp. strean eq 2 BE -]+
No. Time Source Destination Prot3col Length Info ~
> 20 2.684925 192.168.1.1082 115.231.236.116 HTTP 863 POST /user.php?action=login&do=login HTTP/1.1 (appli
- 26 2.740374 115.231.236.116 192.168.1.102 Expand Subtrees K (text/html)
43 5.863091 192.168.1.102 115.231.236.1.  FE2FH ?action=login&email=flag HTTP/1.1
59 5.912733 115.231.236.116 192.168.1.102 SEWEF K (text/html) —
64 5.963239 192.168.1.102 115.231.236.1.  2EFE shp HTTP/1.1
95 6.014359 115.231.236.116 192.168.1.102 e culeshifia K (PNG) .
= 13 2.671867 192.168.1.102 115.231.236.17 /] Seq=8 Win=8192 Len=0 MS5=1460 WS=4 <
18 2.684517 115.231.236.116 192.168.1.102 eIt FERERT R * YN, ACK] Seq=8 Ack=1 Win=29200 Len=@ MsS
19 2.684583 192.168.1.102 115.231.236.1:  Prepare as Filter * K] Seg=1 Ack=1 Win=66246 Len=0
21 2.696759 115.231.236.116 192.168.1.102 T AR ' K] Seq=1 Ack=810 Win=31744 Len=0
22 2.739908 115.231.236.116 192.168.1.102 FEESE * SH. ACK] Sen=1 Ack=81@ Win=31744 Len=93(
23 2.740198 115.231.236.116 192.168.1.102 B > JCP it [t+Shift+T 31744 Len=5
24 2.7409229 192.168.1.102 115.231.236.1 &5 v UDP 7R Curl+Alt+Shift+U ) en=g
25 2.748345 115.231.236.116 192.168.1.102 _ TLS i Ctrl+Alt+Shift+S 31744 Len=9 |V
< STAET.. Ctrl+Shift+O HTTP %5 Ctrl+Alt+Shift+H >
<html xmlns="http://www.w3.0rg/1999/xhtml">\r\n SIS ESTR(E)... Crl+Shift+X HTTP/2 Stream ~
<head>\r\n Wiki MY TRE QUIC Stream
<meta http-equiv="Content-Type" content="text/html; c ITERETEEE
<meta http-equiv="refresh” content="3; url=/user.php: il R 4
<title> Woovun.org | Aiif&iFok % iR </ titlex\ry EEH)..
<meta name="author"” content="8@sec"/>\r\n Go to Linked Packet

<meta name="copyright” content="http://www.wooyun.org B D RO E »
<meta name="keywords” content=",wooyun, |} %4, web%i , sron s 1, ramm s o s e 2B /> \r\n
<meta name="description" content="Wooyuni: A~ | EFEIE AT 2 AIRERRHE Pt G SE R I SR Y " s\ e\n v
21e@ 6f 2f org/"/> - -RUISE] -~
elfe name="ke ywords"
e2ee " ywooyun|
LyAl:Bl>c 5 ba 94 e7 94 a8 e5 ae 89 e5 85 a8 2c 77 650 - - - v 0 s
9226 ..............
CYEL-BE=O 5 85 a8 2c e7 bd 91 e7 bb 9c e5 ae 890 e5 S5 -+, v cetaaaan
Lyl B8 2c e6 bc 8F e6 bd 9¢ e5 85 ac e5 b8 83 2c el , - -+ -+ sssaan

Frame (74 bytes) Feassembled TCP (1549
@ 7 Text item (text), 134 byte(s)

bytes) De—chumnked entity body (1156 bytes) Tncompressed entity body (2055 hytes)

| 44R: 356 - BET: 47 (13.20) | BB pefault
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POST /fuser.phpfaction=login&do=login HTTP/1.1 ~

Host: www.wooyun.org

User-Agent: Mozilla/5.@ (Windows NT 6.1; WOW64; rv:38.0) Gecko/20100101 Firefox/38.@
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: zh-CN,zh;gq=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://www.wooyun.org/user.php?action=login

Cookie:  cfduid=d4a73db479254a41d53bdeaae31cb7dc3b1433775400;

Hm_lvt c12f88b5cicde41a732deas97a5ec94c=1434891316,1435283549,1435557576,1435590542;
bdshare firstime=1433775454650; wy uid=-1; PHPSESSID=h8ilemierdc8lococ7es8otqeel;
Hm_lpvt c12f88b5clcde41a732deas97a5ec94c=1435590574

Connection: keep-alive

Content-Type: application/x-www-form-urlencoded

Content-Length: 65

email=flag&password=ffb7567ald4f4abdffdb54e022f8facd&captcha=BYUGHTTP/1.1 288 OK
Date: Mon, 29 Jun 2015 15:89:1@ GMT

Content-Type: text/html; charset=UTF-8

Transfer-encoding: chunked

Connection: keep-alive

Expires: Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-check=8e
Pragma: no-cache

Server: yunjiasu-nginx

CF-RAY: 1fe28de@as3e91c3b-IXaG

Content-Encoding: gzip
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