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Problem: Failed to trace the value of the stack pointer

Description:
The value of the stack pointer at the end of the function is different
from its value at the start of the function. IDA checks for the
difference only if the function is ended by a "return" instruction.
The most probable cause is that stack tracing has failed.
This problem is displayed in the disassembly listing with
the "sp-analysis failed" comment.
What to do:
1. Examine the value of stack pointer at various
locations of the function and try to find out why the stack tracing
has failed. Usually, it fails because some called function changed the
stack pointer (by purging the input parameters, for example)
2. If you have found the offending function, change its
attributes (namely, number of bytes purged upon return).
3. Another way is to specify manually how the stack pointer is
modified. See Change stack pointer command
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g‘ IDA - echo-server DNIBFEZE S\ A= F\RE\IZBLtHFR\echo-server
NHHE) fRIB(E) k() HERH) BN Bilss Em0) BOw) e

PE e Hff 8 )} o Q@ St d-FemX p ODOEARE | ek PR
J: [ lfiminnenn I Jjr | [ = [ | [} |
EEERET M EI RS M RS HAE ER| METEE
FHRHER B0 = IDA View—A o thitag a 5] T B HILE-L
BREEFR =2 1int __cdecl main()
T _init_proc . init 2{
F|sub_8048570 .plt | @ 3 setbuf(stdin, @);
F|_setbuf .plt| @ 4| setbuf(stdout, @);
F|__ emon_start__ -plt 5 dword_8e4Ae88 = 1;
f|_putchar -plt 6 puts(” Rk ok Kok kR R K\ Echo Server 9.
S| menset -Pltl o 70 ((void (*)(void))((char *)&loc_80487C1 + 3))(); |
F|___libc_start_main .plt - ’
-F “reedl plt 8 return ©;
F|_fflush .plt| ® 9}
? _strlen .plt
E _printf .plt
F|_puts .plt
? _strncmp .plt
T _exit .plt
? start . text
| sub_8048690 . text
F | sub_80486A0 . text|
F sub_8048710 . text
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_putchar
short near ptr loc_80487C1+1
short near ptr loc_80487C1+1

; CODE XREF: sub_804875D+6@17
s sub_804875D+621F ...
near ptr 915A4B8Fh

; DMA page register 74LS612:
eax, 81h ; Channel 2 (diskette DMA) (address bits 16-23)
al, dx
[eax], al

08048788 call
@80487BD jz
080487BF | jnz
080487C1

:080487C1 loc_80487C1:
080487C1

080487C1 call
:0804A7C1 sub_804875D endp ; sp-analysis failed
@80487C1

:080487C6

:880487C6 loc_80487C6:
:080487C6 in
:080487C8 in
:880487C9 mov

(3) KL AL H S s, KI0x80487C14L i1 F i ROXES.
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.text:080487BF
.text:080487BF
.text:080487C1
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.text:080487C4
.text:080487C5
.text:080487C6
.text:080487C6
.text:080487C6
.text:080487C6
.text:080487C8
.text:080487C9
.text:080487C9
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©80487BF
080487C1
080487C2
080487C2
080487C2
080487C2
080487C2
080487C3
080487C3
080487C4
080487C4
080487C4
080487C5
080487C7
080487CD
080487D3
080487D6
©80487D8
©80487E@
©80487ES8
©80487EB
©80487EE
©80487F3
©80487F3
©80487F3
©80487F3

jz

db @E8h

unk_80487C2 db @Csh

db @C3h

[ SRR

short near ptr unk_80487C2

short near ptr unk_80487(C2

; CODE XREF: sub_804875D+601]
; .text:080487BF1j

; } // starts at 804875D

2

;3 _unwind {

db 55h
db 8%h

; U ; CODE XREF: main+49lp
; DMA page register 74LSe12:
eax, 81h ; Channel 2 (diskette DMA) (address bits 16-23)
al, dx
[eax], al

db ex9e
5 mmmmm e
locret_80487C2: ; CODE XREF: sub_804875D+6017
; sub_804875D+621]
leave
retn

5 } // starts at 804875D

push
mov
sub
mov
mov
xor
mov
mov
lea
mov
call

loc_80487F3:

>

ebp ; CODE XREF: main+49lp
ebp, esp

esp, 88h

eax, large gs:14h
[ebp-@Ch], eax

eax, eax

dword ptr [esp+8], 14h
dword ptr [esp+4], ©
eax, [ebp-7@h]

[esp], eax

_memset

; CODE XREF: .text:loc_80487F31j
short near ptr loc_86487F3+1
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©80487E8
©80487EB

©80487/EE
©80487/EE
©80487F3

080487F4
©80487F5
080487F6
©80487F7
©80487F8
©80487F9
©80487FA
©80487FB
©80487FC
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lea eax, [ebp-76h]

mov [esp], eax
call _memset

db 6EBh
db ©FFh

db eceh

db 48h ;
db ec7h
db 44h
db 24h
db 8
db 14h
db  ©
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¥ IDA - echo-server DNIRFEFI\A= H\REIZBS t5R\echo-server - X
XHHE) MIEE) BHEQ) ERH) WEV) ELE SN0 EOW) B
BHE ey B 6 3w B0 shalpht-FwX > 0O EERE MGG o
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FERE M RIEE W S W EE ORGSR
DRHED o e x @ DA View-A e @ 7t d -1 o m itk o ® Hew o
REBTR B | text:080487C2 leave ~
F]_init_proc .init .text:080487C3 retn
Zsuh78048570 plt .text:080487C3 ; } // starts at 804875D
F_setbuf .plt LEEXTI@BOABTCA 5 - -~ -
f]__emon_start__ .plt .text:080487C4
%] _putchar -plt .text:080487C4 loc_80487C4: ; CODE XREF: main+49ip
- o text:080487C4 ; __unwind {
| Libe._start_main ::u .text:080487C4 push  ebp
“read .plt -text:080487C5 mov ebp, esp
_fflush .plt .text:080487C7 sub esp, 88h
f|_strlen .plt .text:080487CD mov eax, large gs:14h
f|_printf .plt .text:080487D3 mov [ebp-oCh], eax
| f|_stack_chk_fail -plt .text:080487D6 xor eax, eax
F|_puts "’}t .text:080487D8 mov dword ptr [esp+8], 14h
%’z;xmp ::;lt .text:080487E0 mov dword ptr [esp+4], ©
Flstart text .text:080487E8 lea eax, [ebp-76h]
F] sub_8048690 . text .text:080487EB mov [esp], eax
£ sub_80486A0 . tex .text:080487EE call  _memset
|f] sub_8048710 . texi .text:080487F3 nop
|£] sub_8048730 - text .text:080487F4 inc eax
£ sub_804875D - text .text:080487F6 dec eax
%'}“:i'{‘ :Z:: . text:080487F7 mov dword ptr [esp+8], 14h
Flfini text .text:080487FF lea eax, [ebp-76h]
F|_tern_proc fini .text:08048802 mov [esp+4], eax
Zsethuf exte: .text:08048806 mov dword ptr [esp], ©
£ |putchar exte: .text:0804880D call read
F]\05 exte: .text:08048812 xor eax, eax
i“‘e‘i‘?ﬁt cart “ze © |.text:08048814 jz short loc_804881D
%;a:i SR Zitz .text:08048816 jmp near ptr
7| fflush exte SEEXTI@BOABBLE 5 -~ - - oo oo
F]strlen p— .text:0804881B db 41h ; A
Z printf exte: .text:0804881C db 2]
f|__stack_chk_fail exte; LE@Xt:OBOABBID § == m = m e e e e e e
fputs cdi .text:0804881D
%:g't‘“‘p Z:tz | |-text:0804881D loc_804881D: ; CODE XREF: .text:080488141j
A1 amon. start xte » |, text:0804881D mov dword ptr [esp+8], 5
I .text:08048825 mov dword ptr [esp+4], 8048817h
.text:0804882D lea eax, [ebp-70h]
.text:08048830 mov [esp], eax
.text:08048833 call _strncmp
.text:08048838 test eax, eax
* |.text:0804883A jnz short loc_80488A3
B R .text:0804883C mov dword ptr [esp], offset aYouAreVeryClos ; "You are very close! Now patch me~"
17 21/40 ; 000007F3 080487F3: . text:080487F3 i
B4 e N o & x

IDAPython vi.7.@ final (serial @) (c) The IDAPython Team <idapython@googlegroups.com>
Propagating type information...
Function argument information has been propagated

The initial autoanalysis has been finished.
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:080488A3

:1080488A3 8D 45
:080488A6 89 04
:080488A9 E8 52
1080488AE 83 E8
:080488B1 89 44
:080488B5 8D 45
:080488B8 89 04
:080488BB E8 9D

%
24

FD FF FF
o1

24 o4

%

24

FE FF FF

loc_80488A3:

; CODE XREF: .text:0804883ATj
lea eax, [ebp-7@h]
mov [esp], eax
call _strlen
sub eax, 1
mov [esp+4], eax
lea eax, [ebp-76h]
mov [esp], eax
call sub_804875D

(8) [A1 %% T TH MR ARASH nop, KB 0x0804884F 17 A AT, EREUR B NFCAEE -

xor eax, eaxf 45 B —HEH N0, jz&45 R N0 Bk

.text:0804881D loc_804881D:

; CODE XREF: .text:080488141j

.text:0804881D C7 44 24 08 05 00 00 60 mov dword ptr [esp+8], 5

.text:08048825 C7 44 24 04 17 88 04 08 mov dword ptr [esp+4], 8048317h

.text:0804882D 8D 45 9@ lea eax, [ebp-70h]

.text:08048830 89 @4 24 mov [esp], eax

.text:08048833 E8 ©8 FE FF FF call _strncmp

.text:08048838 85 Co test eax, eax

.text:0804883A 75 67 jnz short loc_80488A3

.text:0804883C C7 64 24 EO 89 04 08 mov dword ptr [esp], offset aYouAreVeryClos ; "You are very close! Now patch me~"
.text:08048843 E8 E8 FD FF FF call _puts

.text:08048848 Al 88 AQ 04 08 mov eax, ds:dword_804A888

.text:0804884D 85 C@ test eax, eax

.text:0804884F 74 15 [jz short loc_8048866

.text:08048851

.text:08048851 loc_8048851: ; CODE XREF: .text:08048857!j
.text:08048851 66 B8 EB 05 mov ax, 5SEBh

.text:08048855 31 CO xXor eax, eax

.text:08048857 74 F9 [jz short near ptr loc_8048851+1

.text:08048859 90 nop

.text:0804885A C7 04 24 01 00 00 00 mov dword ptr [esp], 1

.text:08048861 E8 EA FD FF FF call _exit

(9) eaxtJ{ERMRHEIword_804A088MIME R, HxEFRXGIH, & Fdword_804A088ix 4™k 1) 1E 2 WK i

xrefs to dword_804A088

T

(| X

1T 4

R r .text:08048848
) e+ w main+33

A

mov
mov

eax, ds:dword_804A088
ds:dword S04A088, 1

e e
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(10) RE—AMHF, BidEET, kKIdword 804A0883X /Nt fI1E f& £ mainik 5 o Ag 4w 5 i1

text:0804890B mov
text:0804890E call
text:08048913 mov

mov

text:0804891D

B 1=

(1) BT fMeaxHIE N1, FEIEjZE 4 patchjmp
testB i 5z HER AT HMICZF(EHE)E,
test eax,eax
Heax=0/f, B zhr E41 N1 jz Bh i jnz RBLEE
Yeax=1}, BzZF £ 80,z ABE inz Bk

[ - [

[esp], eax
_setbuf
ds:dword_804A088, 1

dword ptr [esp], offset s ;

Fl -

; stream

.text:
.text:
.text:
.text:
.text:

0804883A
0804883C
08048843
08048848
0804884D

67

04 24 E@ 89 04 08
E8 FD FF FF
88 A0 04 08

Cco

e cuny wun

jnz short loc_80488A3

mov dword ptr [esp], offset aYouAreVeryClos ; "You are very close! Now patch me~"
call _puts

mov eax, ds:dword_804A088

test

eax, eax

(12) FOAERADREG, 7T LA it L B A B 745 8 BT A7 4F Sloc_8048816+14b 2 B AHF
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unsigned int sub_80487C4()
{

size_t vO@; // eax

unsigned _ int8 *vi1; // ST14 4

size t v2; // eax

char s; // [esp+18h] [ebp-706h]

_BYTE v5[3]; // [esp+19h] [ebp-6Fh]
unsigned int v6; // [esp+7Ch] [ebp-Ch]

oo~~~ P WwN B

=
®

v6 = __ readgsdword(@x14u);

11| memset(&s, @, 0x14u);

12| read(@, &s, ©x14u);

13 if ( !strncmp(&s, (const char *)&loc_8048816 + 1, 5u) )
14| |

15 puts("You are very close! Now patch me~");

16 ve = strlen(&s);

17 vl = (unsigned __int8 *)MD5(v5, v@, 0);
18 sub_804875D(v1, ©x1eu);

19| }

20, else

21| |

22 v2 = strlen(&s);

23 sub_804875D((unsigned  int8 *)&s, v2 - 1);
24| }

25| fflush(stdout);

26| return _ readgsdword(©x14u) ~ v6;

271}

T T ™ T e s N e s e Y . A s N e A e Y o S e s o

(13) EIERARRNE (6) PEAERIEES, HDRMREE, KARENGBRER T —BHE. XEANEHERKIES
M, WTZEXRIRAB| 7R & k.

» LEAL.YOUSOOULY CO WO TV &' 1rr Lall _l'cdau
.text:08048812 33 Ce xor eax, eax
.text:08048814 74 @7 jz short loc_804881D
.text:08048814 e
.text:08048816 db @ESh

.text:08048817 46 db 46h ; F
.text:08048818 31 db 31h ; 1
.text:08048819 40 db 4eh ; @
.text:0804881A 67 db 67h ; g
.text:0804881B 41 db 41h ; A
.text:0804881C @0 db %]

.text:0864881D S

(14> BRmE->BASCE->BANEF N AR, —BERE! | ! AREHBETT . REETER, BAFR
HF1@gA’, BFlfag.



root@ubuntu: /home/shiyin# ./echo-server
kkhkkkhkhkkkkhkhkhkkk*k

Echo Server 0.3 ALPHA

e o o

F1@gA
You are very close! Now patch me~
FE8C6OEB40BF66919A77C4BD88DAEBEFAcixin_452

(15) BT R
54k 48 liberypto.so.1.0.0: cannot open shared object file: No such file or directory & F 5% libcrypto.so.1.0.0, K R%H 64
i liberypto.so.1.0.0 ER2EA 32 A, FULTEE 2% 32 MFEEE, libssl 1 T libcrypto.
AT T HEATR SR

sudo apt-get install 1ibssl1.0.0:1386

AEERBOHATLL, FRAIT. REKaIRTERDERIET, BT — N2/, T W ESFHEERA, #7455 3EEE
PUXFERAT T . AEMERETDEF—TR.
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