KRt 5 - Normal RSA - wp

connamon F 2022-03-31 23:4947 K Ai 53 B

XERE: MELs

FAE . AR EEAICE, #ME CC4.0 BY-SA JRML, BEiEH LR A EmA s,
ASCEERE: httpsy/blog.csdn.net/sml918451478/article/details/1 23886833

WAL

B8 towieupEim iR |

A4
BmAGR:

SR E B

@connamon

B 15 1
enc/5%: FTilEidZEUUenconded & Rocf:, BATTR ISR I ST

pemjg 4%: PEMSCH: & T X % & M 31T B 43 10 F I Baseb44m S HIiE B30/, B REES A, IERHMEH
# (CA) BREBIEB ARSI HEMEFIER . PEMSCAEE WE T Linuxi¥ ApacheBNginx WebJik 55 2%
F SN, 3 H5OpenSSLN HEFHE .

-~

&R o EfERFVN EEE TERIATE] CRC32
. iR
D flag.enc 32 32 ENC Ot 2016/4/2917:.... C63C8100

|| pubkey.pem 138 125 PEM 3zi4 2016/4/29 17:... 8216979D

s UY ECONNATIOn


https://blog.csdn.net/sm1918451478
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/sm1918451478/article/details/123886833

E pubkey.pem - g5+ -

X wE BE

MDwwDQYJKoZIhveNAQEBBQADKwWAWKAIhAMJjauXD20Q/+5erCQKPGgxsC/bNPXDr
yigb/+1/vjDdAgMBAAE=

CSDN @connarnon

[ E flag.enc-igEE

Xt RwE OBEE

| m> RN FIE 2?0 ImigEn?
y

CSDMN @connamon

RIAbaseb4duty, {HR2FBEA M4 IMNEEY
RflagC B E IMEFTH, IEAEEA. openssl#T Fpubkey L4

openssl rsa -pubin -text -modulus -in warmup -in pubkey.pem

OpenSSL> rsa —pubin -text -modulus —in pubkey.pem
RSA Public-Key: (256 bit)
Modulus: : "
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e=65537
n=p*q=C2636AE5C3D8E43FFB97AB09028F 1AAC6COBF6CD3D70EBCA281BFFE97FBE30DD (751D
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p=275127860351348928173285174381581152299
q=319576316814478949870590164193048041239
R T LT E: factordb.com

‘ 879243482641324068752761405144999371 418171647042491658461 ‘ [ Factorize! ]

status (2) digits number
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pip install gmpy2

python rsatool.py -f PEM -o private.pem -p 275127860351348928173285174381581152299 -q 319576316814478949870

unable to load Private Hey
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openssl rsautl -decrypt -in flag.enc -inkey private.pem

C:\Users\Anonymous\Desktop>openssl rsautl —ci_eé::y;;t-.—in flag.enc -E8RN @senr@mpen

rsatool il A< rsatool/rsatool.py at master - ius/rsatool (github.com)

#!/usr/bin/env python3
import base64

import argparse

import random

import sys

import textwrap

import gmpy2

from pyasnl.codec.der import encoder
from pyasnl.type.univ import Sequence, Integer

PEM_TEMPLATE = (

DEFAULT_EXP = 65537


https://github.com/ius/rsatool/blob/master/rsatool.py

def factor_modulus(n, d, e):
Efficiently recover non-trivial factors of n
See: Handbook of Applied Cryptography
8.2.2 Security of RSA -> (i) Relation to factoring (p.287)
http://www.cacr.math.uwaterloo.ca/hac/
t=e*d-1
s =0

if 17 != gmpy2.powmod(17, e * d, n):
raise ValueError("n, d, e don't match")

while True:
quotient, remainder = divmod(t, 2)

if remainder != 0:
break

s += 1

t = quotient

found = False

while not found:
i=1
random.randint(1, n - 1)

]
1l

while i <= s and not found:
cl
c2

pow(a, pow(2, i - 1, n) * t, n)

pow(a, pow(2, i, n) * t, n)

found = c1 !=1 and c1 != (-1 % n) and c2 ==

i+=1

gmpy2.gcd(cl - 1, n)
n//p

return p, q

class RSA:
def __init__ (self, p=None, g=None, n=None, d=None, e=DEFAULT_EXP):
Initialize RSA instance using primes (p, q)
or modulus and private exponent (n, d)

self.e = e

if p and q:
assert gmpy2.is_prime(p), 'p is not prime’
assert gmpy2.is_prime(q), 'q is not prime’

self.p
self.q
elif n and d:



def

def

def
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self.p, self.q = factor_modulus(n, d, e)
else:
raise ValueError('Either (p, q) or (n, d) must be provided')

self._calc_values()

_calc_values(self):
self.n = self.p * self.q

if self.p != self.q:

phi = (self.p - 1) * (self.q - 1)

else:
phi

(self.p ** 2) - self.p

self.d = gmpy2.invert(self.e, phi)

# CRT-RSA precomputation

self.dP = self.d % (self.p - 1)

self.dQ = self.d % (self.q - 1)
self.qInv = gmpy2.invert(self.q, self.p)

to_pem(self):

Return OpenSSL-compatible PEM encoded key

b64 = base64.bb6dencode(self.to_der()).decode()
b6dw = "\n".join(textwrap.wrap(b64, 64))
return (PEM_TEMPLATE % b64w).encode()

to_der(self):

Return parameters as OpenSSL compatible DER encoded key

seq = Sequence()

for idx, x in enumerate(
[0, self.n, self.e, self.d, self.p, self.q, self.dP, self.dQ, self.qInv]

seq.setComponentByPosition(idx, Integer(x))

return encoder.encode(seq)

dump(self, verbose):

vars = ['n', 'e', 'd", 'p', 'q']
if verbose:
vars += ['dP', 'dQ', 'qInv']

for v in vars:
self. dumpvar(v)

_dumpvar(self, var):
val = getattr(self, var)

def parts(s, n):
return '\n'.join([s[i:i + n] for i in range(@, len(s), n)])

if len(str(val)) <= 40:
print('%s = %d (%#x)\n' % (var, val, val))

alca-



print('%s =' % var)
print(parts('%x' % val, 80) + '\n')

if __name__ == '__main__":
parser = argparse.ArgumentParser()

parser.add_argument('-n", type=lambda x: int(x, 0),

help="modulus. format : int or ©xhex')
parser.add_argument('-p', type=lambda x: int(x, 0),

help="first prime number. format : int or ©xhex')
parser.add_argument('-q', type=lambda x: int(x, 0),

help="second prime number. format : int or @xhex')
parser.add_argument('-d', type=lambda x: int(x, 0),

help="private exponent. format : int or @xhex')
parser.add_argument('-e', type=lambda x: int(x, 0),

help="public exponent (default: %d). format : int or ©@xhex' %

DEFAULT_EXP, default=DEFAULT_EXP)
parser.add_argument('-o', '--output', help='output filename')
parser.add_argument('-f', '--format', choices=['DER', 'PEM'], default='PEM',

help="output format (DER, PEM) (default: PEM)')
parser.add_argument('-v', '--verbose', action='store_true', default=False,

help="also display CRT-RSA representation')

args = parser.parse_args()

if args.p and args.q:
print('Using (p, q) to calculate RSA paramaters\n')
rsa = RSA(p=args.p, g=args.q, e=args.e)
elif args.n and args.d:
print('Using (n, d) to calculate RSA parameters\n')
rsa = RSA(n=args.n, d=args.d, e=args.e)
else:
parser.print_help()
parser.error('Either (p, q) or (n, d) needs to be specified')

if args.format == 'DER' and not args.output:
parser.error('Output filename (-0) required for DER output')

rsa.dump(args.verbose)

if args.format == 'PEM':
data = rsa.to_pem()

elif args.format == 'DER':
data = rsa.to_der()

if args.output:
print('Saving %s as %s' % (args.format, args.output))

fp = open(args.output, 'wb')
fp.write(data)
fp.close()

else:
sys.stdout.buffer.write(data)
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