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kali@kali: ~/Downloads/crypto
File Actions Edit View Help

$ openssl

OpensSSL> help
Standard commands
asnlparse ca ciphers cms

crl crl2pkecs? dgst GLERED]
dsa dsaparam ec ecparam
enc engine errstr gendsa
genpkey genrsa help list

nseq ocsp passwd pkecsiz
pkes7 pkcs8 pkey pkeyparam
pkeyutl prime rand rehash
req rsa rsautl s_client
s_server s_time sess_id smime
speed spkac srp storeutl
ts verify version x509

Message Digest commands (see the “dgst' command for more details)
blakeZbSlﬂ blake2s256 gost mdé&

md5 rmd16@ shal sha224
sha256 sha3-224 sha3-256 sha3-384
sha3-512 sha384 sha512 sha512-224
sha512-256 shakel28 shake256 sm3

Cipher commands (see the “enc’ command for more details)

aes-128-cbc aes-128-ech aes-192-cbc aes-192-ecb

aes-256-cbc aes-256-ech aria-128-cbc aria-128-cfb
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OpenSSL> rsa -help
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OpenSSL> rsa -pubin -text -modulus -in pubkey.pem
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kali@kali: ~/Dewnloads/crypto
File Actions Edit View Help

OpenSSL> rsa -help
Usage: rsa [options]
Valid options are:
-help Display this summary
-inform format Input format, one of DER PEM
-outform format Qutput format, one of DER PEM PVK
-in val Input file
-out outfile Output file
-pubin Expect a public key in input file
-pubout Output a public key
-passout val Output file pass phrase source
-passin val Input file pass phrase source
-RSAPublicKey_in  Input is an RSAPublicKey
-RSAPublickKey_out Output is an RSAPublicKey
-noout Don't print key out
-text Print the key in text
-modulus Print the RSA key modulus
-check Verify key consistency
- Any supported cipher
-pvk-strong Enable 'Strong' PVK encoding level (default)
=pvk-weak Enable 'Weak' PVK encoding level
=pvk=ngne Don't enforce PVK encoding
-engini val Use engine, possibly a hardware device
OpenSSL> rsa -pubin -text -modulus -in pubkey.pem
RSA Public-Key: (256 bit)
Modulus:
@B:c2:63:6a:e5:c3:d8:e4:3f:fb:97:ab:09:02:8f:
la:ac:6c:0b:fb:cd:3d:70:eb:ca:28:1b:ff:e9:7f:
be:30:dd
Exponent: 65537 (@=10001)
Modulus=C2636AESC3D8E43FFB97AB09028F1AACGCOBFECD3D70EBCAZ81BFFE97FBE3@DD
writing RSA key
BEGIN PUBLIC KEY
MDwwDQY JKoZIhvcNAQEBBQADKwAWKAThAMI jauXD20Q/+5erCQKPGgxsC/bNPXDr
yigb/+1/vjDdAgMBAAE=
END PUBLIC KEY——
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p=275127860351348928173285174381581152299
q=319576316814478949870590164193048041239
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private.pem.

#coding=utf-8
import math
import sys
from Crypto.PublicKey import RSA
arsa=RSA.generate(1024)
arsa.p=275127860351348928173285174381581152299
arsa.q=319576316814478949870590164193048041239
arsa.e=65537
arsa.n=arsa.p*arsa.q
Fn=long((arsa.p-1)*(arsa.q-1))
i=1
while(True):

x=(Fn*i)+1

if(x%arsa.e==0):

arsa.d=x/arsa.e
break

i=i+1
private=open('private.pem','w")
private.write(arsa.exportKey())
private.close()
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OpenSSL> rsautl -decrypt -in flag.enc -inkey private.pem
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