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1, easy RSA
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YoQ= (p-1) (5-1) = 21357133 0822)b 248 GoV
e RA%) 2]
d= 17" [mod 4(n)
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HFEM M4 python2: (T gmpy2FERIRTELAD

import gmpy2

p = 473398607161

q = 4511491

e =17

s = (p-1)*(q-1)

d = gmpy2.invert(e,s)
print d

2, Normal_RSA

fifJE SR PIAN S flag.enc 1 pubkey.pem

pem3Cf: BARTRF A AL INE AT B 2 20— AN, TOIAEPEMIX A B S AE A F B B2 . pemi Fh 044
R, XA EERAE T keysMIX. 509EH, FE T B FIERMkey HFRELRTE

T PLE — &k F R FBase64 encoded DERZwHZHIIETF,

X FE I N BT T RE 5 E BI7E’—-BEGIN CERTIFICATE—” and “—END CERTIFICATE—->Z Al

encXfF: %.enc XY B FiBid fEUVenconded & X0, BATR MBI,
X R RE X EENC AR B Z AP BRI R EEZE R T, BT DR G WA SEE F1 & w7 AR 1k

AEEE HALTEKMEH openssl (linuxE#) # rsatool

XA TERERRFE windows T ZEMMAK, ZHRFLFE linuxb EH, MABL

4+ %: openssl: https://pan.baidu.com/s/1wP73GPJZo-HITH50UA61YQ 2B 5 : v2ti
rsatools : https://pan.baidu.com/s/16HI_p1zv_ajZadkW5GFnzQ # Bt #3: 8qqr

Hr openss| ZexeXff BEEWITZE, BiALHF|: C:\Program Files\OpenSSL-Win64



MG C:\Program Files\OpenSSL-Win64\bin %% #1535 &

e A5 ) B ) RARARE ) HMERE ) REARE F XN path ) g ) EEHIKEREH M
% WE

C:\Program Files (x86)\NetSarang\Xshell &\ FTE(N)

C:\Program Files (x86)\Common Files\Oracle\Java\javapath

C:\Python27\ ERE(E)

C:\Python27\Scripts

%SystemRoot%¥%\system32 HIS(B)...

%SystemRoot%

%SystemRoot¥%\System32\Wbem HI20)

%SYSTEMROOT%\System32\WindowsPowerShell\w1.0\,%JAVA_H...

CiUsers\HP\AppData\Local\Programs\Python\Python37

C\Users\HP\AppData\Local\Programs\Python\Python37\Scripts\ L)

C:\Users\HP\AppData\Local\Programs\Python\Python37\Lib\site-...

C:\Program Files (x86)\Nmap

DACTF#E8 T B\binwalk T#0)

D:\EF MER\volatility-master\volatility-master

CAMInGW\bin

C:\Program Files\OpenSSL-Win64\bin REA(T)...
WE B

— AL KKflag.enc, A—A R A%Hpubkey.pem. FATEEHH YN B R Flflag
8 flag.enc 1 pubkey.pem E il F| rsatools X3+, #THcmd

1, #RE pubkey.pem H ] SH:

openssl rsa -pubin -text -modulus -in warmup -in pubkey.pem

sl rsa —pubin —text —modulus —in warmup —in pubk

csdn.netivhkjhwbs

SHEEI FModulus (16) HEHIIIEE L1 HEI
87924348264132406875276140514499937145050893665602592992418171647042491658461
RIGIE EAMAH R NFA LR MR ofl p

X B EEM P yafu ) factor (kaliF ), Ffkia T windowsd Bt
SE B, pythonfiAx linuxt#ml LA,



https://pan.baidu.com/s/1TQqM8naEyVKhh101kz_igQ # Bt#%: rcb9

275127860351348928173285174381581152299
319576316814478949870590164193048041239

HIEBHRANRE, BEHLE X KE Be, R %EHXH private.pem (python2)

python rsatool.py -o private.pem -e 65537 -p 275127860351348928173285174381581152299 -q 3195763168144789498

B Ja R -

openssl rsautl -decrypt -in flag.enc -inkey private.pem

openssliz — /DR A TR,

3, BEUNE
B R MR
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4.easy ECC
B ERA.

import collections
import random

EllipticCurve = collections.namedtuple('EllipticCurve', 'name p a b g n h')
curve = EllipticCurve(

'secp256k1l’,
# Field characteristic.



p=int(input('p=")),

# Curve coefficients.

a=int(input('a=")),

b=int(input('b=")),

# Base point.

g=(int(input('Gx=")),
int(input('Gy="))),

# Subgroup order.

n=int(input('k=")),

# Subgroup cofactor.

h=1,

# Modular arithmetic #it##H#HEH#H#HHEH A

def inverse_mod(k, p):

Returns the inverse of k modulo p.

This function returns the only integer x such that (x * k) % p == 1.

k must be non-zero and p must be a prime.
if k == @:
raise ZeroDivisionError('division by zero')

if k < 0:
# k ** -1 =p - (-k) ** -1 (mod p)
return p - inverse_mod(-k, p)

# Extended Euclidean algorithm.
s, old s =90, 1
t, old t =1, @
r, old_r = p, k

while r I= 0:
quotient

old r // r

old r, r = r, old_r - quotient * r
old_ s, s = s, old_s - quotient * s
old_t, t = t, old_t - quotient * t

gcd, x, y = old_r, old_s, old_t

assert gcd == 1
assert (k * x) % p ==1

return x % p

# Functions that work on curve points #i#HH##H##HHHHHHEHEFHHHEHHHHEHEE R

def is_on_curve(point):

Returns True if the given point lies on the elliptic curve.
if point is None:

# None represents the point at infinity.

return True

X, y = point



rewurn (y "y - X " X "™ X - curve.a ™ X - curve.po) » curve.p == v

def point_neg(point):

Returns -point.
assert is_on_curve(point)

if point is None:
# -0 =0
return None

X, y = point
result = (x, -y % curve.p)

assert is_on_curve(result)

return result

def point_add(pointl, point2):

Returns the result of pointl + point2 according to the group law.
assert is_on_curve(pointl)
assert is_on_curve(point2)

if pointl is None:
# 0 + point2 = point2
return point2

if point2 is None:
# pointl + @ = pointl
return pointl

x1, yl

pointl
X2, y2 = point2

if x1 == x2 and yl1 != y2:
# pointl + (-pointl) = 0@
return None

if x1 == x2:
# This is the case pointl == point2.
m=(3*x1* x1 + curve.a) * inverse_mod(2 * y1, curve.p)

# This is the case pointl != point2.
m= (yl - y2) * inverse_mod(x1l - x2, curve.p)

x3 =m*m- x1 - x2

y3 =yl +m* (x3 - x1)

result = (x3 % curve.p,
-y3 % curve.p)

assert is_on_curve(result)

return result

def scalar_mult(k, point):

Returns k * point computed using the double and point_add algorithm.
assert is_on_curve(point)



if k < 0:
# k * point = -k * (-point)
return scalar_mult(-k, point_neg(point))

result = None
addend = point

while k:
if k & 1:
# Add.
result = point_add(result, addend)

# Double.
addend = point_add(addend, addend)

k >>=1
assert is_on_curve(result)

return result

# Keypair generation and ECDHE ##H####HHHHHHHHHEHEHHHEREEHHBREHHERE

def make keypair():
"""Generates a random private-public key pair.

private_key = curve.n
public_key = scalar_mult(private_key, curve.g)

return private_key, public_key

private_key, public_key = make_keypair()
print("private key:", hex(private_key))
print("public key: (@x{:x}, Ox{:x})".format(*public_key))

cyberpeace{19477226185390}

= T BEBY X 5 53 R R AR

5, ENC

R—MNEE BRI, FAwinhexdTHF, RI REFM F578E ZERO Fl ONE
ST RRFN 1230, REHBRAKZERO B#H5 0 ONEE#HN 1:



f = open("123.txt","r")
chars = f.read()
char = chars.split(" ")

string = ""
for c in char:
if(c == "ZERO"):
string += "@"
elif(c == "ONE"):
string +="1"
print(string)
f.close()

01001100011010010011000001100111010011000110100100110000011101010100110001101001010000010111010101001001010

RIGE N 163tH] , FHH N asci, baseb4 EEHTERD
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L $TED Save as Em Clase ¥alp

ebase64 , FILKMBEE—T:

SEQ = 14; DATA = 0x83afae83c1db7776751d56c3f09fL; SIG

SEQ = 19; DATA = 0x75c1fbc28bb27b5d2db9601fb967L; SIG

0x400a19b82a4700ffc8a7515d7599L ;

0x2b5b628bf8183400cdab7f5870bllL ;

SEQ = 18; DATA = 0x181901c059de3b0f2d4840ab3aeblL; SIG = Ox1b8bdf9468f81ce33adda2a8bfbel;

Ox3b04b26avadada2f67326bboc5d6L; SIG

SEQ = 13; DATA

fRRRAIFES, RN £4 (BEARRRER)
WU L% R AR B R A, (B R BAAS 2liflag.
DUTE B B LR T

0x2e5ab24f9dc21df406a87dedb3b4l ;

BETBETHANAH, —DAPXR IR, 57— AR I3RS B ORIE S 5 R

oI5, HRER BEHTFR MLE

B R AN AH RE A (EFHBn=q*p nafEAN p Mg EEHT yafu (kalig#) HEEK factor

w4, linuxfiwin#iAyafuix /N TR, @4 linux: factor (n) ; win: yafu.exe factor(n))



from Crypto.PublicKey

import RSA import gmpy
long(3104649130901425335933838103517383)
long(65537)

49662237675630289

62515288803124247

long(gmpy.invert(e, (p-1)*(q-1)))

rsa = RSA.construct( (n, e, d) )

Q 9 T m S
1}

RIGEUAT AR B T -
S EBREA: HPR zero onef RIEH tepidids

from Crypto.PublicKey import RSA

import gmpy2

import base64

#Alice's

A_n = 1696206139052948924304948333474767
A_p = 38456719616722997

A_g = 44106885765559411

#Bob's

B_n = 3104649130901425335933838103517383
B_p = 49662237675630289

B_q = 62515288803124247

A_phi = (A_p - 1) * (Aq - 1)
B_phi = (B_p - 1) * (B_q - 1)
e = 65537

A_d = int(gmpy2.invert(e, A_phi))
B_d = int(gmpy2.invert(e, B_phi))

A_rsa = RSA.construct( (A_n, e, A d) )
B_rsa = RSA.construct( (B_n, e, B_d) )

flag = {}
with open('zero_one') as f:
for s in f.readlines():

line = str(base64.b64decode(s), encoding = 'utf8')
seq = int(line.split(';"')[0].split("' ')[2])
data = int(line.split('ex')[1].split('L;")[0], 16)
sig = int(line.split('ex")[2].rstrip('L;\n"), 16)
decry = B_rsa.decrypt(data)
signcheck = A_rsa.sign(decry, '')[9]

if signcheck == sig:
flag[seq] = chr(decry)

dic = sorted(flag.items(), key = lambda item:item[8]) #X FMiFBEMTHE, REEANFIR
print(dic)
Fo o
for i in dic:

f += i[1]
print(f)

%3flag: flag{nOth1ng_t0 533 h3r3_mOv3_0n}



9.x_xor_md5
TRTRE—ANLEFRLH M, AhexdTHERIH/S#BIKNANEFEIITREER, MEBER FExor
REE ERFINAERLRZ xor key

L BEENV) TEM TWTE@N #mo) &0OwW) #ZBEH)
ODAR D =er @ BEEEN | AL E | o b ok v E @
c7c3e408f03b4acd9e0c5bec... ]

Offset 0 1 2 3 4 5 5] 7 g S A B C D E F ANST ASCII
00000000 69 35 41 01 1C 9E 75 78 5D 48 FB FO 54 CD 66 79 i52 *ux]HA4S,ffy
00000010 55 30 49 4C 56 D2 73 70 12 45 AS BA 85 CO0 3E 53 UOILVOsp E °.A>S
00000020 |73 1B 78 2A 4B E9 77 26 5E 73 BF AR 85 9C 15 6F s x*Kéws" S %.x o
00000030 54 2¢C 73 1B 58 SA 66 48 SB 19 84 BO 80 CA 33 73 T,s XSfH[ ., °eB3s
00000040 |5C 52 OC 4c 10 9E 32 37 12 OC FB BA CB 8F 6A& 53 \R L 327 4°FE S
00000050 01 78 OC 4C 10 SE 32 37 12 OC FB BA CB SF 6A 53 x L ¥27 4°F 8
DOD00060 01 78 OC 4C 10 9E 32 37 12 OC FB BA CB 8F 6A 53 x L 227 4°E s
00000070 01 78 OC 4C 10 9E 32 37 12 0C 89 D5 AZ FC x I 327 %06¢i

A xor key ZM&EF—4T W HIE#T REEH,

['e1', '78', 'eC', '4C', 'l0', '9E', '32', '37', '12', 'ec', 'FB', 'BA', 'CB', '8F', '6A', '53']

RIERE:

['68"', '4d', '4d', '4d', 'ec', 'ee', '47', ‘'4f', '4f', '44', 'ee', '4a', '4f', '42', 'ec', '2a’,
'54', '48', '45', 'ee', '46', '4c', '41', '47', 'e@', '49', '53', 'e0', '4e', '4f', '54', '@0',
'72', '63', '74', '66', '5b', '77', '45', '11', ‘4c', '7f', '44', ‘'1@', '4e', '13', '7f', '3c’,
'‘s5', '54', '7f', '57', '48', '14', '54', '7f', '49', '15', '7f', 'ea', '4b', '45', '59', '20',
'5d', '2a', 'ee', 'ee', 'ee', 'e0', '00', '00', '00', '00', '00', '00', '00', '00', '00', '00',
'e0', '00', '00', '00', '00', '00', '00', '00', '00', '00', '00', '00', '00', '00', '00', '00',
'e0', '00', '00', '00', '00', '00', '00', '00', '00', '00', '00', '00', '00', '00', '00', '00',
'e0', '00', '00', '00', '00', '00', '00', '00', '00', '00', '72', '6f', '69', '73']

FRH BATFR: BEACERIED, RABREA LS, ERES—PRE

hMMM? GOOD JOBP?*THE FLAG IS NOT rctf [wEALaDMN!Ua{UTaUWHTT &I s

KEY 1

HAEGRN 16 FEHIFIREIE, KI AR HIO0X00, Ox00R LN & X EMZE, Mk & 0x20
BT LASE I B iZ A B SRS Z A 0x20 #1T REUEH
SEIR

['48', '6d', '6d', '6d', '2c', '20', '67', '6f', '6f', '64', '20', '6a', '6f', '62', '2c',
'a', '74', '68', '65', '20', '66', '6c', '61', '67', '20', '69', '73', '20', '6e', '6f',
'74', '20', '52', '43', '54', ‘'46', '7b', '57', '65', '31', 'e6c', '5f', '64', '30', '6e',
'33', 's5f', '1c', '75', '74', '5f', '77', '68', '34', '74', '5f', '69', '35', '5f', '2a',
'eb', '65', '79', 'e', '7d', 'a', '20', '20', '20', '20', '20', '20', '20', '20', '20',
'20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20°',
'20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20°',
'20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20°',
'20', '20', '52', '4f', '49', '53']



BRNTRE: RN, BE {}hE uilEAE — N2, JFH keyMiZ2 *key*

, good job,

the flag is not RCTF {Well_dOn3_ ut_whdt_i3_*key}

7E 16 #HIFIR B B key BT F/F 163418 28, Hiekey/s H KM FRF %2 2a
M, 0x0050x2a#Bkja B 0x2a , FrLAIKE| F4Fu HITH K F4F 1c 5 2a#1T REUZHBE 36
Pl a4 R s2¥ 1c BCh 36, ¥00 Bk 2a

['48", , 'Ef', '6f", , '6f', '68', ‘65",

61, 6£', '74°', 541, 31', 'éc',

‘ee', 7', ‘és’, 69', 5', '79°',

200, 20, 120", 20°, 20, '20', '20', '20', '20',
20', 201, '20°, 20", 207, '20°, '20', '20', '20',
20', 201, '20°, afe,

.
M2 G152

['48', '6d', '6d', '6d', '2c', '20', '67', '6f', '6f', '64', '20', '6a', '6f', '62', '2c', '@a’,
'74', '68', '65', '20', '66', '6Cc', '61', '67', '20', '69', '73', '20', '6e', '6f', '74', '20°',
‘52", '43', '54', ‘'‘46', '7b', '57', '65', '31', '6c', '5f', '64', '30', '6e', '33', '5f', '36',
‘75", '74', '5f', '77', '68', '34', '74', '5f', '69', '35', '5f', ‘'2a', '6b', '65', '79', '2a’,
‘7d', 'ea', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20',
'‘20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20',
‘20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '20',
‘20', '20', '20', '20', '20', '20', '20', '20', '20', '20', '52', ‘'4f', '49', '53']

BN

Hmmm, good job,

the flag is not RCTF {Well_d0n3_6ut_whdt_i3_*key#}

RATIE AR,

ABLH #RRiEH md5

T B 75 8 5 — AT R — B A REITENI 7 4F, MRSER G — 1T #1162t 5] 5md5Hh %,
¥ BJE—ATH 16 #H|EH TR 5 0x20 #1778 T md5M#h% 15 3 that

m=/['e1','78','0C','4C','10"','9E"',"32","'37"',"'12"',"'0C"', 'FB', 'BA",'CB',"8F"', '6A"',"'53"]
zz = []
for i in range(@,len(m)):
x = int(m[i],16)
zz.append(hex(x”32)[2:])
for i in zz:
print(i,end="")

21582c6c30bel217322cdb9aebaft4a73



w5133 flag:

RCTF{Well_den3_6ut_wh4t_i5_that}

AR BAIA :

filel = "693541011C9E75785D48FBFO84CD66795530494C56D273701245A8BA85CO3E53731B782A4BE977265E73BFAA859C156F54

file = []

#5ER SO R 16338 ) 2 5 B P AN 24 — L R B R

for i in range(9,len(filel),2):
file.append(filel[i:i+2])

xorl = "@1780C4C109E3237120CFBBACB8F6A53"

xor = []

# FEEN R R FIR

for i in range(@,len(xorl),2):
xor.append(xorl[i:i+2])

result = []
string = ""
print(xor)

for i in range(9,len(file)):
s = int("ex" + file[i],16) ~ int("ex" + xor[i%16],16) ~ int("ex20",16)
string += chr(s)
result.append(hex(s)[2:])

print(result)

print(string)

B e 5 B AL E R A .

n=1/['48"', '6d', '6d', '6d', '2c', '20', '67', '6f', '6f', '64', '20', '62', '6f', '62', '2c', '@a','74', '
for i in n :
print(chr(int(i,16)),end="")

10, easy_crypto
BT AT enc.ixt A1 — AN KA

RIEINE A, 5 AR A



get buf unsign s[256]
get buf t[256]

we have key:hello world

for 1:0 to 256
set s[i]:i

for 1:0 to 256
set t[i]:key[(i)mod(key.lenth)]

for i:0 to 256
set j:(j+s[i]+t[i])mod(256)
swap:s[i],s[]]

for m:@ to 37
set i:(i + 1)mod(256)
set j:(j + S[i])mod(256)
swap:s[i],s[j]
set x:(s[i] + (s[j]mod(256))mod(256))
set flag[m]:flag[m]”s[x]

fprint flagx to file

RE A

-*- coding: utf-8 -*-
open('C:/Users/HP/Desktop/enc.txt',"'r',encoding="1S0-8859-1")
f.read()
[1
key = "hello world"'
ch ="'
0 #¥IiEL
list(range(256)) #RIEERFFIE
for i in range(256):
j = (j + s[i] + ord(key[i % len(key)])) % 256
s[i],s[3] = s[3],s[i]
o #¥IiEL
o #¥IiEL
for r in c:
i=(1i+1) % 256
j=(j+ s[i]) % 256
s[i], s[3] = s[31, s[i]
x = (s[i] + (s[j] % 256)) % 256
ch += chr(ord(r) ~ s[x])
print(ch)

+ 0o - #
1

n .
I I

.
n

.
n



SER

EIS{55a0a84f86a6ad40006f014619577ad3}

11, cr2-many-time-secrets
B, REFTxorizH,

M E—& K4ME%: https://pequalsnp-team.github.io/writeups/CR2

import binascii

def dec(msg, key):

Simple char-by-char XOR with a key (Vigenere, Vernam, OTP)

m =
for i in range(@, len(key)):

m += chr(msg[i] ~ ord(key[i]))
return m

B R R T
lines = []

with open("msg", "r") as f:
# Read lines from file and decode Hex
1s = f.readlines()
for 1 in 1s:
lines.append(binascii.unhexlify(1[:-1]))

# Step 1: Decode each line with the known key
k = "ALEXCTF{"
mes = []
for 1 in lines:
m = dec(1l, k)
mes.append(m)
print(mes)

# Step 2: Guess some part of the first message 'Dear Fri'

k = "Dear Friend, "
m = dec(lines[@], k)
print(m)

# Step 3: Decode each line with the new known key
k = "ALEXCTF{HERE_"
mes = []
for 1 in lines:
m = dec(1l, k)
mes.append(m)
print(mes)

# Step 4: Guess some part of the last message 'ncryption sc'

k = 'ncryption scheme


https://pequalsnp-team.github.io/writeups/CR2

m = dec(lines[-1], k)
print(m)

# Step 5: Decode each line with the new known key
k = "ALEXCTF{HERE_GOES_"
mes = []
for 1 in lines:
m = dec(1l, k)
mes.append(m)
print(mes)

# Step 6: Guess all the second message 'sed One time pad e’
# the third message is 'n scheme, I heard '
# so we can retrive the complete key
k = 'sed One time pad encryptio’

m = dec(lines[2], k)

print(m)

['Dear Fri', 'nderstoo', 'sed One ', 'n scheme', 'is the o', 'hod that', ' proven ', ‘'ever if ', 'cure, Le'
ALEXCTF{HERE_

['Dear Friend, ', 'nderstood my ', 'sed One time ', 'n scheme, I h', 'is the only e', 'hod that is m', ' pr
ALEXCTF{HERE_GOES

['Dear Friend, This ', 'nderstood my mista', 'sed One time pad e', 'n scheme, I heard ', 'is the only encry
ALEXCTF{HERE_GOES_THE_KEY?}

12, oldDevier

PART B RE X AR, R RSAWE HEF R —M, RSAMGIMFRE) HBd (BEHn. FXcAR,
HB¥eMRD

ETH 2R RSAMKMZERE) B L, BITHE,
MR B ERAN K EE RSAKEFBE T, IEEF XK 8 & https://www.zhihu.com/people/ou-yang-

shen-pai/posts

(python 2 )


https://www.zhihu.com/people/ou-yang-shen-pai/posts

#!/usr/bin/python
#coding:utf-8

import gmpy2
import time
from Crypto.Util.number import long_to_bytes

file = [{"c": 736606757474117146172206513324291608049550591366325033008274746538367689397041147655074839484
{"c": 21962825323300469151795920289886886562790942771546858500842179806566435767103803978885148772139305484
{"c": 65696894202740669578359833905835852865700876190481101411877005841937926952354050778115443551692903823
{"c": 45082461680445135184524938827135363906367415415518058217903389737976159712718672485843798131141254781
{"c": 22966105670291282335588843018244161552764486373117942865966904076191122337435542553276743938817686729
{"c": 17963313063405045742968136916219838352135561785389534381262979264585397896844470879023686508540355160
{"c": 16524175347090294503805706539737053209861176795975638730226831408005074825604829483101315409482277970
{"c": 15585771734488351039456631394040497759568679429510619219766191780807675361741859290490732451112648776
{"c": 89651234216376940500442168445233791633474780291248150328328132250507325585242396606487462848841407467
{"c": 13560945756543023008529388108446940847137853038437095244573035888531288577370829065666320069397898394
# AN e, n, c

c =[]

n =[]

for £ in file:
c.append(f["c"])
n.append(f["n"])
e =10

def CRT(items):
N = reduce(lambda x, y: x * y, (i[1] for i in items))
result = 0
for a, n in items:
m=N/n

d, r, s = gmpy2.gcdext(n, m)

if d != 1: raise Exception("Input not pairwise co-prime")
result += a * s * m
return result % N, N

data = zip(c, n)
X, n = CRT(data)

= gmpy2.iroot(gmpy2.mpz(x), e)[0].digits()
print long to_bytes(m)

13, wtc_rsa _bbq
B TANESCAYH, BHEH RsaCtfTool BB AT
kalitF, FEBITE github THMH (FELZEKBE)

Liee

python RsaCtfTool.py --publickey key.pem --uncipherfile cipher.bin



ipherfile cipher.bin
['] Warn

py g
[+] Clear 0 a or y this_en?}

5%]: flag{how_d0_you 7urn_this 0n?}

14, crd4-poor-rsa

BITNMEREK M, SHwinhexBE—T, KAR—NEHE, BRSO zZpf/k
BRI flag.b64 (FESL) F key.pub (A%

et #flag.b64 (Hflag.b64H () N 25 k17 fi# base64#:1E)

i il notepad++ T JF flag.b64>C 44 f# F =+ 1 MIME Tools #H ] base64 decode ¥ XN A%, R
JG RN flag.enc X (X B A RREZESHMMRE, Z2KEHE)

SR JE 1% B RsaCtfTool T B AT

python RsaCtfTool.py --publickey key.pem --uncipherfile cipher.bin

.~/document /RsaCtfTool# pythén RsaCtfTool.py --publickey frhotfdesktopfsharefkey.pem --uncipherfile /root/deskto
p/share/fla

[+] Clear text : 8&Bd68#HBuGLBE: ALEXCTF{SMALL PRIMES_ARE BAD}

15 3Iflag:ALEXCTF{SMALL_PRIMES_ARE_BAD}
15,flag_in_your_hand1
ST WA U indexhtml #1 —ANjs3eff , H8RjsRADH T2

B S BB 2sRIE1Tjs TRF. AN 4T Findex . html, 2047 js AAHD: B TLILE token I NAE AT
LAFIFH, getFlag () #aBEH—A hash fH,

Shr B showFlag () BREF ic FIE¥E T hash EE] flag & B IEH .
MAfEscript-min. jsHRE ic BUERIREL ck() , LEI— token 1 ck()Fic =trueBin],

token &£[118, 104, 102, 120, 117, 108, 119, 124, 48,123,101, 120] 8 MEFR3 1B 2fascii
15 BT o} L B 45

Blsecurity-xbu

AT DAF o a2 i js R Th e IR EF R B, ZHEMEPMSER—L
7£ token Ab¥iNsecurity-xbu , MdiGet flag!

HIyYou got the flag below!!,

PLKflag: RenIbyd8Fgg5hawvQm7TDQ

16,cr3-what-is-this-encryption

4 T rsaff FE MRS H, BEERMANARERT T



import libnum
from Crypto.Util.number import long_to_bytes

0x7feladf743675d1987d25d38111fae@f78bbeab852cbaSbedad7db76d119a3efe24cb@4b9449f53becd43bOb46e269826a983

(g}
1}

e = int("@x6dlfdab4ce3217b3fc32c9ed480a31d067fd57d93a9ab52b472dc393ab7852fbcbllabbebfd6aaae8032db1316dc22d3

g = int("@xa6055ec186de51800ddd6fcbfo192384fF42d707a55F57af4fcfbod1ldc7bd97055e8275cd4b78ec63c5d592F567c6639
p = int("0xfa0f9463ea0a93b929c099320d31c277e0bBdbc65b189ed76124F5a1218F5d91fd@102a4c8de11f28be5e4dPae91ab3l
n = g*p

d = libnum.invmod(e, (p - 1) * (q - 1))
m = pow(c, d, n) # m ETEEHEER
string = long_to_bytes(m) # mBi3C
print(string) # %A b m > WER

C:\Users\HP\AppData'\Local\Programs\Pyvthon'Pytho

b’ ALEXCTF{RS4_I5_E55ENT1AL_TO_DO_BY H4ND}’

s finished with exit

flag: ALEXCTF{RS4_I5_E55ENT1AL_TO_DO_BY_H4ND}

17, safer_than_rot13

FRERR R cry1003CHF, B HISCfHF WA SREAT rot1 3%, BRI 4
W WL, FAELKIA:

5 %flag: no_this_is_not_crypto_my dear

f MY BE ?95T A5 DANPERQOYS. ALMOST ALL ARE COMMON-BOEN, SIMYLE FOLY? WHO HAD NEVER BEE
WAR. WO9R FLAY IS "NO THIS IS NOT CRYYTO MY DEAR", IN LOWERCASE, WITH ?NDERSCORES IN

f MaY BE YIOST AS PANGEROUS. ALMOST ALL ARE COMMON-BOEN, SIMYLE FOLY WHO HAY NEVER BEE
3 WAR. FOUR FLAG IS “NO THIS IS NOT CRY?TO MY 7EAR[. IN LOWERCASE, WITH UNYERSCORES I

f MAY BE ?UST L5 DANGERUUS, ALMUST ELL ARE 7UNMMUN=BEOEN, SIMYLE FOLY WHO HAD NEVER BEE
3 WAR. YOUR FLAG IS “NO THIS IS NOT 9RY?TO MY DEAR", IN LOWERTASE, WITH UNDERSI?0ORES I

i MY BE ? —BORN, SIM?LE FOL? WHO HAD NEYER BEE
3 WAR. [TOUR FLAG IS “NO THIS IS NOT CRY?TO MY DEAR", IN LOWERCASE, WITH UNDERSCORES I

f Ma¥ BE 7UST A5 DANGEROUS. AYMOST A%? ARE COMMON-BOEN, SIM?7E FOY?? WHO HAD NEVEE BEE

18, flag_in_your_hand
S THA U indexhtml F1 —ANjs3UfFE , H8RjsRIDHIHRES

BB K2 kiz1T)s P . AT FFindex. . html, #7 js ANFS: BT RTE token Fy NHEH i N H
LFEFFE, getFlag () #RHEH— hash fA,

PR kR showFlag () BREF ic MMEWRE T hash {ER] flag & B IEM.


https://quipqiup.com/

MAfEscript-min. jsHIRE ic BUERIREL ck() , LE|—A token 18 ck()HFic =trueBin],

token & [118, 104, 102, 120, 117, 108, 119, 124, 48,123,101,120] 8 M FR3 183 ascii
T8 BT oF L ) 455

Blsecurity-xbu

AT DAF o a2 i js R ThREEREF R B, ZHEMEMSER—L
£ token Ab¥i Nsecurity-xbu , M diGet flag!

HIyou got the flag below!!,

PLKflag: RenIbyd8Fgg5hawvQm7TDQ

19, Decode_The_File
XREER Bt 5 miscH ) base64stego —#F, #RRFI A base64 N E ¥ AT B8 (1 hn 25 78
F Fbase64 M wrett, KflagitiTwmidn s, BERES—ITHEE

(RIZEJRHE, asciifdH8h —#FIRR—NFZ/HFK, Mbase642 6N —#HlRR—NFZRK, BHXF
AN BB EEFMLRT R —A “FT”, RERENENEAMRN—DFR, BETRT base64% 3,
MEbase64f) X MFERF A, 88— BEXHBREAL Z#H 2R WE K, 7l flagi ik =i
1l J5 7 4y Ra g 7E B — B BN B J 4L — Bk D

R

W E A4 N stego.ixt

import base64

b64chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"
with open('stego.txt', 'rb') as f: #stego.txt JNTEbase64%E L H N 5 I %
flag = "'
bin_str = "'
for line in f.readlines():
stegb64 = str(line, "utf-8").strip("\n")
rowb64 = str(base64.bb6dencode(base6b4.bb6ddecode(stegh64)), "utf-8").strip("\n")
offset = abs(b64chars.index(stegb64.replace('=", '')[-1]) - b64chars.index(rowb64.replace('=", "')[
equalnum = stegb64.count('=") # no equalnum no offset
if equalnum:
bin_str += bin(offset)[2:].zfill(equalnum * 2)
for i in range(@, len(bin_str), 8):
print(chr(int(bin_str[i:i + 8], 2)),end="")

RIATET, BERXLE
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