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RSAPrivateKey ::= SEQUENCE {

version Version,

modulus INTEGEE, — n

publicExponent INTEGERE, — e

privateExponent  INTEGEE, — d

primel INTEGERE, — p

prime INTEGERE, — nq

exponentl INTEGER, — d mod (p-1)
exponent? INTEGERE, — d mod (g-1)
coefficient INTEGEE, — (inverse of q) mod p

otherPrimeInfoz  OtherPrimelnfos CPTIONLL
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e d mod (p-1)=x1
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e d mod (g-1)=x2
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* (9-1)modp
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d-e=1 mod (p-1)(g-1)

N#&d e=1 mod (p-1)5d-e=1 mod (g-1)
x1-e=1 mod (p-1) , x2-e=1 mod (q-1)
(p-1)|(xle-1)

(g-1)|(x2e-1)

iex1 e-1=rl-(p-1);

H¥x1=d mod (p-1), MIx1<(p-1);
JUFERTBAE #ix1 e=r1- (p-1)
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import gmpy2
import rsa
from Crypto.Util.number import isPrime

x1="0xd5a225c0d41b16699c4471570eecd3dd7759736d5781aa7710b31b4ad6e441d386dal345bc97d1aa913+8531850f6d4684a80e6067
fb71cf213b276c2cbaed59"
Xx2="0x1338c593d3b5428ce978bed7a553527155b3d138aeac084020c0Oc67F54b953015e55f60a5d31386505e02e6122dad7db0ad5ecb552
e448b347adc2c9170fa2f3"
x3="0xd5c8d6dc583ecdf3c321663ba32aedablc9a2ded6702691993184209e93914f0d5adf415634788d5919d84a8d77429959d40+bad7b
29cf70b943124217c9a431"

x1=int(x1,16)

x2=int(x2,16)

x3=int(x3,16)

def genKey(X1,X2):
e=65537
N1=X1*e-1
N2=X2*e-1
print(N1)
for r in range(e):
if N1%(e-r)==0:
p=int(N1//(e-r)+1)
if isPrime(p)==1:
print("ri=",r)
break
for r in range(e):
if N2%(e-r)==0:
g=int(N2//(e-r)+1)
if isPrime(q):
print("r2=",r)
break
n=p*q
phi=(p-1)*(q-1)
d = int(gmpy2.invert(e, phi))
privatekey = rsa.PrivateKey(n, e, d, p, q)
with open("flag.enc", "rb") as f:
print(rsa.decrypt(f.read(), privatekey).decode())
genKey(x1,x2)
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