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from Crypto.Util.number import getPrime,long_to_bytes, bytes_to_long
from Crypto.Cipher import AES
import hashlib
from random import randint
def gen512num():
order=| |
while len(order)!=512:
tmp=randint(1,512)
if tmp not in order:
order.append(tmp)
ps=| |
for i in range(512):
p=getPrime(512-order[i]+10)
pre=bin(p)[2:][0:(512-order[i])]+"1"
ps.append(int(pre+"0"*(512-1len(pre)),2))
return ps

def run():

choose=getPrime(512)
ps=gen512num()
print "gen over"
bchoose=bin(choose)[2: ]
r=0
bchoose = "0"*(512-1en(bchoose))+bchoose
for i in range(512):

if bchoose[i]=="1":

r=r*ps[i]

flag=open("flag","r").read()

key=1long_to_bytes(int(hashlib.md5(long_to_bytes(choose)).hexdigest(),16))
aes_obj = AES.new(key, AES.MODE_ECB)
ef=aes_obj.encrypt(flag).encode("base64")

open("r", "w").write(str(r))

open("ef","w").write(ef)
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for p in ps:
gg+=str(p)+"\n"

open("ps","w").write(gg)

run()
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from base64 import b64decode

from hashlib import md5

from Crypto.Cipher import AES

from Crypto.Util.number import long_to_bytes

def cal_k():
with open('ps','r"') as f:
ps=[long(x) for x in f.read().split('\n")[:-1]]
with open('r','r"') as f:
r=long(f.read())
pbits=[bin(x).rfind('1")-2 for x in ps]
bc=['0"']*512
for le in range(512):
ind=pbits.index(511-1e)
tt=bin(r)[2:].rjust(512,'0"')[511-1e]

if tt=="1":
bc[ind]="1"
r*=ps[ind]

return long(''.join(bc),2)

def solve():
with open('ef','rb") as f:
ef=b64decode(f.read())
key=1long_to_bytes(int(md5(long_to_bytes(cal_k())).hexdigest(),16))
aes_obj = AES.new(key, AES.MODE_ECB)
return aes_obj.decrypt(ef)

if __name__=="_main__ ':
print solve()
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