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#!/usr/bin/python

from Crypto.Util.number import *
from Crypto.PublicKey import RSA
from secret import s, FLAG

def gen_prime(s):
while True:
r = getPrime(s) #4/li—1F%r
R = [r] ##rE# i
t =int(5 *s / 2) +1
for i in range(9, t):

R.append(r + getRandomRange(©, 4 * s ** 2))
#ER—TO~(4 * s ** 2) FIREHLEI Er FT1E 112 5)2R & H
p = reduce(lambda a, b: a * b, R, 2) + 1
#reduce () BRE AN S H /7T Z BT EH.
if isPrime(p):
if len(bin(p)[2:]) == 1024: #[2:]L##FIEH) 0b'
return p

while True:

gen_prime(s)

gen_prime(s)

=p*q

65537

= inverse(e, (p-1)*(g-1))

if len(bin(n)[2:]) == 2048:
break
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msg = FLAG
key = RSA.construct((long(n), long(e), long(d), long(p), long(q)))
for _ in xrange(s): #BHWEsK

enc = key.encrypt(msg, 0)[0]

msg = enc

print key.publickey().exportKey()
print '-' * 76

print enc.encode( 'base64’)

print '-' * 76



MIIBIjANBgkqghkiGOw@BAQEFAAOCAQ8AMIIBCgKCAQEAG+m7iHurBa9G8ujEiTpZ
71aHOVNhQXpd6jCQNhwMN3hD6IHkvOHSXmJIwfGe@EnXDtjRraWmS60YzT4+LSrXs
z9TkWGzR1341C7WHS8D3NWIWYHCPATRt2NOT1IWXWmONFCrEXqQ3IWgYQpQvKzsds
etnIZJL1tf1wQzGE6rbkbvUR1UBbzBSuidkmi@kY5Qxp23fb60UI6472zx2dPxIpD
FFSCNFFVIDUYOvrgYxIhs5HmMCF3XECC3VFfaKtRceL5IM8ROGz5nVU2Ns8hPVSVP+
7/17G447cjW151si0joB7RpBplud4Vk8TXXDAkOIZdWEKwIN7ITaX04AAAAAAAAA
AQIDAQAB

eEROINIcZYx/t+71nRvv8s8zyMw8dYspZlne®MQUatQNcnDL/wnHtkAoNdCalQkpcbnZeAz4qgeMX
5GBmsO+BXyAKDueMA4uy3fw2k/dqFSsZFiB7I9MAoEkqUja52IMpkGDI2eXGjIWHedmgknilayS4
204p9b0Q1z754qqRgkuakKzPWkZPKynULAtFXF39zm6dPI/jUA2BEoSWBoOPzsCzwRmdr6QmIXTsau
5BAQC5qdIkmCNg7+NLY1fjOmSEF/W+mdQvcwYPbe2zezroCil iPNZnoABfmPbWACASVU6EMOYxvnX
sh2YjkyLFf4cJSgroM3Aw4fVz3PPSsAQyCFKBA==

EARE BRI pub. pem
$R J5 FIRsaCtfTool.pysk BURA4H

python3 RsaCtfTool.py --publickey pub.pem --private
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from Crypto.PublicKey import RSA
import base64
with open('private.pem') as f:
p = f.read()
rsakey = RSA.importKey(p)
private_key = RSA.construct((int(rsakey.n), int(rsakey.e), int(rsakey.d)))

msg= base64.b64decode("eEROINIcZYx/t+71nRvv8s8zyMw8dYspZlned®MQUatQNcnDL/wnHtkAoNdCalQkpcbnZeAz4qeMX5GBmsO+BXyAKD
ueMA4uy3fw2k/dqFSsZFiB7I9MOoEkqUja52IMpkGDI2eXGjOWHedmgkniIayS4204p9b0Q1lz754qqRgkuakzPWkZPKynULAtFXF39zm6dPI/jUA
2BEoS5WBoPzsCzwRmdr6QmIXTsau5BAQC5qdIkmCNg7+NLY1fjOmSEF/W+mdQvcwYPbe2zezroCiLiPNZnoABfmPbWACASVUGMOYxvnXsh2YjkyLF
f4cJSgroM3AwafVz3PPSsAQYyCFKBA==")

with open('decode.txt', 'w+') as f:
for s in range(1,100):
msg = private_key.decrypt(msg)
f.write(repr(msg) + "\n")

5 %flag

b'the flag is: ASIS{nOt_50 e&sy RSA in_ASIS!i!}’
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