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#!/usr/bin/env python

def supa_encryption(sl, s2):
res = [chr(0)]*24
for i in range(len(res)):

g = ord(s1[i])
d = ord(s2[i])
k=q~d
res[i] = chr(k)
res = ''.join(res)

return res

def add_pad(msg):
L = 24 - len(msg)%24
msg += chr(L)*L
return msg

with open('fullhd.png','rb") as f:
data = f.read()

data = add_pad(data)

with open('key.txt') as f:
key = f.read()

enc_data = "'

for i in range(@, len(data), 24):
enc = supa_encryption(data[i:i+24], key)
enc_data += enc

with open('BITSCTFfullhd.png', 'wb') as f:
f.write(enc_data)
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plain ="89504E470DOA1A0A0000000DA94844520000078000000438" .decode("hex")

enc = "FB3B26625C5A2E6D3026336A7D7EQ4662A2561A8554E2764" .decode ("hex")

def supa_encryption(sl, s2):

res = [chr(0)]*24

for i in range(len(res)):
q ord(s1[i])
d ord(s2[i])
k=q~d
res[i] = chr(k)

res = ''.join(res)

return res

def add_pad(msg):
L = 24 - len(msg)%24
msg += chr(L)*L
return msg

key = supa_encryption(plain, enc)

with open('BITSCTFfullhd.png','rb") as f:
data = f.read()

data = add_pad(data)
dec_data = "'
for i in range(@, len(data), 24):
dec = supa_encryption(data[i:i+24], key)
dec_data += dec

with open('fullhd.png', 'wb') as f:
f.write(dec_data)
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