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from Crypto.Util.strxor import strxor
import base64
import random

def enc(data, key
key = (key * (len(data) / len(key) + 1 len(data
return strxor(data, key

poem = open('poem.txt', 'r').read
flag = "hctf{xxxxxxxxxxx}"
with open('cipher.txt', 'w') as f

f.write(base64.b64encode(enc(poem, flag[5:-1
f.close

ciMbOQxffx@GHQtSBBOQSQIORi1hXVQAUOUKHNEQLVAQCAVMAAAMCASFEGQYcVS8BNh8BGAOHF IMAABWCTSVQC2UdMQx5FkkGEQQAAVMAAQtHRCNL
FONSORscMkkaHABSExIYBQseUmBCFgtSKwEWfwELFRcGbzwEDABHVS8DDACXfwUcMQWCDUUBCgEYYSQEBATNKGWQeOkkbPhsYERYGDBOTYzwCUSVC
DE8dKh@BNg4GAAkLSVMWHBpHQCXQFO8AOhkWPh10AA@XRQQRBQIKQYVKFghSMA95Gh8LGhEHBB8YEE4UViFaEQEVwAdfxO@GEUUWAAARGXpHTiFQ
ERx4FkkROgUHERMXRTpUCANtYY9RFk8TLEKHNwXOFhcbAhsASROSTC1GCk8UMwYEOhsdfiEdRRObHU4QSDRLHROX0OKGMQOLEEATERYQSQgEORDIa
WAsXMgYdfxsbGABALRYVGxpHUYFXHUBTMQ1TPRsLFREaDBOTSROIASIGGR1SKwEWfwUBFQFSChVUHQYCASNWFQOXLRocMgxkNgoAABd+PRKkIKwkD
EAOTLQ1TKwELVAgHFhoXRU4BUy90WBsaOkkeMAYAVAQcAVMXCBWEQDNQci4HIwATNggcDUUXHQCcGDAMCASFGCxsaOh@aPAAdGUUQBBOASROTIASNC
CBsHLQXTMgAdABx4IxoYBQcIRmMBXEApSNgcHOgcdEUUeDBURRUAFVDQDGQMBMEKVNEUCHQSVRQccDE4XVDIGcjsaOhsWfwgcEUUTCQQVEBIHTCVO
Fx@bOhpTKwE cGXAVDRWBHU4TSSUDHQ4AKWF 5FkkMEQkbAAURSSAHQCOpPAYX00OKSLEkaHABSFAYdDBpHQYVCDRs LfwYVfwgbABAFC1MYDABRRDMp
KwcXMQ5TNhpOGgoGRRACCAEUDWBQFQAZOkkUOhoaARcXbzYCDABHVi1PDE8TMxoctxsLAAQbCxYQSQwITyUDCBOdKgofIkk/HQsVRTURBWIHTDVQ
GWMXVSYQPBWCAG8MDQERDGQUAShGGR1SMwYFOkVOPUUQAB8ADBgCAS INWAMAKQX5EwWYYEUUbF1IMVSRAITiwDFw1SLBOBKg4IGAWCAIMWBRSCDCAR
HQocfwgfOAgLfiQBRRCRGEELQDRGWAIbPBsccgsbBhYGRRwSSRkOTyQpOgMX0g0aMQ50AARACEY TAUAKWGBVHQY cLGMqOggcBOUBERIAAAEIRCQD
EQFSKwWEWfws LGAwXA3kyBhsVKwkDGgoeNgwFOkkaHAQGRRIYBU4EQCADEAOTLWM2KQWAVAQCEROXABAGVSUDHAYBPBsWKwxCVCxSCBYASROPRGBM
DAcXLUKHNwwHBkUdEh1+0gEKRGBAGQF SMQYHfw4cFRYCRQccDE4KTi1GFht4EwwVK@kaGOUGDRZULABUVWBXFO8VMEkkOhoaWEUGDRZUDQsGRWBO
DRwGfwccK@kcEREHFx1UHQFHTY9UEAOAOMMgOgxCVCXSEhYVGO49QCADPgMdKAWBLEKBGKUFHFMcDABDDWBKFk8UKgUffwsCGwofRRIYBEAAATRL
HU8FPhBTPgUCVBEaAAFMDCBdtZzJGCRoXMROTIkkDHRYBABAUGEEKRGWDGhoGfwgfLAZOEAAXFR8NSQMIVYVHWARL fx4aMQ1CVAMACEAARU4UTY9U
WAAAfxsSNgdkMgwEAHkkGWSNTYEDKA4APgQaKwhCVBYdCh1UCB1HUi9MFk8TLGMfNg8LVACXRRERCBSTSCZWFE8eNgIWFxobGQgXF1MSBQEQRDIQ
WA4c00kX0ggaHEUeDBgRSQ8SVTVOFk8e0ggFOhpkNQkBC1MXCBWCASFBFx0Gfx4bPh10HAQB
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# coding:utf8

# by https://findneo.github.i0/

def getCipher(file='cipher.txt’
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c= join(map(lambda x:x.strip(),open('cipher.txt").readlines decode( 'base 64"
cc= [ord(i) for i in c

# print cc,len(cc)

return cc

# ¢ = open(file).read()

# codeintlist = []

# codeintlist.extend(

# (map(lambda i: int(c[i:1 + 2], 16), range(©, len(c), 2))))

# return codeintlist

def getKeyPool(cipher, stepSet, plainSet, keySet
UEBEANRECE . ATFRE. BRTERE. BEKEGESEA S TFIIRLE . Ea[ex11,0x22,0x33]
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e
1:[[ex11]],
3:[
[0x11,0x33,0x46],
[0x22,0x58],
[0x33]

]

keyPool = dict()
for step in stepSet:
maybe = [None]| * step
for pos in xrange(step):
maybe[pos]| = []
for k in keySet:
flag = 1
for ¢ in cipher[pos: :step]:
if ¢ » k not in plainSet:
flag = ©
if flag:
maybe| pos | .append(k)
for posPool in maybe:
if len(posPool) == 0:
maybe = [ |
break
if len(maybe) != 0:
keyPool|[step] = maybe
return keyPool

def calCorrelation(cpool):

"UUENFH, Ban{'e':2,'p':3}
REIFT RN, O~1, [E B K AT AR K
(correlation between the decrypted column letter frequencies and
the relative letter frequencies for normal English text)

frequencies = {"e": 0.12702, "t": ©0.09056, "a": ©.08167, "o": ©.07507, "i": 0.06966,
"n": 0.06749, "s": 0.06327, "h": 0.06094, "r": 0.05987, "d": 0.04253,
"1": 0.04025, "c": 0.02782, "u": 0.02758, "m": 0.02406, "w": 0.02360,
"f": 0.02228, "g": 0.02015, "y": 0.01974, "p": 0.01929, "b": 0.01492,
"v": 0.00978, "k": ©.00772, "j": 0.00153, "x": 0.00150, "q": 0.00095,
"z": 0.00074}

relative = 0.0

total = ©

fpool = 'etaoinshrdlcumwfgypbvkjxqz'

total = sum(cpool.values()) # BAINE7#%FELRIHE M AR FZHF

for i in cpool.keys():

if i in fpool:
relative += frequencies[i] * cpool[i] / total
return relative

def analyseFrequency(cfreq):
key = [
for posFreq in cfreq:
mostRelative = 0
for keyChr in posFreq.keys():
r = calCorrelation(posFreq[keyChr])
if r > mostRelative:
mostRelative = r



keychar = keyChr
key.append(keychar)

return key

def getFrequency(cipher, keyPoollist):
AR NRE SR RS R AL
ENERARFRENNFE, RREEFFTERE.
JEdn[[ex11,0x12],[0x22]]
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[ {
ox11:{'a"':2,'b"':3},
ox12:{'e':6}
¥
{
ox22:{'g"':1}
1]

freqList = []
keyLen = len(keyPoollList)
for i in xrange(keylLen):
posFreq = dict()
for k in keyPoolList[i]:
posFreq[k] = dict()
for ¢ in cipher[i::keyLen]:
p = chr(k * ¢)
posFreq[k][p] = posFreq[k][p] + 1 if p in posFreq[k] else 1
freqlList.append(posFreq)
return freqlList

def vigenereDecrypt(cipher, key):
plain = "'

cur = 0

11 = len(key)

for ¢ in cipher:
plain += chr(c ~ key[cur])
cur = (cur + 1) % 11

return plain

def main():
ps = []
ks = []

ss =[]
ps.extend(xrange(0xff))
ks.extend(xrange(0x20,0x80))
ss.extend(xrange(1, 50))
cipher = getCipher()

keyPool = getKeyPool(cipher=cipher, stepSet=ss, plainSet=ps, keySet=ks)
for i in keyPool:

freq = getFrequency(cipher, keyPool[i])

key = analyseFrequency(freq)
.join(map(chr,key))

print

__main__":

if _ _name__ =



main
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