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1{int _ cdecl main(int al, char **a2)
2l
3| unsigned int w3; // eax
4| FILE *w4; // [esp+léh] [
5| FILE *v5; // [ 14h
6| char ptr; ff [e: il
8 if { al <=2 )
9 return 1;
18 5 o= time(@);
11| srand(v3);
12| w4 = fopen(az[1l], "rb");
13| w5 = fopen(az[2], "wb™);
14| while ( fread(&ptr, lu, lu, v4) == 1)
5] {
16 ptr = rand();
17 fwrite(&ptr, 1u, lu, v5);
18| }
19| fclose(va);
28| fclose(vs);
21| return @;
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34 : ecryptl.bin

B : 96
Inode : 1349485
Uid : 1000/
B 210000 +0800
: 2014-11-22
2021-02-03 16:59:56.934210907 +0800

stat —printf=%Y ecryptl.bin
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#tinclude <stdio.h>
#tinclude <stdlib.h>

int main(int argc, char *argv
FILE *cipher = fopen(argv|[1l "rb"
FILE *plain = fopen(argv[2], "wb"
unsigned int seed = atoi(argv[3
int ¢

srand(seed
c = (fgetc(cipher) & Oxff) ~ (rand() & oOxff
while (!feof(cipher

fputc(c, plain

c = (fgetc(cipher) & Oxff) ~ (rand() & oOxff

fclose(plain
fclose(cipher



$ gcc easydecode.c -o easydecode

$ :feasydecude ecryptl.bin cryptl.png 1416667590
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N =pq
C=M(M+ B)modN
= B8AE199365
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= 8D5051562B
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N = B86E78(C811
B = FFFEE
C =5FFAQ0AC1A2

N = 7BD4071E55
B = FEFEF
C = 6008DDF867
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SECCON 2014 quals # Crypto — Decrypt it (Easy)

e snflagig: SECCON{...}
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N, B, FLAG = OxB8AE199365, OXFFEEE, 'SECCON{'
for i in range(1, len(FLAG)+1):

M = int(FLAG[©:i].encode( 'hex"), 16)

print FLAG[@:i]+'\t'+hex(M * (M + B) % N)
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N, B = OxB86E78C811, OXFFFEE
for i in range(32, 127):
for j in range(32, 127):
for k in range(32, 127):
M= int(('N{" + chr(i) + chr(j) + chr(k)).encode('hex"'), 16)
if ((M * (M + B) % N) == OX5FFAGAC1A2):
print 'N{' + chr(i) + chr(j) + chr(k)
N, B = Ox7BD4071E55, OXFEFEF
for i in range(32, 127):
for j in range(32, 127):
for k in range(32, 127):
for 1 in range(32, 127):
M = int((chr(i) + chr(j) + chr(k) + chr(l) + '}').encode('hex"'), 16)
if ((M * (M + B) % N) == Ox6008DDF867):
print chr(i) + chr(j) + chr(k) + chr(l) + "}’

f8%flag: SECCON{Ra_b1_N}
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def mul_inv(a, b):
bo = b
X0, x1 =0, 1
if b == 1: return 1
while a > 1:
g=a/b
a, b = b, a%b
x0, x1 = x1 - q * x0, x0
if x1 < 0: x1 += b@
return x1

def chinese_remainder(n, a, lena):
p=1=prod=1;, sm=20
for i in range(lena): prod *= n[i]
for i in range(lena):
p
sm += a[i] * mul_inv(p, n[i]) * p

prod / n[i]
return sm % prod
def bruteforce(p, q, C, B):
for Mp in [m for m in xrange(p) if (C % p) == (m * (m + B) % p)]:

for Mg in [m for m in xrange(q) if (C % q) == (m * (m + B) % q)]:
print ('%x' % chinese_remainder([p, q], [Mp, Mq], 2)).decode('hex")
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