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前言前言

继续ctf的旅程
攻防世界Crypto高手进阶区的7分题
本篇是SM1的writeup

发现攻防世界的题目分数是动态的

就仅以做题时的分数为准了

解题过程解题过程

得到一段python和三个文件
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from Crypto.Util.number import getPrime,long_to_bytes,bytes_to_long
from Crypto.Cipher import AES
import hashlib
from random import randint
def gen512num():
    order=[]
    while len(order)!=512:
        tmp=randint(1,512)
        if tmp not in order:
            order.append(tmp)
    ps=[]
    for i in range(512):
        p=getPrime(512-order[i]+10)
        pre=bin(p)[2:][0:(512-order[i])]+"1"
        ps.append(int(pre+"0"*(512-len(pre)),2))
    return ps

def run():
    choose=getPrime(512)
    ps=gen512num()
    print "gen over"
    bchoose=bin(choose)[2:]
    r=0
    bchoose = "0"*(512-len(bchoose))+bchoose
    for i in range(512):
        if bchoose[i]=='1':
            r=r^ps[i]
    flag=open("flag","r").read()

    key=long_to_bytes(int(hashlib.md5(long_to_bytes(choose)).hexdigest(),16))
    aes_obj = AES.new(key, AES.MODE_ECB)
    ef=aes_obj.encrypt(flag).encode("base64")

    open("r", "w").write(str(r))
    open("ef","w").write(ef)
    gg=""
    for p in ps:
        gg+=str(p)+"\n"
    open("ps","w").write(gg)

run()

分析

要解flag，需要choose得到key

choose的值与r和ps的^运算有关

ps的值来自于order，而order每个值不同，因此读取ps最后一个1出现位置均不同，通过与r异或是否为0判断某一位是否为
1，由此可以组成bchoose

先把值拿出来看看



import os
import base64

r=open("r","r").read()
ef=open("ef","r").read()
ps=open("ps").readlines()

print(ef)
ef=base64.b64decode(ef)
print(ef)

for k in ps:
    if(bin(int(k,10))[-3]=='1'):
        print(bin(int(k,10)))
print(bin(int(r,10)))

得到

5eFo3ANg2fu9LRrFktWCJmVvx6RgBFzd0R8GXQ8JD78=
b'\xe5\xe1h\xdc\x03`\xd9\xfb\xbd-\x1a\xc5\x92\xd5\x82&eo\xc7\xa4`\x04\\\xdd\xd1\x1f\x06]\x0f\t\x0f\xbf'
0b11001100000101001010010100000101001010001011011100011001011011011010001011010001100110101100000101111111101101
1111101111100100011101001001001010110111011011000011110110011010111110011001001100000110011000000100111111001001
0101101011100010010011110101111000010001001100011111010100100111010101110011000110100001101000001001111101100110
1010111001111010011101110100100100111000100000011111111101101010110011100110110010001011001111010010011001010100
110001001111010100000111010110010101111110101111001001000101100100
0b10111101011111001000011010001000001010101111110001001111110100000111011010001111101010100101110001100110101110
1000010100010010101001011000011101000001110100110110101010101110101001110011001000100101011110001010101111010110
1111100001100110010001100100000111101010111100111011011111110101101010000100111010001011111100011111011100111000
0100010011001101110100110011001000011001110011100000000100110100110110011100011011001000011001100100000110110110
110110010111001100011111001100001001000100001010111011010010111111
0b11010111111011101110011101000000000011000101110011101111101011011100000111100100000010110010001010101000001111
1010000101010111111111011100110000000010010111011000110111100111100010001001100111010001100110011110000111010111
0100110000000100111000001101101010010001010100001011100101011101011110001101001100010100000100011011000100011001
0111010001100011010111100111110000010000011001010111011011011100011000111010010100101110000010000001100111111000
111011001010010010110001100110001101001010101101010110011100110110
0b10000000111100111101000011010111000111111000011010110000000001011001101011000001000101110001010010010110000001
0101001010101011100110111000110001010100010011110011011010101010101101100100101000000111001101111010101100111011
0001111101000011011100010100111010100100001100100000110010010011010111000010000000110011011111011111010110101101
1001011010000000001010000110111000000100110000000001010010101100000111110100100110111100000110111011010000111010
010111011101011000001000111011111101111111000110110101101010100010

获取choose



psre=[]
for k in ps:
    t=bin(int(k,10))
    psre.append(t)

l=[]
for i in psre:
    if i.rfind('1') not in l:
        l.append(i.rfind('1'))
    else:
        print('error')
        print(i.rfind('1'))

bchoose=[0 for _ in range(512)]  
print(bchoose)

r2=int(r,10)
for i in range(512):
    rre=bin(r2)
    rre='0'*(512-len(rre))+rre
    ii = rre[-i-1]
    if(ii=='1' or ii==1):
        sub='1'+'0'*i
        for z in range(512):
            if psre[z][-i-1:]==sub:
                bchoose[z]=1
                r2=r2^int(ps[z],10)
                break
print(bchoose)
i=0
for k in range(512):
    if bchoose[k] ==1:
        i=i^int(ps[k],10)
print(i==int(r,10))
print(bin(i))
print(bin(int(r,10)))
choose=0
for i in range(512):
    choose=choose*2+bchoose[i]
print(choose)

得

到 1140059947302831048062059107411269031879950164242566644951988815249776547540934620124874473486437569011279843

4541063767944755958258558428437088372812844657

用choose解flag

from Crypto.Util.number import getPrime,long_to_bytes,bytes_to_long
from Crypto.Cipher import AES
import hashlib
from random import randint
key=long_to_bytes(int(hashlib.md5(long_to_bytes(choose)).hexdigest(),16))
aes_obj = AES.new(key, AES.MODE_ECB)
flag = aes_obj.decrypt(ef)
print(flag)

得到flag： flag{shemir_alotof_in_wctf_fun!}



结语结语

到后面都是阅读源码和找突破点
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