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from PIL import Image

result

for i in range(104):
img = Image.open(f"{i}.jpg")
im = img.convert("RGB")
r, g, b = im.getpixel((1, 1))
if r 255:
result "1t
else:
result "o"

i in range(@, len(result), 8):
byte result[i:i+8]
print(chr(int(byte,2)), end="")

BATERWT



pythonProject17 | fa

m v
@ EmE

m v MpythonProjecti?

s/chaoyue/pythonProjec

@ Python BHIE

v 171 criF utrs $300k

0x03 & Fflag: flag{FuN_giF}

008 ik 5= 1

k=T

||'l 4 :T-:""
- 13803 A

HEERH: 4.0

fHk¥: DDCTF2018

BEMR: MBIRT —HIHwT
c8e9acalc6f2e5f3e8cdefe7a1a0d4e8e5alebece1e7ale9f3baale8eafae3f9edeafac2eaede3eaebfacbe3foe7e9f3ed4e3e8eafd
eafde2edebf2, ESHMMHB T EF( 0°) 7 ~L+1—L

0x01 %8 H &AM, RA 8 H#RH iR

MEBfE R, FRHEHH-OEZa-eHmR, T ANHEHFERE,

A LRI AN ZRRAN—H, FHovHids, RERZE128, FHEANASCilZ0-127THERN, BEEREFE.
0x02 %i 5 pythonf# it i 4



string "c8e9acadc6f2e5f3e8cdefe7aland4e8e5a0ebecele7aPe9f3baake8eatae3f9edeafae2eaede3eaebfaebe3f5e7e9f3ede3e
eaf9eaf3e2ede6f2"

flag n

for i in range(®, len(string), 2):

char "ox" string[i:i 2]
flag chr(int(char, 16) 128)

(flag)
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Hi, FreshDog! The flag is: hjzcydjzbjdcjkzkcugisdchjyjsbdfr
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00680400 €2 30 56 49 4D 20 37 2E 34 00 00 00 00 10 00 00 bDOVIM 7.4
00680410 00 00 00 00 00 00 00 00 E3 12 00 00 72 6F 6F 74 a  root
00680420 00 00 00 00 00 00 00 00O 0O 00 00 00 00 00 00 00
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fin "flag+"

.fU?athikgKngiFlaé.txt

2 /mnt
fO07avZhikgKegbF/flag. txt
ZmxhZ3tzYWpiY2lienNrampjbmJoc2J2Y2pianN6Y3N6Ymt6and=

] /mnt
C fO07avZhikgKegbF/flag. txt
flag{sajbcibzskjjcnbhsbvcjbjszcszbkzj}

2 /mnt
|
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SUH(F) REE) ER(0) BE(V) BEHH)
U3RIZ2Fub2dyYXBoeSBpcyB0aGUgYXJOIGFUZCBzY2llbmNIGOm
IHdyaXRpbmcgaGlkZGVulG1lc3NhZ2VzIGIuIHN1Y2ggYSB3YXkgdGhhdCBubyBvbmV=
LCBhcGFydCBmem9tIHRoZSBzZWS5kZXIgYWS5kIGludGVUZGVKIHIIY 2lwaWVudCwgc3VzeGU=
Y3RzIHRoZSBleGlzdGVuY2Ugb2YgdGhlIiG1lc3M=
YWdILCBhIGZvemO0gh2Ygc2VjdX)pdHkgdGhyb3VnaCBvYnNjdXJpdHkulFS=
aGUgd29yZCBzdGVnYW5vZ3JhcGh51GIzIGIMIEdyZWVIG9yaWdpbiBhbmQgbWVhbnMgImNvbmNIYW==
bGVkIHdyaXRpbmcilGZyb20gdGhlIEdyZWVrIHdvemRzIHNOZWdhbm9zIG11YWS5pbmegimNv
dmVyZWQgb3IgcHJvdGVjdGVkliwgYWS5kIGdyYXBoZWIulG1lYW5pbmcgInRvIHc=
cml0ZSIulFRoZSBmaXJzdCByZWNvemRIZCB1c2Ugb2YgdGhlIHRIem0gd2FzIGlulDEOOTkgYnkgSm9o
YW5uZXMgVHIpdGhlbWI1cyBpbiBoaXMgU3RIZ2Fub2dyYXBoaWEsIGEgdHJIYV==
dGIzZSBvbiBjcnlwdGIncmFwaHkgYW5kIHNOZWdhbm9nemFwaHkgZGlzZ8==
dWIzZWQgYXMgYSBib29rIGOulG1hZ2ljLiBHZWSlemFsbHksIG11e3P=
YWdlcyB3aWxsIGFwcGVhciBObyBiZSBzb211dGhpbmegZWxzZTogaW1hZ2VzLCBhenRp
Y2xleywgc2hveHBpbmegbGlzdHMsIGIyIHNvbWUgb3R=
aGVyIGNvdmVydGV4dCBhbmQsIGNsYXNzaWNhbGx5LCB0aGUgaGIkZGVulG1lc3NhZ2UghbWF5IGIIIGIulGludmm=
c2libGUgaW5rIGJIdHdIZW4gdGhlIHZpc2libGUgbGluZXMgb2YgYSBwemI2YXRIIGxIdHRIciANCgOKVGhI
IGFkdmFudGFnZSBvZiBzdGVnYW5vZ3JhcGh5LCBvdmVyIGNy
eXBOb2dyYXBoeSBhbG9uZSwgaXMgdGhhdCBtZXNzYWdIcyBkbyBub3QgYXROcmFjdCBhdHRIbnRpb25=
IHRVIHROZW 1ZZWx2ZXMulFBsYWIlubHkgdmlzaWJsZSBIbmNyeXBOZWQgbW\Vzc2FnZXOXbm8gbWFOdGVyIF==
aG93IHVuYnJIYWthYmxII3dpbGwgYXJvdXNIIHN=
dXNwaWNph24sIGFuZCBtYXkgaW4gdGhlbXNIbHZIcyBiZSBpbmNyaW1pbmF0aW5nIP==
aW4gY291bnRyaWVzIHdoZXJIIGVuY3J5cHRpb24gaXMgaWxsZWdhbC4gVGhlemVmb3JILH==
IHdoZXJIYXMgY3J5cHRvZ3JheGh5IHByb3RIY3RzIHRoZSBjb250ZW50cyBvZj==

£817, 657 100%

&% %£ 1T base644i Y

U3R1Z2Fub2dyYXBoeSBpcyBOaGUgYXJOIGFuZCBzY211bmN1IGOm
IHdyaXRpbmcgaGlkZGVuIG11c3NhZ2VzIGluIHN1Y2ggYSB3YXkgdGhhdCBubyBvbmV=
LCBhcGFydCBmcm9tIHR0ZSBzZW5kZXIgYW5KkIG1ludGVuZGVkIHI1Y21waWVudCwgc3VzcGU=
3RzIHR0ZSBleGlzdGVuY2Ugb2YgdGhlIG11c3M=
Wd1LCBhIGZvcmOgb2Ygc2VjdXIpdHkgdGhyb3VnaCBvYnNjdXJIpdHKUIFS=
aGUgd29yZCBzdGVnYW5vZ3JhcGh5IG1zIGOMIEdYyZWVrIGOyalWdpbiBhbmQgbWVhbnMgImNvbmN1YW==
bGVkIHdyaXRpbmciIGZyb20gdGhlIEdyZWVrIHdvcmRzIHNOZWdhbm9zIG11YWS5pbmcgImNv
dmVyZWQgb3IgcHIvdGVjdGVKIiwgYW5KkIGdyYXBoZW1uIG11YWS5pbmcgInRvIHC=
cm1OZSTIuIFR0ZSBmaXJzdCByZWNvcmR1ZCB1c2Ugh2YgdGhlIHR1cmOgd2FzIGluIDEROTkgYnkgSm9o
W5uZXMgVHIpdGh1lbWl1lcyBpbiBoaXMgU3R1Z2Fub2dyYXBoaWESIGEgdHI1YV==
dG1zZSBvbiBjcnlwdGOncmFwaHkgYW5kIHNOZWdhbmOncmFwaHkgZGlzZ8==
dW1zZWQgYXMgYSBib29rIGOuIG1hZ21jLiBHZW51cmFsbHksIG11c3P=
Wd1lcyB3aWxsIGFwcGVhciBObyBiZSBzb211dGhpbmcgZWxzZTogaWlhZ2VzLCBhcnRp
2x1cywgc2hvcHBpbmcgbGlzdHMs IGO9y IHNvbWUgb3R=
aGVyIGNvdmVydGV4dCBhbmQsIGNsYXNzaWNhbGx5LCBOaGUgaGlkZGVuIG11c3NhZ2UgbWF5IGI1IG1luIGludmm=
c21ibGUgaW5rIGI1dHd1ZW4gdGh1IHZpc21ibGUgbGluZXMgb2YgYSBwcml2YXR1IGx1dHR1ci4NCgOKVGh1
IGFkdmFudGFnZSBvZiBzdGVnYW5vZ3JhcGh5LCBvdmVyIGNy
eXBOb2dyYXBoeSBhbGOuZSwgaXMgdGhhdCBtZXNzYWd1lcyBkbyBub3QgYXROcmFjdCBhdHR1bnRpb25=
IHRVIHROZW1ZZWx2ZXMuIFBsYWlubHkgdmlzaWJsZSB1bmNyeXBOZWQgbWVzc2FnZX0OXbm8gbWFOdGVyIF==
2G93IHVUYNnJ1YWthYmx113dpbGwgYXIvdXNIIHN=
dXNwaWNpb24sIGFuZCBtYXkgaW4dgdGh1bXN1bHZ1cyBiZSBpbmNyaWlpbmF@aW5nIP==
alW4gY291bnRyaWVzIHdoZXJ1IGVuY3J5cHRpb24gaXMgaWxsZWdhbC4gVGhlecmVmb3J1LH==
THdoZXJ1YXMgY335cHRvZ3IhcGh5IHBYb3R1Y3RzIHR0ZSBjb250ZW50cyBvZj==
IGEgbWVzc2FnZSwgc3R1Z2Fub2dyYXBoeSBjYW4gYmUgc2FpZCBObyBwcm9OZWNOIGI=
b3RoIG11c3NhZ2VzIGFuUZCBjb21tdW5pY2F@aW5nIHBhcnRpZXMuDQoNCINOZWdhbmOncmFwaHkgalW5jbHW=
ZGVzIHR0ZSBjb25jZWFsbWVudCBvZiBpbmZvcmlhdGlvbiB3aXRoalW4gy29t
cHVOZXIgZmlsZXMuIE1uIGRpZ210YWwgc3R1Z2Fub2dyYXBoeSwgZWx1Y3Ryb25pYyBjb21tdW5pY2F@aWou
cyBtYXkgaW5jbHVkZSBzdGVnYW5vZ3JhcGhpYyBjb2RpbmcgaW5zazZ==
ZGUgb2YgYSBOcmFuc3BvcnQgbGF5ZXIsIHN1Y2ggYXMgYSBkb2N1bWVudCBmalWx1LCBpbWFnZSBmalWx=
ZSwgcHIvZ3JhbSBvciBwcm9@b2NvbCAgTWVkaWEg
Zm1sZXMgYXJ1IG1kZWFsIGZvciBzdGVnYW5vZ3JhcGhpYyB@cmFuc21pc3Npb+==
biBiZWNhdXN1IGOmIHRoZW1yIGxhcmdlIHNpemUUIEFzIB==
YSBzaWlwbGUgZXhhbXBsZSwgYSBzZW5kZXIgbWlnaHQgc3RhcnQgd210aCBh
biBpbm5vY3VvdXMgaWlhz2UgZmlsZSBhbmQgYWRqAXNOIHR0ZSBjb2xvciBvZiBldmVyeSAXxMDBOaCBwaXhlbCD=
dG8gY29ycmVzcG9uZCBObyBhIGx1dHR1ciBpbiBOaGUEYWxwaGFiZXQsIGF=
IGNoYW5nZSBzbyBzdWJ@bGUgdGhhdCBzb211b251IG5vdCBzcGVjaWZpY2FsbHkgbGOva2luZyBm

Unix (L) ©5D

@HpgYue_mik




IGZpcnNOIHI1Y29yZGVkIHVzZXMgb2Ygc3R1Z2Fub2dyYXBoeSBjYWAgYmUgdHI=
WN1ZCBiYWNrIHRvVIDQOMCBCQyB3aGVuIEhlcm9kb3R1cyBtZW50aWOucyBOd28gZXhhbXBsZXMgb+==
ZiBzdGVnYW5vZ3JhcGh5IG1luIFRoZSBIaXN@b3JpZXMgb2Yg
SGVyb2RvdHVzLiBEZW1hcmFOdXMgc2VudCBhIHdhcm5pbmcgYWIvdXQgYSB=
Zm9ydGhjb21pbmcgYXROYWNrIHRVIEdYyZWV]jZSBieSB3
cm1@aW5nIG1OIGRpcmVjdGx5IGOUIHR0ZSB3b29kZWAgYmFja2luZyBvZiBhIHdheCBOYWIsZXQgYmVm
b3J1IGFwcGx5aW5nIG1lOcyBiZWVzd2FAIHN1cmZhY2UuIFdheCBOYWIsZXRzIHd1cmUgaW4agY29tbWOuIHVzZV==
IHRoZWA4gYXMgcmV1c2FibGUgd3IpdGluZyBzdXImYWN1cywgc29tZXRpbWX=
cyB1c2VkIGZvciBzaG9ydGhhbmQUIEFub3RoZXIgYW5jaWVudCBleGFtcGx1IG1zIHROYXQgb9==
ZiBIaXN@aWF1dXMsIHdobyBzaGF2ZWQgdGh1lIGh1lYWQgb2YgaGlzIG1lvc3QgdHI1c3R1ZCBz
bGF2ZSBhbmQgdGFOdGOVZWQgYSBtZXNzYWd1IGOuIG1OLiBBZnR1ciBoaXMgaGFpciBoYWQgZ5==
cm93biBOaGUgbWVzc2FnZSB3YXMgaGlkZGVulLiBUaGUgcHVyYcG9zZSB3YXMgdG+=
IGluc3RpZ2FOZSBhIHI1dm9sdCBhZ2FpbnNOIHR0ZSBQZXJzaWFucy4NCgOKU3R1Z2Fub2dyYXBoeSBoYXMgYm==
ZWVuIHdpZGVseSB1c2VkLCBpbmNsdWRpbmcgaWdgcmVjZW50IGhpc3RvemljYWwgdGltZXMgYWS5KkIHT=
aGUgcHJ1c2VudCBkYXkuIFBvc3NpYmx1IHB1cm11dGF@aW9ucyBhcmUgZW5kbGVzcyBhbmT=
IGtub3duIGVAYW1wbGVzIGluY2x1ZGU6DQoqIEhpZGR1biBtZXNzYWd1lcyB3aXRoaW4dgd2FAIHRN
mx1dHM6IGluIGFuY211bnQgR3J1ZWN1LCBwZWOwbGUgd3JvdGUgbWV=
c3NhZ2VzIGO9uIHR0ZSB3b29kLCBOaGVUIGNvdmVyZWQgaXQgd210aCB3YXggdXBvbiB3aGljaCBhbiBpbm5vY2Vu
dCBjb3Z1cmluzZyBtZXNzYWd1IHdhcyB3cml@dGVu
LgPKKiBIaWRkZWAgbWVzc2FnZXMgb24gbWVzc2Vuz2VyJ3MgYmOkeTogYWxzbyB1c2VkIGluIGFuY21llbt==
dCBHcmV1Y2UuIEh1cm9kb3R1cyBOZWxscyBOaGUgc3Rvcnkgbl==
ZiBhIG11c3NhZ2UgdGFOdGOVvZIWQgb24gYSBzbGF2ZSdzIHNoYXZ1ZCBoZWFkLCBoaWRkZW4gYnkgdGhl
IGdyb3d@aCBvZiBoaXMgaGFpciwgYW5kIGV4cG9zZWQgYnkgc2hhdmluZyBoaXMgaGVhZM==
IGFnYWluLiBUaGUgbWVzc2FnZSBhbGx1Z2VkbHkgY2Fycml1ZCBhIHdhcm5pbmcgdG8gR3JI1ZWNIIGFib5==
dXQgUGVyc21lhbiBpbnZhc21lvbiBwbGFucy4gVGh=

aXMgbWV0aG9kIGhhcyBvYnZpb3VzIGRyYXdiYWNrcyz=
THN1Y2ggYXMgZGVsYX11ZCBOcmFuc21pc3Npb24gd2hpbGUgd2FpdGluZyBmb3IgdGhlIHP=
bGF2ZSdzIGhhaXIgdG8gZ3JvdywgYW5kIHRoZSByZXNOcmljdGlvbnMgb3==
biB@aGUgbnVtYmVyIGFuZCBzaXplIGOmIG1lc3M=
Wd1lcyBOaGFOIGNhbiBiZSB1bmNvZGVkIGOUIGOUZSBWZXIzb24=
J3Mgc2NhbHAUDQoqIE1uIFdXSUksIHR0ZSBGcmVuY2ggUmVzaXNOYW5jZSBzZW50IHNvbWUgbWVzc2FnZXMgd2==
cm10dGVUIGOUIHROZSBiYWNrcyBvZiBjb3VyaWvycyD=
dXNpbmcgaW52aXNpYmx1IGluay4NCiogSG1kZGVuIG11c3NhZ2VzIGOuIHBhcGVyIHdy
aXROZW4gaW4gc2VjcmVOIGlua3MsIHVUZGVYyIG90aGVyIG11lc3Nhz2Vz
IG9YyIGO9UIHROZSBibGFuayBwYXJOcyBvZiBvdGhlct==
1G11c3NhZ2VzLgoKKiBNZXNzYWd1cyB3cmledGVuIGluIElvcnN1IGNVZGUgb24ga25pdHRpbmcgeWFybiBhbmQg
dGh1biBrbmlodGVkIGludG8gYSBwalWVjZSBvZiBjbG99aGluzZyB3b3K=
biBieSBhIGNvdXJIpZXIuDQoqIE11lc3NhZ2VzIHdyaXROZW4Aghb24gdGhlIGIhY2sgb5==
ZiBwb3NOYWd1IHNOYW1wcy4NCiogRHVyaW5nIGFuZCBhZnR1lcm==
IFdvcmxkIFdhciBJISSwgZXNwaWOuYWd1IGFnZW50cyB1lc2VkIHBob3RvZ3JhcGhpY2FsbHkgcO==
cm9kdWN1ZCBtaWNyb2RvdHMgdG8gc2VuzZCBpbmZvcmlhdGlvbiBiYWNrIGFuzZH==

IGZvcnRoL iBNaWNyb2RvdHMgd2VyZSB@eXBpY2F sbHkg
bW1ludXR1LCBhcHBYb3hpbWFOZWx5IGXx1c3MgdGhhbiB@aGUgc216ZSBvZiBOaGUgcGVyaWOkIHByb2R=
dWN1ZCBieSBhIHR5cGV3cmlOZXIuIFdXSUkgbWljcmOkb3RzIG51ZWR1ZCBObyBiZSB1bWI1ZGR1ZB==
IGluIHROZSBwYXB1lciBhbmQgY292ZXJ1ZCB3aXRoIGFUIGFkaGVzaXZ1IChzdWNoIGFzIGNvbGxvZGlvbikuIFR=
2GlzIHdhcyByZWZsZWN@aXZ1IGFuZCBOaHVzIGR1dGVjdGFibGUg
nkgdml1ld21uzZyBhZ2FpbnNOIGdsYW5jaW5nIGxpZ2h@LiBBbHR1cm5hdG12ZSBOZWNobmlxdWVzIGluY2x1ZGVk
IGluc2VydGluzZyBtaWNyb2RvdHMgaW50byBzbG1lOcyBjdXQgaW50byBOaGUgZWRNZSBvZv==
THBvCc3QgY2FyZHMuDQoqIER1cmluZyBXb3JsZCBXYXIgSUksIGEgc3B5IGZvciB=
SmFwYW4gaW4gTmV3IFlvcmsgQ210eSwgVmVsdmFsZWW=
IERpY2tpbnNvbiwgc2VudCBpbmZvcmlhdGlvbiBObyBhY2NvbW1vZGFOaW9=
biBhZGRyZXNzZXMgaW4gbmV1dHIhbCBTb3V@aCBBbWVyaWO=
S4gU2h1IHdhcyBhIGR1YWx1ciBpbiBkb2xscywgYW5kIG==
2GVYyIGx1dHR1cnMgZGlzY3Vzc2VkIGhvdyBtYW55IGO9mIHRoaXMgb3IgdGhhdCBkb2xs
IHRvVIHNoaXAuIFRoZSBzdGVnb3R1eHQgd2FzIHR0ZSBkb2xsIGO9yZGVycywgd2hpbGUgdGhl
IGNVbmN1YWx1ZCAicGxhaW50ZXhOIiB3YXMgaXRzZWxmIGVuY2+=
ZGVKIGFUZCBnYXZ1IG1luZm9ybWFOaWOuIGFib3VOIHNoaXAgbW92ZW11lbnRzLF==
IGVOYy4gSGVyIGNhc2UgYmVjYW11IHNvbWV3aGFOIGZh
bW91cyBhbmQgc2hlIGI1Y2FtZSBrbm93biBhcyBOaGX=




IERvbGwgV29tYW4uDQoqIENVbGQgV2FyIGNvdW50
ZXItcHIVCcGFnYW5kYS4gSWAgMTk20CwgY3J1dyBtZW1iZW==
cnMgb2YgdGh1IFVTUyBQdWVibG8gKEFHRVItMikgaW50ZWxsaWd1bmN1IHNoaXAgaGVsZCBhcyBwcm==
aXNvbmVycyBieSBOb3J0aCBLb3J1YSwgY29tbXVuaWNhdGVkIGluIHNpZ25=
IGxhbmd1YWd1IGR1cmluZyBzdGFnZWQgcGhvdG8gb3Bwb3J0
dW5pdGllcywgaW5mb3JtaW5nIHRoZSBVbm10ZWQgU3RhdGVzIHRoZXkg
d2VyZSBub3QgZGVmZWNOb3JzIGI1dCByYXRoZXIgd2VyZSBiZWluZyBoZWxkIGNh
cHRpdmUgYnkgdGh1IES5vcnRoIEtvemVhbnMuIE1uIG90aGVyIHBob3Rv
cyBwcmVzZW50ZWQgdG8gdGh1IFVTLCBjcmV3IG11bWI1cnMgZ2F2ZSAidGhlIGZpbmdlciIgdG8g
dGh1IHVuc3VzcGVjdGluZyBOb3J0aCBLb3J1YW5zLCBpbiBhbiBhdHR1bXBOIHRVIE==
7G1zY3J1ZG10IHBob3RvcyBOaGFOIHNob3d1ZCBOaGVtIHNtaQ==
bGluZyBhbmQgY29tZm9ydGFibGUuDQoNCi0tDQpodHRwOi8vZWAud21raXBlZG1lhLm9yZw==
L3dpa2kvU3R1Z2Fub2dyYXBoeQoK

WEBHTH, XANAKRbasebdfn s

0x03 %a 5 i 5% I &

base64chars "ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopgrstuvwxyz0123456789+/"

def decode base64(base6b4str):
num (%]
binstr "
for i in range(len(baseb4str)):
if baseb4str[i] t=te
num 2
else:
data = bin(base64chars.find(base64dstr[i]))[2:]
binstr data.zfill(6)

return binstr[num:]

with open("stego.txt", "rb") as f:
flag = ""
bin_str "

for line in f.readlines():
base64 = str(line, "utf-8").strip("\n")
if not base64.count("="

continue
bin_str decode_base64(base64)

for j in range(©@, len(bin_str), 8):
flag chr(int(bin_str[j:j 8], 2))

print("flag{{{}}}".format(flag.strip(b"\0x00".decode())))
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0x04 78 Fflag: flag{Base_sixty four_ point_five}
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M ocfif53ce3fade2bbeBE54284dfc18e . peapng
B SEEE WMEN BEG) MRG0 SR SFiHe) BEY AW IR0 FEH)

Am 2@ RE RéesEF S5 Q Q&
LIEEE e v (Ctrl-/>
Ho. Tine Source Destination Protocol Length Info A
1 0.000000000 219.216.128.25 192.168.25.128 TCP 2814 80 - 58418 [PSH, ACK] Seq=1 Ack=1 Win=64240 Len=2760
2 0.000053637 192.168.25.128 219.216.128.25 TCP 54 58418 » 80 [ACK] Seq=1 Ack=2761 Win=64240 Len=0
3 0.028830986 219.216.128.25 192.168.25.128 TCP 2814 80 - 58418 [PSH, ACK] Seq=2761 Ack=1 Win=64240 Len=2760
4 0.028982109 192.168.25.128 219.216.128.25 TCP 54 58418 » 80 [ACK] Seq=1 Ack=5521 Win=64240 Len=0
5 0.062933789 219.216.128.25 192.168.25.128 TCP 4194 80 -+ 58418 [PSH, ACK] Seq=5521 Ack=1 Win=64240 Len=4140
6 0.063024801 192.168.25.128 219.216.128.25 TCP 54 58418 » 80 [ACK] Seq=1 Ack=9661 Win=64240 Len=0
7 0.107125318 219.216.128.25 192.168.25.128 TCP 2814 80 » 58418 [PSH, ACK] Seq=9661 Ack=1 Win=64240 Len=2760
8 0.107205390 192.168.25.128 219.216.128.25 TCP 54 58418 » 80 [ACK] Seq=1 Ack=12421 Win=64240 Len=0
9 0.162054576 219.216.128.25 192.168.25.128 TCP 1434 80 » 58418 [PSH, ACK] Seq=12421 Ack=1 Win=64240 Len=1380
10 9.162119211 192.168.25.128 219.216.128.25 TCP 54 58418 > 80 [ACK] Seq=1 Ack=13801 Win=6424@ Len=@
11 9.162626473 219.216.128.25 192.168.25.128 TCP 2814 80 » 58418 [PSH, ACK] Seq=13801 Ack=1 Win=64240 Len=276@ [ v
> Frame 1: 2814 bytes on wire (22512 bits), 2814 bytes captured (22512 bits) on interface ethe, id e

Ethernet II, Src: @0:50:56:f5:c2:5f, Dst: 00:50:56:21:b8:f4
Internet Protocol version 4, Src: 219.216.128.25, Dst:
Transmission control Protocol, src port: 8e, Dst Port:

192.168.25.128
58418, Seq: 1, Ack: 1, Len: 276@

5@
fe
80
fo
d1
3e
72
df
e2
8b
bf
cf
9c

56
af
00
a0
1b
3e
68
ee

bs
@0
eq
00
e6
67
98
eb
6d
30
3b
3f
8a

e2

5
a3
54
cl
3f
83
2f
[=3
03
b9
41
5c
5e

fa
o0
32
ee
21
7a
42
93
1d
6
ds
11
ce

00
80
73
ad
b1
fc
08
1c
cf
c7
b2
2d
83

15
3b
6C

c2

49
cd
c2
2e
39
bb
ed
63
77
ob

sf
ds
88
7t
el
25
fo
b2
37
e9
d1
1c
4e

08 00
80 19
94
04 di
ad bs
65 45
bs 53
b1 ff
73
24 f4
99 e0@
fc o7
2d

a2}
18 -
@

6-
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RO>(gz T
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actff53ce3fadezbbeBf542a4df c18el. pecapng

|| $4: 2139

HEERTZE flag, KRUFE—A flag. txt BISCEIEFI—A hello.zip KIEZEE

M ocfff53ce3fade2bbeBE54284dfc18e . peapng

HE) REE MAEN BEQ MEROQ) SR fHe BEiRY EEW)

TI8M #EH)

CSUN @G HE Ji

B85 2139 {100 0K)

RE Q«==FsC]Eaaanm
- (Cirl-/>
ARTER - WE C OE#xIS  |[2Hm | [fed [ =% |

Tine
180 8.260686231
181 8.261063607
182 8.286831844
183 8.282645099
184 8.282759602
185 8.484945747
186 8.486681298
187 8.486797464
188 8.488527592
189 8.491449977
190 8.491488677

Source
192.168.25.128
192.168.43.83
192.168.43.83
192.168.43.83
192.168.25.128
192.168.25.128
192.168.43.83
192.168.25.128
192.168.43.83
192.168.43.83
192.168.25.128

Destination
192.168.43.83
192.168.25.128
192.168.25.128
192.168.25.128
192.168.43.83
192.168.43.83
192.168.25.128
192.168.43.83
192.168.25.128
192.168.25.128
192.168.43.83

Protocol
HTTP
TCP
TCP
HTTP

HTTP
TCP
HTTP
TCP.

Length Info
729 POST /upload/1.php HTTP/1.1

60 80 » 47844 [ACK]
60 80 » 47844 [ACK]
399 HTTP/1.1 2060 OK
54 47844 > 80 [ACK]

(application/x-www-form-urlencoded)
Seq=1 Ack=237 Win=64240 Len=0

Seq=1 Ack=912 Win=64240 Len=0

(text/html)

Seq=912 Ack=346 Win=30016 Len=0

290 47844 - 80 [PSH, ACK] Seq=912 Ack=346 Win=30016 Len=236 [TCP segment of a reassembled PDU]

6080 » 47844 [ACK]

779 POST /upload/1.php HTTP/1.1

Seq=346 Ack=1148 Win=64240 Len=0
(application/x-www-form-urlencoded)

60 80 > 47844 [ACK] Seq=346 Ack=1873 Win=64240 Len=0

474 HTTP/1.1 260 OK

(text/html)

54 47844 » 80 [ACK] Sea=1873 Ack=766 Win=31088 Len=0

Hypertext Transfer

<

l<-

Protocol

Line-based text data: text/html (6 lines)
->|./\t2017-12-88 11:38:58\te\t6777\n
../\t2017-12-08 11:39:10\t4096\t6777\n
1.php\t2017-12-68 11:33:16\t33\te666\n
flag.txt\t2017-12-88 11:35:29\t17\t@666\n
hello.zip\t2017-12-88 09:32:36\t224\t0666\n

Frame 189: 474 bytes on wire (3792 bits), 474 bytes captured (3792 bits)
Ethernet II, Src: ©0:50:56:f5:c2:5f, Dst: ©0:50:56:21:b8:f4
Internet Protocol Vversion 4, Src: 192.168.43.83, Dst: 192.168.25.128
Transmission Control Protocol, Src Port: 8e, Dst Port: 47844, Seq: 346, Ack: 1873, Len:

on interface ethe, id e

420

2f
33
@9

2d
2d
3e
31
3e

od
3e
37

2d
20

38
31
29
32
39
31
36

0a 0a
38

37

7c
31
2e
3a
fa
38
36

32

30
35

-8 o> | /2017
-12-68 1 1:38:58-
0-9777-. ./-2017-
12-08 11 :39:10-4
0960777 -1.php-2
017-12-0 8 11:33:
16-33:06

68 65 6¢ 6C 6f 2e 7a 69 70 @9 32 3@ 31 37 2d 31 hello.zi p-2017-1
32 2d 30 38 20 30 39 3a 33 32 3a 33 36 09 32 32 2-88 09: 32:36-22
34 @9 30 36 36 36 @a 7¢ 3c 2d 2-0666° | <-
v
O 7 395-431: Text item (text) | $48: 2135 - BT 2139 (100. 08 COUTT T o B gLl

0x02 1% F foremost4) B 344

I[fEiX B\ B F #18] (https://img-blog.csdnimg.cn/7ec08916b92f460caba190d8f16b2a6d.png ?x-0ss-
process=image/watermark,type_ZHJvaWRzYW5zZmFsbGJhY2s,shadow_50,text Q1NETiBAQ2hhb1112V9taWt1,size_20,color_
FFFFFFt_70,9_sex_16) 2B th T E4E S0, H AT I flag.txt & B
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WRIERE H R, FNEY pEzED b T —830f
XHFAF R R E NS RIBERTCPH, RARI T X EEHKINE

FFDSFFFE JF4h, FFD9 453, 1REHE Rjpgl A

Wireshark - iBfs TCP I (tcp.stream eq 7) + acfff53ce3fade2bbe8654284dfc18e1.pcapn — | x
p q prapng
POST /upload/1.php HTTP/1.1 ~

User-Agent: Java/1.8.0_151

Host: 192.168.43.83

Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; g=.2
Connection: keep-alive

Content-type: application/x-www-form-urlencoded
Content-Length: 204999

aa=[geval.

(base64_decode($_POST[action]));&action=QGluav9zZzXQoImRpc3BsYX1fzXIyb31zIiwiMCIpO@BzZXRTdGLtZVIsaWlpdCgwKTtAC2VOX21hZ21§X3
F1b3R1c19ydwseal11KDApO2VjaG8oIie%2BfCIp0zskZj1i¥YXNINJRTZGV]b2RIKCRTUESTVFsiejEiXSk7IGMOIFAQTINUWYI6MiIdOyRjPXN@C1OyZXBsYW
N1KCIcciIsIiIsIGMpOYRjPXNOCLOyZXBsYWNIKCIcbiIsIiIsIGMpOyRidWYOIiI7Zm9yKCRpPTA7IGK8C3RYbGVUKCR]KTskassoMikkynvmLj1lemxkZNy
ZGUoIiviLnNiynNecigkyYywkaswyKsk7ZWNobyhAZndyaXR1KGZVcGYUKCRMLCI3IiksIGI1Zik%2FIJEI01IwIik702VjaGB0InwaLSIpO2RpZSEpOW%3D%3D
&z1=RDpcd2FtcDYOXHd3d1x1cGXVYWRCN]Y2N15qcGck3D&z 2=[ghkldF0e0104A46494600010101007800730000FFDBOO43000101010101010101010101
glelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelFFDBeR4301010101
glelelelelelelelelelelelelolelelelelelelelelelelelelelelelelelelelelelelelolelelelelelelelolelelelelelelelelelelelelolelel
FFCORO1108013901E203012200021101031101FFCA001FR0000105210101018101 102030405060703090ACBFFC420B51000020103
93020403050504040000017D01020300041105122131410613516107227114328191A1082342B1C11552D1F02433627282890A161718191A2526272829
2A3435363738393A434445464748494A535455565758595A636465666768696A737475767778797A838485868788898A92939495969798999AA2A3A4A5
ABA7ABASAAB2B3BAB5B6B7B8BOBAC2C3CACSCHC7CBCOCAD2D3DAD5DED7D8DODAELIE2E3EAESEGE/EBEQEAFIF2F3FAFSFE6F7FBFOFAFFCAQ01FO10@030101
010161010101016080000000000102030405060708000AGBFFCA80E5116002018204040304070504040001027700010203110405213186124151076171
1322328108144291A1B1C109233352F0156272D10A162434E125F11718191A262728292A35363738393A434445464748494A535455565758595A636465
B666768696A737475767778797A82838485868788898A92939495969798999AA2A3ALA5ABATABASAAB2B3BAB5B6B7BB8BOBAC2C3CACSCHC7CBCOCAD2D3DA
D5D6D7D8D9DAE2E3EAESEGE7ESEQEAF2F3FAFSFE6F7F8FOFAFFDARORCR3010002110311003F00FC18823DB907E62481211D6493F86143D914E@12BCF5E3
0056C4310192E7DOCCABEFFC30478E3BODFFROFDB8F352DA3DBBOAFO769F 2C1FFRO964839699CF3866C9C11CF719E33ADBF1B7C84QEBS30AB71C672D732
7BOCID99EC@632179FFA9A8CT5F376FFO@2FBADFADIBEGSD66EDFES6D73EFADBE3DOABSBEAACISFE69D5A55EDC28724C9C703CD238D89FC30A1F523AE3
DAFE539D88632EAEEQ13080CA57FESBC5FC31AYFD34933F377E7DCDS4B78F714ADARBOR711038F9DC/DFODFFDO5E7@3FABEADO8101D8AB3702FF20FFOED
3779187FCF34391CF5F539AF568C36EFDF7BAD36F5BBDBBESF146DE3D79FADDAFBAFA2F93D1EFA2B35B4657B90A6428036314F7C5BC1F967CC7DDCF739
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