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$ file huxiangshanghai

huxiangshanghai: pcapng capture file - version 1.8
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Wireshark - I8 TCP i (tcp.stream eq 0) - huxiangshanghai.pcapng

GET /seclover.php?file=8f17a594524a34BBc7fBab91b7f9aB00. jpg HTTP/1.1

Host: 192.168.30.139

User-Agent: Mozlllas5.0@ (Windows NT 10.0; WOW64; rv:d2 @) Gecko 20160181 Flrefox/52.@
Accept: text/html,applications/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=8.5,en;q=0.3

Accept-Encoding: gzip, deflate

Connection: keep-alive

Upgrade-Insecure-Requests: 1

HTTP/1.1 288 0K

Date: Thu, 30 Mar 2817 06:50:49 GMT

Server: Apache/2.4.23 (Debian)

Content-Disposition: attachment;filename="8f17a584524a348B8c7fBa691h7r9aB00. jpg"
Content-Length: 113611

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/octet-stream

...... JFIF.....H.H.....C...
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104 192.168.30.139 application/octet-stream 113 kB  seclover.php?ile=0f17a594524a3488c Tf8a691b 798800 jpg

192.168.30.139 application/octet-stream seclover.php?ile=1c001bb38602805a3f290f1eclcelaT jpg
305 192,168.30.139 application/octet-stream 98 kB seclover.php?ile=1f110a79a69a5142025a8453e 79892 |pg
421 192.168.30.139 application/octet-stream 125 KB seclover.php?ile=3c04de52853c2 7 a30692064 300260da1 jpg
536 192.168.30.139 application/octet-stream 127 KB seclover. php?ile=4e6ad]l Td81 efal cadf2baaBaeE661984.pg
640 192.168.30.139 application/octet-stream 104 kB ssclover. phpPile=4fb1fea2Bff 763419388 3bfccanfebTH. jpe
753 192.168.30.139 application/octet-stream 107 kB ssaclover. phpPfile=5267 acBoB184aabd 20abffb38befifSc.jpg
847 192.168.30.139 application/octet-stream 98 kB saclover. php?file=6aad 8761 9eeed368211c855 7 BeacYabb. jpg
946 192.168.30,139 application/octet-stream 102 kB seclover.php?ile=Todd 2efa36aab97493c836e5aTieb215 jpg
1057 192,168,30,139 application/octet-stream 108 kB seclover. php?ile=57e5a2cfefb5381078333c5d50fe0fbd jpg
1187  192.168.30.139 application,/octet-stream 121 kB  seclover.php?ile=T0bfE5edatbB6ee02a5f4371Td830Te5 jpg
1284  192.168.30.139 application/octet-stream 105 kB seclover.php?ile=82e503c2d7 1166¢7 2347 203deS58b1bd3, jpg
1394 192.168.30.139 application/octet-stream 121 kB seclover.php™ile=961d221539a0915e00687 6caeT813e10.jpg
1525 192,168.30.139 application/octet-stream 147 KB  seclover.php?ile=435612b426a08355c09e9388a3189¢E9. jpg
1629 192.168.30.139 application/octet-stream 112 kB  seclover.php?file=0785906b91dba91E6T fed 3daSeddfadfa.jpg
1730 192,168.30.139 application/octet-stream 107 kB seclover.php?file=a80cBe93404aedBdETEEfaT 1e203fak jpg
1859 192.168.30.139 application/octet-stream 126 kB seclover.php?file=bScd 3560d8608a8992c3d815b64b4A5dd. jpg
1953 192.168.30.139 application/octet-stream 98 kB saclover.php?file=b19a02e5bd5bd0acS34 2ad04 7957005, jpE
2054 192.168.30.139 application/octet-stream 96 kB seclover.php?file=b917666a139b2240115a695d52efe17d.jpg
2156  192.168.30.139 application/octet-stream 109 kB seclover.php?ile=efdd300d 51daB5200fd T 335904 1640 jpg
2244  192.168.30.139 application/octet-stream 93 kB seclover.php?file=144cdaBi28b465e91 36Hf0b6cic 1 BAf6 . jpg
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$ binwalk seclover.php¥%3ffile\=70bf85edabb86ee92a5f437f7d83b7e5. jpg

HEXADECIMAL DESCRIPTION

JPEG image data, JFIF standard 1.01

Zip archive data, encrypted at least v2Z.@ to extract, compressed size: 1@
e: ald63bb3ed1fodf89b72375f1ed79e5d. jpg

End of Zip archive, footer length: 2
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