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GET /flag.rar HTTP/1.1
User-Agent: Wget/1.14 (linux-gnu)
Accept: */*
Host: 168.1.18.61:8080
Connection: Keep-Alive
HTTP/1.8 288 OK
Server: SimpleHTTP/@.6 Python/3.6.8
Date: Wed, @82 Aug 20817 02:53:59 GMT
Content-type: application/octet-stream
Content-Length: 169
Last-Modified: Wed, 82 Aug 2017 82:46:46 GMT
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M Wireshark - 388 TCP 3 (tcp.stream eq 6) - ++_++.pcap - O

...localhost login: ...rrooocott
Password: jfm

Last login: Sun Jul 23 18:49:11 from 18.1.18.61
[root@localhost ~]#

2

[root@localhost ~]#

[root@localhost ~]# 1llss

i .[Bm. [81;34mctf. [Bm flag.txt .[81;34mgit. [Bm .[81;34mipc. [Bm
test.txt .[01;34mthread_syn.[Bm

anaconda-ks.cfg .[81;31mflag.rar.[Bm flag.txt.1l .[01;34mimage.[Bm .[81;34msignal.[Bm
[81;34mthread. [Bm .[81;34mVundle.vim. [EBm

[root@localhost ~]# ccdd cc  tf/

[root@localhost ctf]# ccdd ww ireshark/
[root@localhost wireshark]# llss
1 2 3 test

[root@localhost wireshark]# ccaatt 11

............. TU..<..... .+......flag.txt@.....n.Kr..z....uE0.Bn&=1.5..>. ... 4.B. .~ .. xj.".
S T P 3..... jWj..%m. .. +h. . .+s..g¥.].. . 3Ks.y. . ... r.2...w\Q....[root@localhost
wireshark]# ccaatt 22

19aaFYsQQKr+hVXeh12smAUQSa767TsULEUeblSajEo=[ root@localhost wireshark]# ppiinngg
bbaaiidduu. .ccoomm

19aaFYsQQKr+hVX6h12smAUQ5a767TsULEUebWSajEo=



# coding:utf-8
__author__ = "YFP'

from Crypto import Random
from Crypto.Cipher import AES
import sys

import base64

IV = 'QWERTYUIOPASDFGH'

def decrypt(encrypted):
aes = AES.new(IV, AES.MODE_CBC, IV)
return aes.decrypt(encrypted)

def encrypt(message):
length = 16
count = len(message)
padding = length - (count % length)
message = message + '\0@' * padding
aes = AES.new(IV, AES.MODE_CBC, IV)
return aes.encrypt(message)

str = 'this is a test'
example = encrypt(str)
print(decrypt(example))
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# coding:utf-8
__author__ = "YFP'

from Crypto import Random
from Crypto.Cipher import AES
import sys

import base64

IV = 'QWERTYUIOPASDFGH'

def decrypt(encrypted):
aes = AES.new(IV, AES.MODE_CBC, IV)
return aes.decrypt(encrypted)

def encrypt(message):
length = 16
count = len(message)
padding = length - (count % length)
message = message + '\0' * padding
aes = AES.new(IV, AES.MODE_CBC, IV)
return aes.encrypt(message)

str = "this is a test’

example = encrypt(str)

print(decrypt(example))
s="19aaFYsQQKr+hVX6h12smAUQ5a767TsULEUebWSajEo=
flag=base64.b64decode(s)

print(decrypt(flag))

B 3% passwd={No_One_Can_Decrypt_Me}
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