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前言前言

继续ctf的旅程
攻防世界Misc高手进阶区的3分题
本篇是warmup的writeup

发现攻防世界的题目分数是动态的

就仅以做题时的分数为准了

解题过程解题过程

下下来一个png文件和一个需要密码的zip文件

估摸着密码跟png图片有关

https://fishpond.blog.csdn.net
https://blog.csdn.net/weixin_44604541/category_9965853.html
https://so.csdn.net/so/search/s.do?q=%25E7%25BD%2591%25E7%25BB%259C%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=misc&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2594%25BB%25E9%2598%25B2%25E4%25B8%2596%25E7%2595%258C&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E7%259B%25B2%25E6%25B0%25B4%25E5%258D%25B0&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44604541/article/details/109566704
https://blog.csdn.net/weixin_44604541/category_9965853.html


扔进stegsolve
无果

扔进winhex
无果

用ARCHPR进行明文碰撞

没有获得密码

但可以解密两张图片

扔进stageslover和binwalk
都无法解析

查了查

查到盲水印

用脚本

python bwm.py decode fuli.png fuli2.png fuli3.png

得到flag

结语结语

知识点

https://github.com/chishaxie/BlindWaterMark


明文碰撞解密

盲水印

https://github.com/chishaxie/BlindWaterMark
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