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% aircrack-ng cacosmia.cap
Opening cacosmia.capase wait ...
Read 4276 packets.
# BSSID ESSID Encryption
1 1A:D7:17:98:D@:51 mamawoxiangwantiequan WPA (1 handshake)

Choosing first network as target.

Opening cacosmia.capase wait ...
Read 4276 packets.

1 potential targets

Please specify a dictionary (ophlips:Alog.csdn.net/
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https://fishpond.blog.csdn.net
https://blog.csdn.net/weixin_44604541/category_9965853.html
https://so.csdn.net/so/search/s.do?q=ctf&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2594%25BB%25E9%2598%25B2%25E4%25B8%2596%25E7%2595%258C&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=misc&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_44604541/article/details/112235777
https://blog.csdn.net/weixin_44604541/category_9965853.html

aircrack-ng cacosmia.cap -w /usr/share/wordlists/rockyou.txt

Aircrack-ng 1.5.2
[e0:00:00] 6574/7120712 keys tested (7195.15 k/s)
Time left: 16 minutes, 28 seconds

KEY FOUND! [ 12345678 ]

Master Key : B2 19 B2 FB ED 69 68 B3 5D 32
44 2B 5C 99 86 58 76 9B 7!

Transient Key : 76 CA BC FE
48 B5 4B
3E B& ) a4
4E 93 3

EAPOL HMAC : AB 2D E9 BO 9

B3 %Y. 12345678
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HTTPZ Reazzemble fragmented S02.11 datssram
:iiz D Ignore vendor—specific HT ele ‘ WEP and WPA DECI"_‘.fptiOﬂ Keys
B Call subdissector for retrans

ICAP D Assume packets have FCS Key type Key
wpa-pwd 12345678:mamawoxiangwantiequan

ICER I:l‘.l'alidate the FCS checksum 1f
ICMP Iznore the Protection bit

ICP ®) Ha

1CQ () Yes — without IV

IEC 60870- (O Yes - with IV

IEC 60870- [] Enable WEA Key MIC Lenzth ove

IEEE 802.11 WEA Key MIC Lenzth override |0

IEEE 802.1°
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IEEE 80214 Enable decryption
IFCP Decryption keys Edite
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HTTP/1.1 288 OK
Date: Mon, 84 Nov 2819 16:16:19 GMT
Server: Apache/2.4.18 (Ubuntu)
" |Last-Modified: Tue, 88 Oct 2019 15:58:52 GMT "
7| |ETag: "192-594683eable5l-gzip” M
Accept-Ranges: bytes
Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 223
Connection: close
Content-Type: text/html
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binwalk 4k 3

$ binwalk -e ca.png
DESCRIPTION

PNG image, 104 x 101, 8-bit/color RGB, non-interlaced
Zlib compressed data, best compression

32AB.zip - xarchiver 0.5.4.14
fH(A) EE(C) #FEBA(H)
" s
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K I sessionfE N jwt

session=eyJlhbGciOiJIUzIINiIsInR5cCI6TIkpXVCI9. eyloalW5BIljoiZm9y IHNLY 3WyaXR5LCBIIHN1dCBteSBwYX
Nzd29yZCBhcyBhIHd1YnNpdGUgd2hpY2ggaSBqdXN@IHBpbmd 1ZCBiZWZvemUifQ. P3x0ErNrUkYqdMBooBivUE3kUV
yOkZFiTK-hwOIIS5A

fiE R

eyJoaWs0ljoiZmOylHNIY3VyaXRELCBIIHNIACBteSBwYXNzd29yZCBhoyBhIHAIYnNpdGUgdZhpY2ggaSBgdXNOIHBpbmdIZCBiZWZ
vemUifQ

8233 (Decode) | 1xE  (Eame: (- EE)

Basc6d SREaREREEIEER. [ s/BBEaNEE

{"hint™:"for security, | set my password as a website which i just pinged befare"}

AR [l 2 $DNSFIICMP
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B J5 & 26rsfb.dnslog.cn

[tmp/fxa-OFROWO/flag.txt - Mousepad
ER(S) WE(V) (D) FBAH(H)

[Flag{f14376d0-793e-4e20-9eab-af23f3fdc158}

5 %flag

iR

A

FR A

e aircrack-ngf fift To £k 1S
e RS

o JWT

e DNS



	攻防世界 Misc高手进阶区 5分题 恶臭的数据包
	前言
	解题过程

	结语

