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f = open('PyHaHa2.pyc','wb")

with open('PyHaHa.pyc','rb') as g:
f.write(g.read()[::-1])

f.close()
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#!/usr/bin/env python
# visit http://tool.lu/pyc/ for more information
from os import urandom

def generate(m, k):
result = @
for i in bin(m ~ k)[2:]:
result = result << 1
if int(i):
result = result * m ~ k
if result >> 256:
result = result ~ P
continue
return result

def encrypt(seed):
key = int(urandom(32).encode( 'hex'), 16)
while True:
yield key
key = generate(key, seed) + ©x3653C01D55L

def convert(string):
return int(string.encode('hex'), 16)

P = 9x10000000000000000000000000000VVVVRLVVVRRLVVVVRRLVVVRRLVVRRRVA25L
flagl = 'ThIs_Fl4g Is_RiSht'

flag2 = 'Hey_Fl4g Is Not_HeRe'

key = int(urandom(32).encode( 'hex"), 16)

data = open('data.txt', 'r').read()

result = encrypt(key)

encryptl = bin(int(data, 2) ~ eval('®@x' + hex(result.next())[2:-1] * 22))[2:]
encrypt2 = hex(convert(flagl) ”~ result.next())[2:-1]

encrypt3 = hex(convert(flag2) ~ result.next())[2:-1]

print ‘flagl:", encrypt2

print ‘flag2:', encrypt3

f = open('encrypt.txt', 'w')

f.write(encryptl)

f.close()
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import base64

def get_base32 diff_value(stego_line, normal_line
base32chars = 'ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789"

for i in range(len(normal_line
if stego_line[i] != normal_line[i

return abs(base32chars.index(chr(stego_line[i

return 0

# base32 [BBHEE

def base32stego_decode(lines
res = "'

for i in lines

stego_line = i.strip

-base32chars.index(chr(normal_line[i

normal_line = base64.b32encode(base64.b32decode(i.strip

diff = get_base32_diff_value(stego_line

if '=' not in str(stego_line
continue
if diff
res += bin(diff)[2
else
res += '0'
return res
with open("Dream It Possible - extracted.txt"
file_lines = f.readlines
en=open("encrypt.txt","w"
en.write(base32stego_decode(file_lines
en.close
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1100000010010110001001101101011000001001001110110110100001

11000000100101100010011011010110
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from os import urandom

def generate(m, k):
result = @
for i in bin(m ~ k)[2:]:
result = result << 1
if int(i):
result = result * m ~ k
if result >> 256:
result = result ~ P
continue
return result

def convert(string):
return int(string.encode('hex'), 16)

P = 0x1000000000000000000000000000000000VBVVVVVBVVVRVVBRVVRRRRR425L
flagl = 'ThIs_Fl4g Is_RiSht'

flag2 = 'Hey_Fl4g Is Not_HeRe'

encryptl = open(‘'encrypt.txt', 'r').read()

encrypt2 = 0xec8d57d820ad8c586e4be0122b442c871a3d71cd8036c45083d860caf1793ddc
encrypt3 = 0Oxc40albe335babcfbd8c47aa771f6a2ceca2c8638caa55924da58286d2a942697e
key3 = encrypt3 ~ convert(flag2)

key2 = encrypt2 ~ convert(flagl)

print('Found key2:', key2)

print('Found key3:', key3)

tmp = key3 - 233333333333L
for i in range(0,255):
tmp = generate(tmp,9)
seed = tmp " key2
print 'Found seed:',seed)
print 'use seed generate key3:',6 generate(key2,seed)+233333333333L

tmp = key2 - 233333333333L
for i in range(0,255):
tmp = generate(tmp,9)
keyl = tmp ~ seed
print ‘Found keyl:',keyl
print 'use keyl generate key2:', generate(keyl,seed)+233333333333L

result = eval(hex(int(encryptl,2))[:-1]) ~ eval('@x'+hex(keyl)[2:-1]%22)
data = open('data.txt', 'w')

data.write(bin(result)[2:])

data.close()
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from PIL import Image

str=open("data.txt","r").read()

length=240

width=30

pic=Image.new("RGB", (length,width))

i=0

for x in range(length):

for y in range(width):
if str[i] == '0':
pic.putpixel([x,y],(0,0,0))
else:
pic.putpixel([x,y],(255,255,255))
i+=1

pic.show()

pic.save("Fl4g.png")
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