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1|{int _ cdecl main(int argc, const char **argv, const char **enwvp)
2

3| char Buf; // [esp+4h] [ebp-2Ch]

4| char Dst; ff [esp+5h] [ebp-2Bh]

5

6| Buf = 83

7| memset(&0st, @, Bx27u);

8| printf("Welcome The System\nPlease Input Key:");
9| gets_s(&Buf, @x28u);

18| if ( strlen(&Buf) - 35 <= 2 )

11

12 if ( sub_4@1696(&Euf) == 1 )

13 printf("Well Done!\n"};

14 else

15 printf("Your Wrong!\n"});

16 }

17| return @;

18}

igned int _ fastcall sub_481898(int al, int a2)

1

20

3| int w2; // ebx
4| int wd; J/ edx
5| char v5; // al
6| int we; // esi
7| int w7; J/ edi
2| char v8; // al
al int w9; // eax
12| char vie; // cl
11 int wll; // eax
12 int wl2; // ecx

14 w2 = alj
15| if ( =2 != 35 )

16 return -1;

17| va = @;

18 while ( 1 )

19 {

268 vs = *(_BYTE *)(vd + v2);
21 VG = (V5 x> 4) % 163

22 v7 = (16 * w5 3> 4) ¥ 16;
23 vE = byte 482158[2 * v4];
24 if (vE < 48 || vB > 57 )
25 vl = v8 - B7;

26 else

27 vl = vB - 48;

28 v1d = byte 482151[2 * v4];
29 vll = 16 * va9;

3@ if ( vie < 48 || vie » 57 )
31 vl2 = vl@a - 87;

32 else

33 vl2 = via - 48;

34 if ( (unsigned _ int3)byte 482128[16 * ve + v7] !'= ((v11 + v12) ~ @x19) )
35 break;

36 if ( +Hvd »= 35 )
37 return 1;

38| }

39 return -1;

48

.rdata: 288482158 ; char byte 4@8215@[]

.rdata:ee4e2158 byte 462158 db 32h ; DATA XREF: sub_481@898:loc_481eCcCtr

.rdata: 288482151 ; char byte 482151[]

Jrdata:ee4e2151 byte 462151 db 61h ; DATA XREF: sub 481@98:loc_4010E91r

.rdata: 884682152 a49f69c38395cde db "49f69c38395cde96d6ded6d6T4ed25484954d6195448defhe2dad67786e21d5ad "
. rdata:ea8482152 db 'aes',@

.rdata:ee4e2197 align 1@h

.rdata: 88482148 ; char byte 482188[256]

" |.rdata: 28482140 byte 482158 db &3h ; DATA XREF: sub_481898+821r
® |.rdata:ee4e2141 db 7Ch ; |

® |.rdata:ee4e2142 db 77h ; w

® |.rdata:ee482143 db 7Bh ; {

* |.rdata:ee482184 db @F2h

® |.rdata:ee4821A5 db 6Bh ; k

: .rdata: 8848216 db 6Fh ; o
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a="2a49f69c38395cde96d6de96d614e025484954d6195448def6e2dad67786e21d5adae6”
b="a49f69c38395cde96d6de96d614e025484954d6195448def6e2dad67786e21d5adae6"
c=[0x63 ,0x7c ,0x77 ,0x7b ,0xf2 ,0x6b ,0x6f ,0xCc5 ,0x30 ,0x1 ,0x67 ,0x2b ,0xfe ,0xd7 ,0Oxab ,0x76 ,Oxca ,0x82 ,0OX
c9 ,0x7d ,0xfa ,0x59 ,0x47 ,0xfO ,0xad ,0xd4 ,0xa2 ,0xaf ,0x9c ,0xad ,0x72 ,0xcO ,0xb7 ,0xfd ,0x93 ,0x26 ,0x36 ,
Ox3f ,0xf7 ,0xcc ,0x34 ,0xa5 ,0xe5 ,0xfl ,0x71 ,0xd8 ,0x31 ,0x15 ,0x4 ,0xc7 ,0x23 ,0xc3 ,0x18 ,0x96 ,0x5 ,0x9a ,
Ox7 ,0x12 ,0x80 ,0xe2 ,0xeb ,0x27 ,0xb2 ,0x75 ,0x9 ,0x83 ,0x2c ,0xla ,0xlb ,0x6e ,0x5a ,0xa® ,0x52 ,0x3b ,0xd6 ,
Oxb3 ,0x29 ,0xe3 ,0x2f ,0x84 ,0x53 ,0xdl ,0x0 ,0xed ,0x20 ,0xfc ,0xbl ,0x5b ,0x6a ,0xcb ,0xbe ,0x39 ,0x4a ,0x4c
,0x58 ,0xcf ,0xdo ,0xef ,0xaa ,0xfb ,0x43 ,0x4d ,0x33 ,0x85 ,0x45 ,0xf9 ,0x2 ,0x7f ,0x50 ,0x3c ,0x9f ,0xa8 ,0x51
,0xa3 ,0x40 ,0x8f ,0x92 ,0x9d ,0x38 ,0xf5 ,0xbc ,0xb6 ,0xda ,0x21 ,0x10 ,0Oxff ,0xf3 ,0xd2 ,0xcd ,0xc ,0x13 ,0Oxe
Cc ,0x5f ,0x97 ,0x44 ,0x17 ,0xc4 ,0xa7 ,0x7e ,0x3d ,0x64 ,0x5d ,0x19 ,0x73 ,0x60 ,0x81 ,0x4f ,0xdc ,0x22 ,0x2a ,0
x90 ,0x88 ,0x46 ,0xee ,0xb8 ,0x14 ,0xde ,0x5e ,0xb ,0xdb ,0xe@ ,0x32 ,0x3a ,0xa ,0x49 ,0x6 ,0x24 ,0x5C ,0xc2 ,0x
d3 ,0xac ,0x62 ,0x91 ,0x95 ,0xe4 ,0x79 ,0xe7 ,0xc8 ,0x37 ,0x6d ,0x8d ,0xd5 ,0xde ,0xa9 ,0x6C ,0x56 ,0xf4 ,0Oxea ,
OXx65 ,0x7a ,0xae ,0x8 ,0xba ,0x78 ,0x25 ,0x2e ,0x1lc ,0xab ,0xb4 ,0xc6 ,0xe8 ,0xdd ,0x74 ,0x1f ,0x4b ,0xbd ,0x8b
,0x8a ,0x70 ,0x3e ,0xb5 ,0x66 ,0x48 ,0x3 ,0xf6 ,0xe ,0x61 ,0x35 ,0x57 ,0xb9 ,0x86 ,0xcl ,0xl1ld ,0x%e ,0Oxel ,0xf8
,0x98 ,0x11 ,0x69 ,0xd9 ,0x8e ,0x94 ,0x9b ,0xle ,0x87 ,0xe9 ,0xce ,0x55 ,0x28 ,0xdf ,0x8c ,0xal ,0x89 ,0xd ,0Oxbf
,0xe6 ,0x42 ,0x68 ,0x41 ,0x99 ,0x2d ,0xf ,0xb0 ,0x54 ,0xbb ,0x16]

flag = [ |
v4d = 0
while True:

v8 = ord(al[2 * v4])
if v8 < 48 or v8 > 57:

v9 = v8 - 87

else:

v9 = v8 - 48

vle = ord(b[2 * v4])
vll = 16 * v9

if vle < 48 or v10 > 57:

vl2 = v1e - 87

else:

v12 v1le - 48

for v5 in range(32, 127):

V6 (v >> 4) % 16

v7 = (16 * v5 >> 4) % 16

if c[16 * v6 + v7] == ((v11l + v12) ~ 0x19):
flag.append(chr(vs))

break
v4d += 1
if v4 >= 35: break

print("".join(flag))



(] O = uratAL TIr

9 if w3 < 48 or wB > BT

10 v3 = 8 — 87
11 elze:
12 w3 = vh — 48

13 ¥10 = ord(b[2 * 4]}
14 w11 = 16 * 9
15 if w10 < 48 ox <10 » BT:

16 w12 = v10 = 37

17 elze:

18 w12 = v10 — 48

19 for v in range (32, 127):

a0 o= (vd »> 4) % 16

a1 w7 = (16 * %5 >> 41 % 16

22 if e[16 * 6 + v7] = ({v11 + v13) ~ 0x19):
23 flag. append (chr (+5))

24 break

25 w4 += 1

26 if w4 »= 35: break
27 primt (77, join(flag))
4
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