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1|int _ cdecl main(int argc, const char **argv, const char **envp)
21

3| dint w33 /[ ebx

4| int w4; /S ebx

5| __inte4 w53 // rbx

6| woid *v7; // [rsp+dh] [rbp-7@h]

7| __inte4 w8; // [rsp+léh] [rbp-6@h]

8| woid *v3; // [rsp+2@8h] [rbp-58h]

9| _ inte4 v1@; // [rsp+3@h] [rbp-46h]

18| wvoid *v11; // [rsp+4eh] [rbp-38h]

11| _ inte4 v12; // [rsp+48h] [rbp-28h]

12| char v13; // [rsp+58h] [rbp-28h]

13

14 w1l = &vi13;

15| wl2 = @lLL;

16| wi3 = @;

17| std::__ostream_insert<char,std::char_traits<char>>(&std::cout, "What... is your name?", 21LL};

18| std::endl<char,std::char_traits<char:>(&std::cout);

19| std::operator>:<char,std::char_traits<char>,std::allocator<char>>(&std::cin, &v11);

28| std::_ ostream_insert<char,std::char_traits<char:>(&std::cout, "What... is your quest?", 22LL);

21| std::endl<char,std::char_traits<char>>(&std::cout);

22| std::istream::ignore((std::istream *)&std::cin);

23| std::getline<char,std::char_traits<char>,std::allocator<char>:(&std::cin, &v11);

24| std::__ostream_insert<char,std::char_traits<char>>(&std::cout, "What... 1is the secret password?”, 32LL);
25| std::endl<char,std::char_traits<char:>(&std::cout);

26| std::operator>:<char,std::char_traits<char»,std::allocator<char:>(&std::cin, &userIn);

27| w7 = &vs;

28| std::__cwxll::basic_string<char,std::char_traits<char»,std::allocator<char>>::_M construct<char *:(
29 &7,

38 userln,

31 gword_6@1AEZ + userIn);

32 = validChars(&v7);

LE
33| if (w7 = &vE )
34 operator delete(v7);
35| if (v < @)

36 goto LABEL_14;

37| wo = &vie;

38| std::__cwxll::basic_string<char,std::char_traits<char»,std::allocator<char>>::_M construct<char *:(
39 &vo,

48 userln,

41 gword_6@1AEZ + userIn);

42 = stringMod(&v2);

43 if ( vo != &vie )
L2 operator delete(vd);
45/ if (w2 <8 )

16| {

47 |LABEL_14:

43 std::__ostream_insert<char,std::char_traits<char>>(&std::cout, "Auuuuuuuugh™, 11LL);

49 std::endl<char,std::char_traits<char:>(&std::cout);

sel 3

51| else

52| |

53 std::_ ostream_insert<char,std::char_traits<char>:(&std::cout, "Go on. OFff you go. tuctf{", 25LL);
54 v5 = std::__ostream_insert<char,std::char_traits<char:>(&std::cout, userIn, qword_681AER);
55 std::_ ostream_insert<char,std::char_traits<char»:(vs, "}", 1LL);

56 std::endl<char,std::char_traits<char»>(vs);

57

58| if ( vil != &v13 )

59 operator delete(vll);
58| return 8;
61}

KB bR 3L stringMod

__int64 _ fastcall stringMod(__int64 *al)
{
__inte4 vi1; // r9
__inte4 v2; // rie
__int64 v3; // rcx
signed int v4; // er8
int *v5; // rdi
int *v6; // rsi
signed int v7; // ecx
signed int v8; // er9
int v9; // erlo
unsigned int v10; // eax
int v11; // esi



int v12; // esi
int v14[24]; // [rsp+6h] [rbp-66h]
int _48[24]; // [rsp+48h] [rbp-18h]

memset(v1l4, ©, Ox48ull);
vl = al[1l];
if (vl )
{
v2 = *al;
v3 = OLL;
vd = 0;
do
{
vl2 = *(char *)(v2 + v3);
v14[v3]| = v12;
if ( 3 * ((unsigned int)v3 / 3) == (_DWORD)v3 && v12 != firstchar[ (unsigned int)v3 / 3] ) //3MEHMRfirs
tchar

v4 = -1;
++V3;

)i

while ( v3 != vl );
¥
else
{

v4 = 0;
¥
v5 = vi14;
v6 = vl14;
v7 = 666;
do
{

*v6 = v7 ~ *(unsigned _ int8 *)v6; //REX
v7 += V7 % 5;

++V6;
)i
while ( _48 != v6 ); //18{k
v8 = 1;
V9 = 0;
v1ie = 1;
vlil = 0;
do
{
if ((vll == 2 )
{
if ( *v5 != thirdchar[v9] )
v4 = -1;
if ( v1i@ % *v5 != masterArray|[v9] )
v4 = -1;
++V9;
vlie = 1;
vlil = 0;
¥
else
{
vle *= *v5;
if ( ++vll == 3 )
vlil = 0;
¥
++Vv8;

+4+ulR -



}
while ( v8 != 19 );

return (unsigned int)(v7 * v4);
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.data

v—,

firstchar

BEBEAGEARA681560 ih irdchar

BB0EEERRRE6R1564
PE0EEERARE6E1565
PEREEERAREER1EEE
oeoeeoRee601867
2000000000601368
BE0EEERERE601569
PEREEERERA6R156A
PERERAREREER1EEE
eleleleldelelolelotc ol
2000000000608186D
PE0E000ERB60156E
PE0EERARE6A1EEF
PEREREREREER1ETE
eleleleldelelolellotcn Rkl
oeoaeaRee601872
BEEAABABE661ET3
PEREEERERE6R1ET4
PERERAREREER1ETS
eleleleledelelolellotcn R
oeoaeoeee601877
BEEEABABE661578
PE0EEERARE601579
BEREEEREREERLETA
eleleleldelelolellotc Ro
oesaeaeee68187C
BEE6ABABE6815TD
PE0EEERERE6R1ETE
PEREEAREREER1ETF

:BaeeERERRRGR1EEE
:BaeeepaRRRGcR1880
: BABERBEREAGE1EE4
1 PERRERERRRER1EES
1 BEERERERRRER1EEE
:BAeREREARRED1EET
:BAeReRBRRR001088
: BABRRBEABA6D1859
1 PAREERERRRGER1EEA
1 PEERERERREE01EEE
1 BEERERERRRER1EEC
:BAeeeRaRER6R1880
: 0082000080601 88E
: pEERERBERBCRLEEF
1 PEBEERERER6EE1390
1 BEERERERRRER1EIL
:BAeREREAREED1E92
:BAeReRBRRR6R1E93
: BABERBEREA6E1E94
1 pEGRERERREE01E95
1 BEERERERRRER1EIE
:BAeREREARRER1EIT

: B000000000601840 ; int firstchar[8]
.data:BB00AEBBERE01540
. data: eee0ee0000601544
.data:8eEREREEEA6R1845
.data: 8000000000601846
. data: 8BEBHEEAEB601847
.data: e0e0000060601548
.data:@ee00R08ER601849
.data: B00000000068154A
. data: 86E0HGEG6060184B
.data: eee000006060154C
.data:00000008060154D
.data: 000000000060184E
. data: 80EBBGEGE0B60184F
. data: 00e0000000601550
.data:80600000608601851
.data:B0E0000060601852
. data: 8AEBEEEAEB6G1853
. data: 0000000601554
.data:80600000E0601855
.data: B0ER00BAG0601856
. data: 80ERBEEAEB681857
.data: 6000000060601858
.data:80600000608601859
.data:B0ER0E000068185A
. data: 80EREEEAE068185B
. data: 660000866060185C
. data: @eepeee0e06@1550
.data: B0E000B06B60185E
.data: 000000000060 185F
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dd 2EFh
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3 int masterArray[6]
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; DATA XREF: stringMod(std::_ oocdl::basic_string<char,std::char_traits<char>,std: :allocator<char>>)+CEtr

; DATA XREF: stringMod(std::_ cxoddl::basic_string<char,std::char_traits<char>,std::allocator<char>>)+E71r

; DATA XREF: stringMod{std::__ cxxll::basic_string<char,std::char_traits<char>,std::allocator<char>>)+F2tr



firstchar = [0Ox41, ©Ox69, Ox6e, 0x45, Ox6f, 0x61]
thirdchar = [ox2ef, ©x2c4, ©x2dc, 0x2c7, 0x2de, Ox2fc]
masterarray = [0x1d7, Oxc, Ox244, Ox25e, 0Ox93, 0x6¢]

xor_number=0x29a

xor_array=| |

for i in range(18):
xor_array.append(xor_number)
Xor_number += xor_number % 5

flag=""

for i in range(6):

one=firstchar([i]

three=thirdchar[i] ~ xor_array[(i*3) + 2]

for j in range(256):
if masterarray[i]==(j”xor_array[i*3+1])*(one”xor_array[i*3])%thirdchar[i]:
flag+=chr(one)+chr(j)+chr(three)
break

print("tuctf{" + flag + "}")

B 3flag: tuctf{AfricanOrEuropean?}
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