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int _ cdecl main(int argc, const char **argv, const char **envp)

{

int result; // eax

HANDLE wa; // eax

DWORD NumberOfBytesWritten; // [esp+ah] [ebp-24h]
char Buffer; // [esp+8h] [ebp-28h]

sub_4@8137@(aPleaseInputFla);
scanf(a3ls, &Buffer);
if ( strlen(&Buffer) == 19 )
{
sub_481228();
v4 = CreateFileA(FileName, @x40080806u, @, @, 2u, @x86u, @);
WriteFile(v4, &Buffer, @x13u, &NumberOfBytesWritten, @);
sub_4el24@8(&Buffer, &NumberOfBytesWritten);
if { NumberOfBytesWritten == 1 )
sub_4@8137@(aRightFlagIsYou);
else
sub_48137@(aWrong);
system(aPause);
result = 8;
}

else

sub_4@8137@(aWrong);
system(aPause);
result = @;

b

return result;

sub_401370 848 &/ Mt
Fsub_401220f1sub_401240

l|signed int _ cdecl sub 481248(const char *al, DWORD *a2)
20
3| signed int result; // eax
4| unsigned int w3; // kr84 4
5| char v4[24]; // [esp+Ch] [ebp-18h]
6
® 7| result = 8;
® 8| strepy(v4, "This_is_not_the_flag")};
@ 9| w3 = strlen(al) + 1;
® 18| if ( (signed int)(v3 - 1) > @ )
11
® 12 while ( wv4[al - v4 + result] == v4[result] )
13
® 14 if ( ++result »>= (signed int)(v3 - 1) )
15 {
® 16 if ( result == 21 )
17 {
® 18 result = (signed int)a2;
® 19 *a2 = 1;
28 3
® 21 return result;
22 3
23 1
24| }
® 25| return result;
® 25[}
1lint sub_481228()
2
3| HMODULE w@; // eax
4| DWORD w2; // eax
5
® 5| v2 = GetCurrentProcessId();
@ 7| hProcess = OpenProcess(@x1F@FFFu, @, v2);
® 3| v@ = LeadLibraryA(LibFileName);
@ 9 dword_48C9C4 = (int)GetProcAddress(ve, ProcName);
@ 18| lpAddress = (LPVOID)dword 48C9C4;
@ 11| if ( !dword_4eCaC4 )
® 12 return sub_48137@((int)&unk_48AB44);
@ 13 unk_48C9B84 = *(_DWORD *)lpAddress;
® 14| *((_BYTE *)&unk_48C9B4 + 4) = *((_EYTE *)lpAddress + 4);
© 15| byte_48C98C = -23;
-
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return sub_4@lepa();

® 13}
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int _ stdcall sub_481888 (HANDLE hFile, LPCVOID lpBuffer, DWORD nhNumberOfBytesToWrite, LPDWORD lpNumberOfBytesWritten, LPOVERLAPPED lpOverlapped)

; DATA XREF: sub 4@81@00:loc_481851Tr

1
2i{
3| signed int w5; // ebx
a
® 5| v5 = sub 4dheena((int)lpBuffer, nNumberOfBytesToWrite);
@ 6| sub_4@1146();
® 7| WriteFile(hFile, lpBuffer, nNumberOfBytesTolWrite, lpNumberOfBytesWritten, lpOverlapped);
o s if (s )
e a *1phumberOfBytesWritten = 1;
@ 18| return @;
® 11}
l|signed int _ cdecl sub_4@leee(int al, signed int a2)
2i{
3| char w2; f/ al
4| char v3; // bl
5| char wva4; // cl
6| int w53 // eax
7
® B v2 =#8;
® o if(a238)
18 {
11 do
12 {
®13 if ((vz==18)
14
® 15 *( BYTE *)(al + 18) *= @xl3u;
16
17 else
18
® 19 if(v2%2)
® 20 w3 = *([_BYTE *)(v2 + al} - v2;
21 else
® 22 w3 = ®(_BYTE *)(v2 + al + 2);
® 23 *(_BYTE *}(v2 + al) = w2 ~ v3;
24 3
® 25 +Hw2;
26
® 27 while ( v2 < a2 );
28 }
® 29 v4 = @;
® 38| if (32 <=@)
® 31 return 1;
® 32 v5 = @3
@ 33| while ( byte_4BAB38[vS] == *(_BYTE *)(vs + al) )
4| {
® 35 vh = +Hvd;
® 36 if ( wvd o »= a2 )
® 37 return 1;
38}
® 39| return 8;
® 10}
? |.data:eesene30 byte 46AB30 db &1h
® | data:ee48A831 db GAR ;g
® |.data: 88484832 db 79h ; v
® | data:ee48A833 db G7h ; g
® |.data: 88480834 db 6Bh ; k
® | data: 8848835 db 4s6h ; F
® |.data:Be4BAB36 db 6Dh ; m
* |.data:@0484037 db  2Eh
® | data: 0848838 db  7Fh ;
® |.data: 88484839 db SFh ;
® | data:ee48AB3A db 7Eh ; ~
® |.data:@848AB3E db  2Dh ; -
® | data:ee48A83C db 53h ; s
® |.data: 88484830 db ssh ; V¥
® | data:ee48AB3E db 7Bh ; |
® |.data:@84BAB3F db 38h ; 8
® | data: 80400840 db 6Dh ; m
® |.data: 8848841 db ach ; L
® | data:ee48A842 db 6Eh ; n
® |.data:eesea043 db @




.data: 8400244 dword_4809A4 dd 1E@h

.data: 0400084

.data:@a4aC9A8 align 1@h

.data:ee48C2E8 ; LPVOID lpAddress
.data: 88480968 lpAddress dd @
.data:ea46C9E0

RN 2 pR F 522401000

DATA XREF: sub_4@3BA6:loc_483BE21r
sub_ 4848884511 ...

1}

[

; DATA XREF: sub_4@leDe+3tr
: sub 4818D8+2BfTr ...

dic=[0x61, Ox6A, Ox79, Ox67, Ox6B, Ox46, Ox6D, Ox2E, Ox7F, Ox5F, OX7E, 0x2D,

0x53, 0x56, Ox7B, 0x38, 0Ox6D, 0x4C, OX6E]

flag=list("-----------=-------- ")
flag[-1]=chr(dic[-1]70x13)
for i in range(17,-1,-1):
tmp=dic[i]" i

if i%2==1:

flag[i]=chr(tmp+i)

else:

flag[i+2]=chr(tmp)
print("'.join(flag))

dic=[0xf1, 064, 0xT9, 0x67, 0x6E, Ox46, 06D, 0xZE, 0xTF, 0x05F, OxTE, 0xID,
0x53, 0xB6, 0xTE, 0x38, 026D, 0x4C, 0x6E]

1

2

3 flag=list(” )
4 flag[-1]=chr (dic[-1] "0x13)
5 for i in range(17,-1,-1):
&} tmp=dic[1i] "1

T if i%i=1:

3 flag[il=chr (tmp+i)
) elze:

10 flag [i+2]=chr (tmp)
11 print(’’. join(flag))

5 3lflag
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