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Burp Intruder Repeater Window Help

[ Target | Proxy | Spider | Scanner | intuder | Repsater | Sequencer | Decoder | Gomparer | Extender | Project options | Usar opions | Alerts

[Intercept | HTTP history | WebSockets history [ Options

N
Proxy Listeners l\

?
2| D Prowy uses listeners toreceive incoming HITP requests fiom your browser. You will need o configure your browser 0 use one o the stensrs as ts proxy server.

Add J Running | Interface Invisible | Redirect Certificate

@ 127.0.0.1:8080 Perhost
Edit
»
Remove

Each installation of Burp generates its own CA certficate that Proxy listeners can use when negotiating SSL connections. You can import or export this certificate for use in other tools or another installation of Burp.

Import / export CA certificate. J [ Regenerate CA certificate J
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Burp Intruder Repeater Window Help

[ Target [ Prony | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Camparer | Extender | Project opians | User options | 4lets |

jlnlemep{ I HTTP history IWebSockels history | Options

w Request to http://111.198 29 45:50503

[ Fowad |[  Dop | [imtercsptison | [ Action |

Raw | Headers | Hex

GET / HITP/1.1

Host: 111.198.29. 45:50503

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.3987.122 Safari/537.36
Accept: text/html, application/zhtml+xml, application/xml;q=0. 9, image/webp, image/apng, */#;q=0. 8, application/signed-exchange;v=h3;q=0. 9
Accept-Bricoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0. 9

Cormection: close
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Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Aleds
g Y Pl q par )

mr

Go Cancel <|v >|v

Request

Raw | Headers | Hex
|

Targer: hup:l/111.198.20.45:5003 | #] | 7 |

Response

Raw | Headers | Hex | HTML | Render

|GET / HTTP/L.1

|Host: 111.198. 29. 45:50503

|Cache—Control: max-age=0

|Upgrade-Insecure—Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinB4: x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/80. 0. 3987. 122 Safari/537. 36

Accept:

text/ltml, application/shtml+xml, application/sml;q=0. 9, image/webp, image/apng, */#:q=0. 8, application
/siened-exchange ;v=b3;0=0. 9

Accept—Encoding: gzip, deflate

Aceept-Language: zh—Cl, zh:q=0. 9

Commection: close

X-Forwarded-For:123. 123. 123. 123
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o3

HITP/1.1 200 OK

Date: Tue, 03 Mar 2020 02:16:59 GMT
Server: Apache/2. 4.7 (Ubuntu)
X-Powered-By: PHP/5. 5. 9-lubuntud. 26
Vary: Accept-Encoding
Content-Length: 525

Connection: close

Content-Type: text/html

<html>
<head>
<meta charset="UTF-8">
<titlerindex</title>
<link href="http://libs. baidu. com/bootstrap/3. 0. 3/css/bootstrap. min. ess”

rel="stylesheet
123
(styler
body {
margin-left:auto;
margin-right:auto;
margin-TOP: 200PX ;
width:20em;
}
<fstyle>
</head>
<body>
<p id="demo”> iplihbB A A123. 123. 123. 123¢/p>
{seript>document. getElementByTd(“demo”). innerHTML=""73K Elhttps: //wew. google. com” ; </sc
ript></body>
</html>
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Target | Proxy | Spider | Scanner | intruser [ Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Aeris

mr

Go Cancel <|v > v

Request

Target: hitp://111.198.29.45:50503 @ @

Response

Raw | Headers | Hex Headers | Hex | HTML | Render
ET / HITP/1.1 4 HITP/1.1 200 OK &
fost: 111.198.29.45:50503 Date: Tue, 03 Mar 2020 02:27:32 GMT

“ache—Control: max-age=0

Jpgrade-Insecure-Requests: 1

Jser-Agent: Mozilla/5.0 (Windows NT 10.0; Wind4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
“hrome/80. 0. 3987. 122 Safari/537. 36

\ccept:

cext/html, application/shtml+xml, application/xml;q=0. 9, image/webp, image/apne, */*;q=0. 8, application
’signed-exchange ;v=b3;¢=0. 9

\ccept-Encoding: gzip, deflate

\ecept-Language: zh-Cl, zh:q=0. 9

Jormection: close

{-Forwarded-For:123. 123, 123. 123

teferer:https://wuw. google. coms

Server: Apache/2. 4.7 (Ubuntu)
X-Powered-By: PHP/5. 5. 9-lubuntud. 26
Vary: Accept-Encoding
Content-Length: 631

Comnectien: close

Content-Type: text/html

<html>
<head>
<meta charset="UTF-8">
<title>index</title>
<link href="http://libs. baidu. com/bootstrap/3. 0. 3/css/bootstrap. min. css” rel="stylesheet”
>
<style>
body {
margin-left:auto;
margin-right:auto;
margin-TOP: 200PX ;
width:20em;
}
<Astyler
</head>
<body>
< id="demc”>ipHilil % Zy123. 123. 123. 123</p>
<script>document. getElementById (“demo”). innerHTML="1423% Elhttps://www. google. com” ; </sc




ript><seript>document. getElementById(”demo”). imnerHTML="cyberpeace{adTafc0984557368e742
15addaf44dee}” ; </script></body>
</html>
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