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us>agec. >d>ulvec.py | "I

F¥:: solve.py[-h] (--decrypt DECRYPT | -c DECRYPT_INT | --private | -i INPUT | -g)

[--createpub] [-o OUTPUT] [--dumpkey] [--enc2dec ENC2DEC] [-k KEY] [-N N] [-e E] [-d D] [-p P] [-q Q] [--KHBFA K
HBFA][--pbits PBITS]

[-v]

It helps CTFer to get first blood of RSA-base CTF problems ‘B BT CTFer3RfBRSAZERNCTF I8 4 — L

-v, --verbose print details VR4HMFTENLHAT

optional arguments:F[ESH(ERE! ! | XEZERAE—1):
-h, --help show this help message and exit --#BhE RULFEBIHEEIHEH
--decrypt DECRYPT decrypt a file, usually like "flag.enc" f@#3Cff, HEH KM F“flag.enc”

(GBEEEKE . pemsR . pub—i2 )

-c DECRYPT_INT,
--decrypt_int DECRYPT_INT fRZKBIE

--private Print private key if recovered ITENFfA%H (R BEMEE)

-i INPUT input a file with all necessary parameters (see examples/input_example.txt)

WMANEEFELESHEMH GESRAB/ MmN Gl txt)
-g, --gadget Use some gadgets to pre-process your data first {#f—uts/T BA&EHAEEE

some gadgets:—&/N T Bk B 447 :

--createpub Take N and e and output to file specified by "-0" or just print it

IREUNA e I 4 ) B Hh - 07 18 %€ S B B AT BN SRAAT T

-0 OUTPUT, --output OUTPUT #iH Specify the output file path in --createpub mode.
1E - -createpubM= T 8 & fi SO AR

--dumpkey Just print the RSA variables from a key - n,e,d,p,q
HITEI—/key-n. e. dv p.» qFHKIRSAZE

--enc2dec ENC2DEC get cipher (in decimalism) from a encrypted file
N SCAF R RS (D)

the RSA variables:RSAZEE: Specify the variables whatever you gotigE#&EB RN E

-k KEY, pem file, usually like ".pub" or ".pem", and it begins with "----- BEGIN"
pem3CHF, EEEBITC.pub”E <. pem”, FLAC----- BEGIN”F15

-N N the modulus &

-e E the public exponent A3Lg¥

-d D the private exponent FA A%

-p P one factor of modulus HEH—/AHEF
-q Q one factor of modulus HEEK—ET

extra variables: %4t &: Used in some special methods 7E—LB4RRkiK 77k :

--KHBFA KHBFA use Known High Bits Factor Attack, this specify the High Bits of factor
fEH SRR T8, X3 E F TR

--pbits PBITS customize the bits lenth of factor, default is half of n's bits lenth
HEXHETFRAKE, BIMEANn' stbRKE



T SRE X MR T, B S A examples U3 F13T Frinput_example.txt

1

10
101
1010

jarvis_oj_har jarvis_oj_me Basic_Broadc closed_p_g.t common_fac common_fac d_leak.txt
dRSA diumRSA  ast_Attack.tx xt tor.cipher tor.pub

t
U EnTsll KnownHighBi share_factor. share_N.txt small_expon small_expon smallfraction.
e.txt tsFactorAttac txt ent.cipher ent.pub pub

k.txt

1

10
101
1010

small_q.pub wiener_attac
k.txt

»

1—=17—1%RE8 , FJUEM n = *kx PJFE n 1s *6k 5[(F n o Fkx

2iR5IMEERE :n,e,d, c,p,q [AFEHKAEN : hbop (high bits of factor) , pbits (bits lenth of p) ]
STRARAANE | WM: nsXENERIT

4 ZEBPREX AT , FERBXSEEER0IAF , (IHMENRFE: nl,n2,el,e2 Fnl,el,n2,e2 FM
5

6 Bl F&E :

7

81, BHE%n, e, c:

9d_leak.txt

0 share_factor.txt

lshare_N.txt

2Basic_Broadcast_Attack.txt

3

4

52, BE—4n,e, c:

6wiener_attack.txt

7 closed_p_q.txt

8 KnownHighBitsFactorAttack. txt

9

B EHBPT, £ 4ne clEBBR KIXAFETF:

1N is 20387234304119707098833140675408446018403579743136325337991175297064392719708959075417672940640353263872556332451584398712385595526189285413
2e is 46957

3d is 10025376989936072505039846057794501927528527372889258010084848452510038807649542645621941049733296360842498419248238502260955678307712093819
4e is 56167

5c is 91174026432228072347362717897275685291913109679763305989422324622813788291728363437794254475222850079514104811831817481943576914980040450543

[
=3
|

= 2082336911455626076291358884447186972576298581221598799386778
1908382161373642995843202498007440537540895326927683969631926.
3e = 65537

4c = 1323403399730431677803772375554029517656641716758312533474811

g%
=
|



1ln

2e =

3c

5n

6e =

7c

= 49717352238903813258167965634872644122363546007764600124211711250852904300466263993456901629465
13720370251305502198453722303188629715020031854527043028194234587721186750392338568840741980913
= 33995928221963087827338803441589901571528069870645123081701004401546919289265619397264329787933

= 49717352238903813258167965634872644122363546007764600124211711250852904300466263993456901629465
13521927979417175825463063347222803267672338126236919097685639546419640649137631879086526055040

= 20663727752331650736213993392793715555002283733124450484396596147661401938360252713595785342791

: 68679409966918700315304117144859068445528181933255289063193054014288151083466807594332167633810967321824633144
Hav}
: 2481091085270460304866334901105466965563114643354345953479643881533133568730911394358321223515024197137806893:

: 1117965220184329685115491669660129193823567641747584717324745389247133369892051586020708442213591696394252275z2
0 7
: 4712783910529936103379120873779889977678125538150303038168690908215575736101910410328062054071689469913314217:=

: 4011807694373533755953737969298207094392151534800021109759935626333076007590674837412972752674043888369509450:
Hav}
1 4313429171104682135845535135888408777702100383947029650599045058170621937935627239179422012903689519987338580:

: 12649076592222649371192164869044025408231371717627780046219346377852024544337050152652676577122342534868958091
0 7
: 1930083892114922100729894488747859908280022904521927160627203810397065655994391419728165415858746873054182830¢

: 2889908993543526758823589751984612039343321411434152123869638412250731689945732705502954697233328145256398483¢
Hav}
: 3075412148882763569297184959926774937507794918255030314572932537531492640190578383093162873865887932017994488¢

: 1408662941385567240363983067611804246584602032014382331881504807036850568420814165260359623496096870321778847:2
1 7
: 30430477983470426195631142659668071772256641205525929891985872996115858010744648779370983539942187689192406517

: 20049299207588955907155276095787913402589652379134151403340360498371893119855957833576443856534037886298731701
0 7
: 3548927512653680597428163594290748046391608966306912977142 giniiikiktiithsi ki 00000309576531819984063¢

W UEIRFMTEENHRZELZ AN, e, ¢, HEXLFHI, EAEXERnecR KIER/N», KRN, #IIANZLHne cREE,



s E HA—%Hne,chB B RER:

IN : 46065781388428960989637205658554417248531811702624626389974432923749270182062721955600
2e : 35461110244130757205657218182792589919834535022875373093108939327546391654445662689424

l.hl 1s 966808932627497190635859236054960349099463975227350564265384

2e 1s 65537
3c 1s 168502910088858295634315070244377409556567637139736308082186

1 hbop = 0xf3a5f928e11c590119f4289e513f046748efb99d4f8e706e207a943el1d2c9
2n = 0x7e7007c7c85788b9b77cdab4c9b3f5d2a795felblf8d3f120288a30al1l68c3ea’

3e = 65537

MNXEAUER —HnecEEEETUKAC, XEMne ctt RERD, K, XEBEHE—hbop i H 25 i 5
sagemath, XE# HA¥.

RJEBAGRSEMEE % A TE I AR B T Kexample.tt, 4k 47 H 77 3

.git examples lib .gitignore example.txt normal.v readme.r

requirements solve.py
xt

THERZ KA R



# R E—HEHH

# wiener_attack

python2 solve.py --verbose --private -i examples/wiener_attack.txt

# HEBEL ST, REEENWSHHT T

python2 solve.py --verbose --private -N 46065781388428960989637205658554417248531811702624626389974432923749270
1820627219556007788200590119136173895989001382151536006853823326382892363143604314518686388786002989248800814861
2485950753262770996453386949770974591685308987760072936957281019760694239716965242377552271870614182028499114791
24793990722597 -e 3546111024413075720565721818279258991983453502287537309310893932754639165444566268942454150961
0783446577840953237318712531855461472259930179152891621283936812106603554100880826153450058602365276771227162578
5204280964688004680328300124849680477105302519377370092578107827116821391826210972320377614967547827619

# factordb.com
python2 solve.py --verbose -k examples/jarvis_oj_mediumRSA/pubkey.pem --decrypt examples/jarvis_oj_mediumRSA/f1l
ag.enc

# Boneh and Durfee attack
# TODO: get an example public key solvable by boneh_durfee but not wiener

# small g attack
python2 solve.py --verbose --private -k examples/small_q.pub

# 2017 B2 RSA #BHHF (p&qaviht)

python2 solve.py --verbose --private -i examples/closed_p_q.txt

# Common factor between ciphertext and modulus attack
python2 solve.py --verbose -k examples/common_factor.pub --decrypt examples/common_factor.cipher

# small e
python2 solve.py --verbose -k examples/small_exponent.pub --decrypt examples/small_exponent.cipher

# rabin method when e ==
python solve.py --verbose -k examples/jarvis_oj_hardRSA/pubkey.pem --decrypt examples/jarvis_oj_hardRSA/flag.enc

# Small fractions method when p/q is close to a small fraction
python2 solve.py --verbose -k examples/smallfraction.pub --private

# Known High Bits Factor Attack
python2 solve.py --verbose -i examples/KnownHighBitsFactorAttack.txt

# EEEHELR
# E=)E LA ZENE T2 AHE--rrrsa ditRH T

python2 solve.py --verbose -i examples/d_leak.txt

# AT E

python2 solve.py --verbose -i examples/share_factor.txt

# KB

python2 solve.py --verbose -i examples/share_N.txt

# Basic Broadcast Attack
python2 solve.py --verbose -i examples/Basic_Broadcast_Attack.txt

HE TR
1: RBE-HAEHAN

wiener_attack

python2 solve.py --verbose -i examples/wiener_attack.txt



l|N : 460657813884289609896372056585544172485318117026246263899744329237492701820627219°¢
2e : 354611102441307572056572181827925899198345350228753730931089393275463916544456626¢

DEBUG:
DEBUG:

DEBUG:
DEBUG:

2: REBE ST, RERENNSEMTT

python2 solve.py --verbose --private -N

hod

3: factordb.com

python2 solve.py --verbose -k examples/jarvis oj_mediumRSA/pubkey.pem --decrypt examples/jarvis oj mediumRSA/f1
ag.enc



flag.enc  pubkey.pem

L----- BEGIN PUBLIC KEY-----
» MDowDQYJKoZIhvcNAQEBBQADKQAwIgIhAMIjauXD20Q/+5erCQKPGgxsC/bNPXDr
3 yigb/+1/vjDdAgEC

| END PUBLIC KEY-----
5
2RiA (UTF-8, #843) O Hfth : 1SO-8859-1 -

n>- B#140B03 ox BEIEIEIe: =3 ImUdEIARIEIRy

]_mediumR

HTTP/1.1"

DEBUG: ht . factordb.com:80 "GET /in hp?1d=1100000000 HTTP/1.1"
DEBUG: c
INFO: Gk

4: Boneh and Durfee attack
TODO: get an example public key solvable by boneh_durfee but not wiener

T f#

5: small q attack

python2 solve.py --verbose --private -k examples/small_q.pub



L----- BEGIN PUBLIC KEY-----

2 MIGhMAGGCSqGSIb3DQEBAQUAA4GPADCBiwKBgwC60gz5ftUELfaWzk3z5aZ4z0+z
3aT09853+n9P9jMiquL1VM+QU4/wMN3905UgnEYsdMFYaPHQb6nx21ZeJtRdD4HYJ]
1LfnrBdyX6xUFzp6xK1g54Qq/VvkgpY5+A0zwWXfocoNN2FhM9KyHy33FAVmM91lix1
5 y++2xqwbMad0fY8eTBDVAgMBAAE=

3----- END PUBLIC KEY-----

arvis.ngjiamedhar

6: 20175RMIAF £ % RSA # D40 E (p&atHiEm)

python2 solve.py --verbose -i examples/closed p_q.txt



1N 1s 9668089326274971906358592360549603490994639752273505642!(
2e 1s 65537

3c 1s 1685029100888582956343150702443774095565676371397363080!

DEBUG:
DEBUG:
DEBUG:
DEBUG:
DEBUG:

3 HTTP/1.
DEBUG: httr
DEBUG: ht

7: Common factor between ciphertext and modulus attack

python2 solve.py --verbose -k examples/common_factor.pub --decrypt examples/common_factor.cipher



1| ----- BEGIN PUBLIC KEY-----

2 MIGFMAOGCSqGSIb3DQEBAQUAA4AGNADCBiQKBgQCr5jPOwufsEKhRknkFpLffThBB
3 YCPAWO/GTWS914J1Xt78get0EewrfIcUlsFIGjHApXHRsOxvhQ2857Yv3gBPkuEXO
4 DK1icqC10OV2PUax1Yx6L6X4/nhCjKts33Dvhx25cbMjKEGhz1iRZzmUKFUN1+Az7ZB
5 Y8PKY61lyvPvb8BVPOWIDAQAB

6----- END PUBLIC KEY-----

FTXAENESZTEFEP 7T EH ANy amns , 181t ™ JJELi¥E
ZXiA (UTF-8, 8f4) © Hith (885 RY): 1SO-8859-1 -
E9eBIRI>wARIEIeR AORIAF 2+FJ0BY3 P-FAMBc rEI=EIEalo . ° $YEY|

ommon_factor.cipher
DEBUG: f
DEBUG: f
DEBUG: f
DEBUG:
DEBUG:

HTTP/1.1
HTTP/1.1" :
)df 10

INFO: 6B

REAMT, JFHEEBRIRNAD, BER L NHHk.

8: smalle

python2 solve.py --verbose -k examples/small exponent.pub --decrypt examples/small exponent.cipher



----- BEGIN PUBLIC KEY-----

MIICIDANBgkqhkiGO9wOBAQEFAAOCAgOAMIICCAKCAgEASKHzkKzT1DtHO58TImL2
nBWJJdkoceR4aeKEGpF8INUQIDG5gXgUWNhA/S1XeBWkFhLWhENIfSb7riVvFdRO
DDRZG2RqvMyxonrN4pmz5xYAhXtFXCg2YOBFXG] /RcBkTP7CEdT1GhbILpHXhtks
eZ+zy0j5LeNCunDdghMFazFKjVHalJPPG4bsFf3wPgRudtPxo0a0Kq7aEz1OVfjmY
KKY6WvWSA117XgHma4/qo8y7r/VV40Z5dzDd/BxMIKndQGWIYpNIXxMKSZd+eLDOC
VYv141lyyd/TnrHtRWO85A60WSGNxAp5U00OUpK rpHSZ8cIn50CucdGV/V rygAdZOY
kKPXWnms+10PlYIYapsbGnagkBduiGC5m7P9qipzfWtUibwc+fVIeBQ/dd+C7GIGk
nv7C02emk9KmeZONRmeVPUB93sFqwVu0z2A1l61jstt+lcjFtoIOxBgc5czIg5110
RVLIMEPTfbh1lgTGofD11HPZvBgtTsb8RY jxxrKqR2h2qEstTglFkQOZEY1+HiDcwn
cD8r0+mvc183p2c7FdZ0k1ihiyEOA/C/H3d3JFcRpP8sLF4np3L1yrARlnnwY3PN1

VHYAQENr/OSRuKPvnIVduquFMbo9RinCthIGuAnNmztRoewBMtrOltprRSde
q4TtR1591Pvp/8AH8tFIYLOCAQM=
----- END PUBLIC KEY-----

T W e e e Bl W o d o S TER T AW ET m f TE o e o r——

251\ (UTF-8, 25%)) O Hfth (B5389): 1S0-8859-1 -]
3163 LEIEY6 01 peamEY ¢ IBYBIH s d CET# T8 BILaEI 136 F  BIhEY
$OkEIEIO i (I+EIGEIE10PEY
-1¢-SR°I, BB (°t6  &¥QULIS-XEIEY fs©IFoLY)BatY/50s ° \ B
G(TI2YQUPEILINO¥ERYL 3 +2Bd%«pSBEIi>»[60U;[IU £IA§pFNAD
FIERT ] EOF yEIABIRIEIU z LIRIHED Y RI L BINEIARE - DEIS v s —#06 1EICURAE

8: rabin method whene ==2

python2 solve.py --verbose -k examples/jarvis_oj_hardRSA/pubkey.pem --decrypt examples/jarvis_oj hardRSA/flag.en
C



flag.enc  pubkey.pem

L----- BEGIN PUBLIC KEY-----
2> MDowDQYJKoZIhvcNAQEBBQADKQAwIgIhAMIjauXD20Q/+5erCQKPGgxsC/bNPXDr
3 yigb/+1/vjDdAgEC

b----- END PUBLIC KEY-----
5
2Rik (UTF-8, #843) O Hfth : 1SO-8859-1 - |-

9bBImafy ' Well+ie0K "BIi?GaexC™ - 7THyEEEIa

HTTP/1. !
HTTP/1.

og.csdn.net/xiao

9: Small fractions method when p/q is close to a small fraction

python2 solve.py --verbose -k examples/smallfraction.pub --private



H ----- BEGIN PUBLIC KEY-----

» MIGfMAOGCSqGSIb3DQEBAQUAA4AGNADCB1QKBgQEoAAAAAAAAAAAAAAAAAAAAAAAA
3 AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAN] pIotELJROXZUWK1rN3QAAAAAIMWAAA
I AAAAAAAAAAAAAAAAAAAAAAAAABUTMDNOAghvx0Wxg4490Zh+eqRW4+BCSOZMEEKM
» NS9XgPPYCmAAAADsSQIDAQAB

) ----- END PUBLIC KEY-----

WE, WXEMET, XFKEsage, R T HBHAE.
10: Known High Bits Factor Attack

python2 solve.py --verbose -i examples/KnownHighBitsFactorAttack.txt

l%bop = 0xT3a5f928e11c5901f9f4289e513f046748efh99d4f8e706e207a943eld2c9df43feab38e20c2106d87167e5501ac4ladfc4!
2n = Ox7e7007c7c85788b9b77cdabdc9b3f5d2a795felblf8d31120288a30a168¢c3ea932c7574700ff0f596c5ad04a703756aedc66b9l
3e = 65537

XA OXI) F R B 2 Esage, RFHAE, BIHAAT.

1: BEZHFEWK
= LW R EAEM % 22K FE-rrsa ditt s B v

python2 solve.py --verbose -i examples/d_leak.txt

L|N 1s 2038723430411970709883314067540844601840357974313632533799117529706439271970895907541
e 1s 46957
3d 1s 100253769899360725050398460577945019275285273728892580100848484525100388076495426456:
le 1s 56167
yc 1s 911740264322280723473627178972756852919131096797633059894223246228137882917283634377¢

INFO

12: BAHZER

python2 solve.py --verbose -i examples/share_factor.txt



je
lc

20823369114556260762913588844471869725762985812215987993867783630051420241057912385055482788016327978468318067078233¢
19083821613736429958432024980074405375408953269276839696319265596855426189256865650651460460079819368923576109723079¢
65537

13234033997304316778037723755540295176566417167583125334748115313856272461873485975176769639900556672734617273359019!

‘'share factor.txt

13: R

python2 solve.py --verbose -i examples/share_N.txt

497173522389038132581679656348726441223635460077646001242117112508529043004662639934569016294650189660¢
1372037025130550219845372230318862971502003185452704302819423458772118675039233856884074198091360282887
339959282219630878273388034415899015715280698706451230817010044015469192892656193972643297879339983976¢

497173522389038132581679656348726441223635460077646001242117112508529043004662639934569016294650189660¢
135219279794171758254630633472228032676723381262369190976856395464196406491376318790865260550404406007¢
2066372775233165073621399339279371555500228373312445048439659614766140193836025271359578534279173064922

14: Basic Broadcast Attack

python2 solve.py --verbose -i examples/Basic_Broadcast_Attack.txt



Cc : 686794099669187003153041171448590684455281819332552890631930540142881510834668075943321676338109673218246331444
e : 7
n : 248109108527046030486633490110546696556311464335434595347964388153313356873091139435832122351502419713780689331

c : 111790522018432968511549166966012919382356764174758471732474538924713336989205158602070844221359169639425227522
e : 7
n : 471278391052993610337912087377988997767812553815030303816869090821557573610191041032806205407168946991331421731

c : 401180769437353375595373796929820709439215153480002110975993562633307600759067483741297275267404388836950945031
e : 7
n : 431342917110468213584553513588840877770210038394702965059904505817062193793562723917942201290368951998733858025

c : 126490765922226493711921648690440254082313717176277800462193463778520245443370501526526765771223425348689580917
e : 7
n : 193008389211492210072989448874785990828002290452192716062720381039706565599439141972816541585874687305418283064

Cc : 288990899354352675882358975198461203934332141143415212386963841225073168994573270550295469723332814525639848384
e : 7
n : 307541214888276356929718495992677493750779491825503031457293253753149264019057838309316287386588793201799448800

c : 140866294138556724036398306761180424658460203201438233188150480703685056842081416526035962349609687032177884729
e : 7
n : 304304779834704261956311426596680717722566412055259298919858729961158580107446487793709835399421876891924065174

c : 200492992075889559071552760957879134025896523791341514033403604983718931198559578335764438565340378862987317019

e : 7
n : 354892751265368059742816359429074804639160895633691297714205486W6399617090033BG‘-9765318153&‘403@3

INFO: Here are

CTF{H

X BRI TAEREARTR T, WIEREKEELPit R Measy RSAEMAMAB—THITT, 200 LRSI,
ERANEKIN FRD A EE T X8, Frel REEwt i MM T .



#h7E: BAne,c,g,p K RE L HEANSEERAK T X, AERSCARERT R, EAXAERKEZDEBUGE 7 K+ 782
HIdA B A RRAVEZER, HanIps X iEeasy RSA:

CAHI N (N pgFeiR):
I
1n = 2135733555619387051  |Reiiciisialieililies
2e = 17 _
2 DEBUG: f
DEBUG
4 DEBUG

DEBUG

DEBUG: ) actordb.com:80 "GET /index.php?que 3573 51 HTTP/1.1" 200

]

DEBUG: h
DEBUG: htt
DEBUG: d =

M+7Nstfld: 0x1be550de4fa3c61L s e+t Kok &N 2 i — M, (FrrEERMNZ R+ BEH]#9125631357777427553
A %t)

) 2 () BEES ) TUBES  \®) TodEH ) SZUEHE L S8EEE ) oZiFE () b4
#iE  1be550de4fo3c61
gl ZR

2 11011111001010101000011011110010011111001001111000110
8 6762520674476236140

10 125631357777427562

16 1be550de4f93c60

RERBRAE, CRERAWAEDL, FLRERSHEMARKEZXNDEBUGdIHE, FASXHZERHINFOFE, TH
P EAT A, BREN=g*p, RAN®RF LK.

python2 CTF-RSA-tool/solve.py --verbose --private -N -e

python2 CTF-RSA-tool/solve.py --verbose --private -N -e -p -q



20

91 HTTP/1.1"
07161 HTTP/

REEENREH2H? HENREG2H, RESRECEN, AREEREN PRI B A HBKE B RBIRRE.
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